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Introduction

This article reconceptualises human security by linking 
it to components of the framework of cyber security. The 
concept of human security recognises both the enable-
ment of and threats to human wellbeing. Cyber security, 
until recently, has been mainly explored from a national, 
rather than a human, security perspective. The connec-
tion to security in cyberspace, on a more general level, 
has been mainly addressed through traditional securi-
ty perspectives. That is, states themselves are primarily 
the referent objects of cyber security, given that most 
threats are targeted at critical infrastructures where na-
tional authorities are the intended victims either direct-
ly or indirectly. Therefore, cyberspace is argued to be a 
primary operational environment for national security, 
which is hence to be protected with both defensive and 
offensive military means (Lehto, Huhtinen & Jantunen, 
2011). Threats to cyber security, however, also reflect the 
security needs of people within states which have so far 
been ignored (Liaropoulos, 2015. p. 189). People’s secu-
rity needs are shaped, among others, by various compo-
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nents of human security concerns, such as basic needs in 
terms of ensuring services related to, for example, health 
care, education, supply of water and energy, etc. An un-
interrupted functioning of critical infrastructures, which 
are run through digital or cyber technology, for example, 
ensures the fulfilment of these security needs. As a result, 
the aspects of cyber security having both positive and 
negative implications for human wellbeing go hand in 
hand with what the concept of human security stands for. 
The following article discusses aspects of cyber security 
that have an impact on the lives of individuals and com-
munities at the sub-state level, as well as across states at 
the regional level. This article focuses on the European 
High North (EHN) – a trans-national region composed 
of the northern parts of Finland, Norway and Sweden, as 
well as the north-western part of Russia. Given that the 
region and its population, including a number of indige-
nous communities, faces severe challenges due to the im-
pacts of climate change, this article examines how inter-
linked implications of climate change and cyber security 
impact human security, particularly in the EHN region. 

Human Security Reconceptualised

The traditional understanding of security was reconcep-
tualised at the end of the Cold War. In the early 1990s, 
state-centric military understandings of security – re-
ferred to as traditional security – was supplemented by a 
rather broadened and deepened understanding of secu-
rity. The notion of security was reformed around multiple 
referent objects – with states not being the only referent 
object – and at multiple levels, both within, and beyond, 
the state. In other words, the concept of security refers 
not only to threats to states’ survival, but rather calls for a 
comprehensive approach to addressing threats and risks 
at various levels by engaging multiple actors, including 
individuals and communities, as referent objects. This 
new approach therefore develops a deeper dimension to 
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addressing security with greater focus on human beings 
at its core (Jano, 2009, p. 74).

Traditional state-centric security is largely com-
plemented by this comprehensive approach (Ruiz De 
Garibay, 2007; Cilliers, 2004, p. 10). The more a state is 
internally secure within itself, the more its political integ-
rity is secure. Today, security does not hold a fixed mean-
ing (Hossain et al., 2018). It relates to a context-specific 
understanding, framing the concept both as contested 
and with many different meanings. Security nowadays 
does not only refer to threats to states’ existence; rath-
er, it is more focused on the survival of humans and the 
promotion of their wellbeing. Reducing vulnerabilities 
and thereby promoting the wellbeing of individuals and 
communities at all levels of governance is the central 
purpose of security. Hence, threats impacting the lives of 
humans and communities, including on the sub-national, 
trans-national and supra-national levels, are fundamen-
tally security concerns. The common articulation of these 
threats is built around the concept of human security. 
The United Nations (UN) Human Development Report 
(HDR) endorsed by the United Nations Development 
Programme (UNDP) in 1994 played a crucial role in pro-
moting and popularizing the concept. The HDR analysed 
human security through seven specific indicators, such 
as health, food, community, personal, environmental, 
economic and political. These seven components are in-
terconnected – they are at times contradictory, hence one 
undermines the other, and at other times complementa-
ry, when one influences the other to further accelerate 
existing threats. For example, the promotion of environ-
mental security contradicts the promotion of economic 
security, considering that the more environmentally se-
cure a community is, the less economically secure it is 
(Hossain, 2017, p. 11). Similarly, environmental security 
is interconnected with many other components of hu-
man security, and thereby threats to environmental secu-
rity may accelerate threats in other sectors too, such as in 
food, health, community security, etc. 
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The importance of human security lies in the fact that, 
unlike traditional security threats, human security threats 
arising out of, for example, threats to the environment, 
health and food, etc. “kill far more people” than war, gen-
ocide and terrorism combined (Human Security Report, 
2005). Threats to human security create the root causes of 
all insecurities (UNGA, 2005). They affect the vital core of 
all human lives (Commission on Human Security, 2003). 
Therefore, fulfilling basic human needs for survival is at 
the heart of the concept (UNDP, 1994). As a policy tool, 
human security offers an “emancipatory and empowering 
framework” to address urgent issues in specific situations 
(McCormack, 2008). It has both preventive and pro-active 
dimensions; in other words, it embraces both top-down 
and bottom-up approaches. It represents both negative 
security – “security from” (threats) and positive security – 
“security to” (enablement) (Hoogensen Gjørv, 2012). The 
referent objects of security – individuals or communities 
– are not only subject to protection from threats; they also 
exercise agency in building the capacity to avoid risks and 
in improving the system of protection (Commission on 
Human Security, 2003).

Human security is therefore more about protecting 
and promoting a society in which people live with a set 
of freedoms – from “fear”, “want” and “indignity”. These 
terms, however, are elusive and render the human secu-
rity concept to incoherent and abstract representations 
(Paris, 2001, p. 90), for there are no established indi-
cators to determine the level of threat at which point a 
response or prevention mechanism should be invoked. 
Yet these non-traditional sources of security threats do 
have utility in identifying specific threats that impact hu-
mans and communities (Owen, 2004, p. 382). Addressing 
human security threats in a policy framework provides 
added-value, and promotes agendas on behalf of indi-
viduals or communities who are the objects of threats. 
Including individuals and communities within the policy 
framework to define the security threats affecting them 
promotes capacity building for those who might other-
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wise be marginalized (Hoogensen and Vigeland Rottem, 
p. 2004). Identifying and addressing these sources of 
insecurity, and promoting response mechanisms to mit-
igate them, requires an innovative approach (Jano, 2009, 
p. 75). The human security framework certainly provides 
such an approach – an analytical tool – offering insight-
ful understanding of multi-dimensional aspects result-
ing in security threats (Booth, 2005; Sheehan, 2005). 
The framework asks security for whom, security for 
which values, how much security, and security from what 
threats, by what means, at what cost, and in what time 
period (Baldwin, 1997, pp. 12–18). 

The reconceptualised model of human security, be-
cause of its broadened character, embraces yet other 
kinds of threats or risks linked to human safety that 
may result from, for example, civil safety, which includes 
emergency response and preparedness in case of po-
tential natural or man-made disasters, making human 
security and human safety intertwined. The sources of 
un-interrupted functioning of the conditions, such as 
critical infrastructures, on which the physical existence 
of an individual and community is dependent can well 
be interpreted as part of human security. In most recent 
literature, human security is also addressed from the 
viewpoint of the present “yet invisible” reality – the so-
called post-human security (Burgess, 2017, pp. 63–73), 
where human functions are increasingly being replaced 
by technological innovation. While humans still out-
perform machines in many functions, such as special-
ist thinking or complex communication (Holopainen & 
Jokikaarre), technological innovation is expected to in-
creasingly take over many critical functions, which will 
eventually create a machine-dependent society, capa-
ble of causing other kinds of threats to human security. 
Any disruption to or technological failure by machines 
in their everyday functioning will therefore have serious 
consequence for humans. It is in this context that cyber 
security integrates the concept of human security since 
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it involves the protection of individuals and communi-
ties in their everyday life. 

At the same time cyber security also embraces the 
threat and enablement approach of human security in 
that it seeks to safeguard cyberspace for individuals and 
communities, yet also promote the development of in-
frastructure and protection measures to secure individ-
ual and community interactions with cyber technology. 
Apparently, cyberspace is gradually becoming primarily 
a “digital civil society”, in which cyberspace is seen as a 
place where both material and non-material products 
and services are offered (Lehto, Huhtinen & Jantunen, 
2011). Consequently, a broad definition of cyberspace 
integrating phenomena from technological and social 
concepts (ibid.) offers new elements in the understand-
ing of human security, which states often “undervalue”. 
However, it is today argued that cyber security is ad-
dressed as a facilitating tool for human empowerment, 
whereby people and communities benefit from interact-
ing with cyberspace (Liaropoulos, 2015, p. 192). A recon-
ceptualised approach of human security thus comple-
ments the existing structure by perceiving the adoption 
of measures for practices and policies linked to increas-
ingly technology-dependent humans. In this context, the 
following section analyses the interrelated implications 
arising out of climate change and cyber security posing 
threats to human security.  

Climate Change and Cyber Security

The impacts of climate change are diverse and trans-
boundary. Climate change impacts the entire ecological 
system, and is eventually capable of contributing to im-
pacts on the environment, economy, infrastructure, so-
ciety, politics and demography. Such impacts cause sig-
nificant challenges across regions and can lead to global 
instability. The most common challenges climate change 
presents are: changes in ecosystem services on which the 
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life support system is dependent; an increase in natural 
disasters; resource scarcity; changing land use practices 
that result in an unequal distribution of natural resourc-
es; the large-scale displacement of populations that ulti-
mately changes the demographic balance affecting com-
munity structure. Human suffering increases as a result 
of, for example, a loss of local environment contributing 
to poverty, poor quality of life, unequal resource distribu-
tion, lack of access to clean water, detrimental impacts on 
infrastructures that support critical services to humans 
and communities, etc. The eventual consequences of 
climate change can give rise to changes in the socio-po-
litical system and lead to various forms of local and re-
gional conflict. In addition, climate change hinders the 
ability to produce or reproduce most basic utilities such 
as food, water and energy infrastructures, potentially 
undermining, for example, global food markets and eco-
nomic growth (Allen, 2014). It is in this latter context, as 
discussed later in this section, that the effect of climate 
change relates to cyber security infrastructure.

Cyber security is generally referred to as threats aris-
ing out of cyber warfare, cyber-attacks, cybercrime, etc. 
From a security perspective, cyberspace is considered 
the next platform of modern warfare (Bruijn & Janssen, 
2017). Cyber threats refer to attacks intended to dam-
age, or obtain unauthorized access to, internet or com-
puter network systems. These attempts include, for ex-
ample, hacking into financial accounts or institutional 
operation systems either to obtain financial information 
or to make unauthorized gains. The promotion of cyber 
security is about undertaking measures to counteract 
cyber threats, such as running current antivirus pro-
grams and verifying that one’s computer system is fully 
secure (N2 Consultants, 2015). As previously discussed, 
cyber threats are generally addressed from national se-
curity perspectives. However, today the most basic re-
sources, such as water and energy infrastructures – the 
so-called critical infrastructures – are increasingly in-
tegrated through cyber interconnectedness. Critical in-
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frastructure refers to a set of physical installations or 
cyber systems and resources that are so essential to an 
organization or nation that their failure or damage would 
be extremely detrimental to the populations they serve 
(N2 Consultants, 2015). Energy, transport, the financial 
network system, computer-based health care and online 
commercial infrastructures are some of the examples. 
Computer-based technologies, with cyberspace and the 
internet being a primary conduit (Allen, 2014), are in-
dispensable in maintaining the function of critical infra-
structures. Moreover, today social and economic devel-
opment in all sectors are integrally dependent on infra-
structures supported by cyber technologies. 

Establishing links between climate change and cy-
ber security is complex. Climate change is linked to the 
impact of human behaviour affecting the earth’s atmos-
phere and natural environment, whereas cyberspace 
lies within the inner world (N2 Consultants, 2015), 
affecting the human-built environment. Billions of ac-
tors have an impact on the global climate, and in the 
same way they have an impact on functions in cyber-
space (N2 Consultants, 2015). The earth’s atmosphere 
and cyberspace are two distinct extraterritorial arenas 
(Shackelford, 2016, p. 656). These two regimes are ap-
parently unrelated. There are differences, for example in 
terms of the variables affecting climate and cyberspace. 
However, the risks associated with them both are an-
thropogenic (Allen, 2014). Cyberspace and the climate 
regime are linked by their status as originating from 
man-made threats (N2 Consultants, 2015). They both 
threaten homogenous elements, such as critical equities 
including food, water, energy, and infrastructures (Allen, 
2014). Both the implications of climate change and cyber 
security threats often have an impact on the same critical 
infrastructures, such as the electric grid, the water sup-
ply system, etc. Impacts of climate change, such as floods 
or other natural disasters, increase the risk of damage 
to physical infrastructures, such as electricity or energy 
supply chains. The consequence of climate change has of-
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ten been little considered during the construction of such 
infrastructures. This is because they were largely built at 
a time when threats from climate change and cyber devel-
opment were either not evident, poorly-understood, or 
simply ignored (N2 Consultants, 2015). Furthermore, the 
rapid pace of the development and introduction of new 
technologies meant that their implementation in critical 
infrastructures was unprecedentedly fast and therefore 
vulnerable. For example, some of the important critical 
infrastructures in Alaska are found degraded or threat-
ened due to the melting of permafrost because of the 
consequences of climate change (Allen, 2014). It is also 
important to look into specific regional characteristics 
while framing strategies for building new physical infra-
structures supported by cyber technology because they 
might well be vulnerable unless threats to cyber securi-
ty are addressed. Moreover, climate change also causes a 
domino effect as a disruption to any one infrastructure 
can cause disruptions to others due to their extensive in-
terdependencies (Allen, 2014).

A cyber security threat – a cyber-attack for example – 
to computers and industrial equipment responsible for 
the smooth operation of these critical infrastructures, 
such as electric and nuclear power plants, may have se-
rious negative impacts, not only on physical infrastruc-
tures, but also eventually on human lives and on their 
basic needs. When cyber-attacks on critical infrastruc-
tures coincide with vulnerabilities from climate-induced 
changes impacting the same infrastructures, the implica-
tions for human security are grave. The potential devas-
tating impact on infrastructures or establishments would 
contribute to increased human suffering. Given the sim-
ilar nature of threats originating from both cyberspace 
and climate regimes, cyber security is argued to rein-
force human security where the effect of climate change, 
physical structures, and the continued functioning of 
critical infrastructures are interdependent. Developing 
strategies to mitigate these interrelated challenges thus 
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contributes to promoting human security as well as a 
 climate- and cyber-secure future (Allen, 2014).

Human Security as It Applies to Cyber Security 
Infrastructure

A human security approach to cyber security is a compre-
hensive, complementary approach which acknowledges 
multiple sources of vulnerability to individuals, and in-
cludes strategies to address them. However, as referred 
to earlier, discussions on cyber security often fail to uti-
lize human security as an analytical tool. Rather, states’ 
national security is often linked to cyber security. While it 
is true that a safe, secure and open cyberspace is not pos-
sible without the involvement of states, they are them-
selves at times violators of the security of their own sub-
jects. In particular, in those states where an effective and 
functioning democracy is rather weak, intelligence agen-
cies exploit and manipulate personal data, making cyber-
space at times more insecure for citizens. Such practic-
es also hinder the removal of known insecurities (Kerr, 
2016), such as those connected to threats to personal 
and political security. Cyber security embraces elements 
that place consequences on individuals when informa-
tion infrastructure is breached or its protection is not en-
sured. Personal data protection and privacy, the human 
right to private life, and protection from cyber-attacks 
are central to contemporary human needs and presented 
in cyber security literature in connection to human se-
curity (Salminen, Hossain, 2018). Threats within a cyber 
security framework can, if realized, restrict a number of 
individual and community freedoms that enable person-
al security. However, the promotion of human security 
in cyberspace does provide opportunities for empower-
ment, and for communities and individuals to flourish in 
contemporary life. Often resilience is the key term used 
for the promotion of such empowerment, which in other 
words means enhancing one’s skills in the use of comput-
er networks and information technology and promoting 
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know-how on information sharing while being aware of 
the associated risks. 

Given that this particular article examines human 
security as it applies to cyber security in connection to 
the implications of climate change, and in the context of 
the EHN, the particular threats referred to herein are the 
ones emerging from a disruption or dysfunction in the 
system or the failure of technology-driven digital infra-
structures, which have consequences on basic human 
needs. Therefore, these threats are referred to as second- 
or third-order consequences felt by individuals and com-
munities in their everyday life (Salminen, Hossain, 2018) 
given that any interruption in the functioning of such in-
frastructure affects crucial supplies and services, such as 
energy, water, health and other services, etc. These criti-
cal functions are at risk from threats that exist in cyber-
space. However, the human dimensions of such threats 
are much less commonly associated with the human se-
curity framework despite the fact that the disruption of 
these utilities puts at risk individuals and communities in 
their everyday life – they are not necessarily purely exis-
tential threats though (Burgess, Sissel, 2008). Therefore, 
instead of pinpointing humans as the weakest link to cy-
ber security (Salminen, Hossain, 2018), it is focusing on 
the risks inflicted upon individuals and communities as 
a consequence of climate change implications to critical 
infrastructures and to everyday services, and thereafter 
addressing them adequately, that would be a constitutive 
application of underlying human security principles.  

Human security is jeopardized when a disruption 
increases vulnerabilities to accessing basic resourc-
es supported by digitally controlled critical infrastruc-
tures (such as energy or water supplies), services such 
as health and education, as well as the functioning of 
livelihood activities. The impacts of such disruptions go 
beyond physical damage to installations and infrastruc-
ture. They also involve costs associated with the repair 
or replacement of affected infrastructures, as well as 
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the subsequent economic, social and environmental im-
pacts. If supply chains are disrupted, economic activities 
might be suspended, and consequently social wellbeing 
might be subject to threats. For example, public health 
and safety issues are increasingly supported by critical 
infrastructures whose operation is linked to the cyber 
security framework. Risks arising out of the impacts of 
climate change on these infrastructures would not only 
cause damage to physical infrastructures offering critical 
functioning, but would also potentially result in econom-
ic losses, such as the cost to rebuild assets, the cost to 
respond to and recover from attack as well as costs re-
sulting from the disruption of products or services (N2 
Consultants, 2015). Moreover, losses also arise in the 
long-term costs of environmental damage. These losses 
impact economic and political institutions and the ability 
of the government or industry to maintain order in en-
suring the delivery of minimum essential public services, 
public health and safety (N2 Consultants, 2015). These 
issues contribute to significant human suffering and can 
be translated into a number of human security threats, 
such as threats to health, food, environment, economy, 
community, etc. 

The European High North Context

The EHN can be identified as an ideal region to demon-
strate how interconnected human security threats arise 
out of the implications of climate change and the existing 
cyber security framework. There is no clear definition for 
the EHN region. This article refers to the northern parts 
of Finland, Norway, Sweden, and the north-western part 
of Russia as the EHN. It is a part of the broader Arctic 
region and therefore shares some common Arctic fea-
tures, such as remoteness, sparse populations, sporadic 
and vast distances between settlements, and the pres-
ence of local and indigenous communities participating 
in subsistence livelihoods. However, compared to other 
parts of the Arctic, the EHN, with the exception of the 
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north-western part of Russia, is relatively well-advanced 
and well-developed in terms of infrastructure and con-
nectedness. The region and its population benefit from 
the use of readily available modern technology. A number 
of major urban centres are located in the region, includ-
ing: Oulu and Rovaniemi in Finland; Tromso, Alta, and 
Kirkenes in Norway; Murmansk, Apatity, and Kirovsk in 
Russia; and Luleå and Kiruna in Sweden. These urban 
centres are capable of extending at least some basic sup-
port services to rural communities, given that most of 
the EHN is accessible through a well-connected road net-
work. However, the most remote areas in the vicinity still 
face critical challenges arising from a lack of adequate in-
frastructure and support services.

Climate change has implications for both negative and 
positive consequences in the EHN, as in other parts of the 
Arctic. Changes in the natural environment have become 
evident due to warming temperatures, which are two to 
three times greater in the Arctic region than the global 
average (IPCC, 2018, p. 6) and contribute to the melting 
of permafrost and changes in precipitation (Eskeland, 
Flottorp, 2006, p. 81). Such changes contribute to ex-
treme weather patterns – an increase in temperatures 
can change the direction of wind and water currents, 
rendering some parts of the region warmer and others 
colder (Eskeland, Flottorp, 2006, p. 81). In other words, 
the region experiences more uncertainty as the implica-
tions of climate change intensify, which accelerates with 
the unpredictability of the region’s climatic conditions. 
Moreover, a long winter season, darkness, and a harsh 
environment, when combined with such unpredicta-
ble conditions, can result in major challenges to the re-
gion’s infrastructures and economy, and its population. 
Climate change, particularly in the Arctic context, is often 
referred to as a threat multiplier (Werrell, Femia, 2015), 
which exacerbates other threats to security and results 
in diverse challenges for humans and communities. For 
example, concerning livelihood practices in the EHN re-
gion, traditional and nature-based activities are either 
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replaced by new economic activities, such as the explo-
ration and extractions of minerals and petroleum, tour-
ism, transportation, the construction of infrastructure, 
etc. (Eskeland, Flottorp, 2006, p. 89) or adapted to take 
advantage of contemporary technologies. For example, 
GPS and satellite information systems are being adapted 
for use in traditional livelihoods, such as reindeer herd-
ing practices. The use of GPS collars to track reindeer 
provides data with exact coordinates that are useful for 
locating the herd (Reindeer Herders’ Association, 2015, 
p. 6), but the data is also useful for herders to use in map-
ping pasture circulation (Pöyry, 2015).

Increasingly, information technology is used as a sup-
porting tool to promote numerous services by replacing 
physical public service infrastructures. In the EHN, the 
promotion of such services is evidently being increased 
as the region faces de-population as a result of the con-
tinued out-migration of the younger population, and 
thereby requires better and efficient support services. As 
a result, a digital public service support system, in par-
ticular for a growing older population, is becoming an 
obvious necessity. It is also partly caused by the push to 
adopt digital mechanisms in order to both promote ef-
fective services and reduce public expenditure on those 
services. Health care, education and financial sectors in 
the EHN are increasingly taking place online and people’s 
everyday needs are shaped around this. In the region, 
digitalization is taking over the services needed for hu-
mans’ and communities’ continued existence and pros-
perity. An increasingly technology-dependent, but less 
environmentally resilient, EHN community is becoming 
a regional reality. The fulfilment of the region’s needs is 
integrally connected to digital infrastructure; the unin-
terrupted functioning of such an infrastructure is hence 
a precondition for communities to function. 

Finnish Lapland has set specific goals through a pro-
ject called “Digital Lapland is Reality – the Lapps are digi 
skilled and the world is in anyone’s reach” aiming at de-
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veloping location-independent work, services and edu-
cation by 2040 (Holopainen, Jokikaarre). Recently, con-
struction work in Lapland to establish 4G connections for 
the promotion of better information networks was com-
pleted. However, because new base stations have not been 
constructed, shadow areas exist in mobile connections in 
different parts of Lapland (Holopainen, Jokikaarre). The 
construction of base stations or other modern physical 
support infrastructures is generally carried out during 
summer months only. This is due to the climatic peculi-
arity of the EHN and therefore the timeframe for such in-
frastructure development is often too short. The climate 
is a hindrance to implementing physical infrastructures. 
On the one hand, the unpredictable and extreme climatic 
conditions prevailing in the region threaten the stability 
of its physical critical infrastructures and their uninter-
rupted functioning, and on the other hand any disruption 
or malfunction of such infrastructures e.g. because of a 
cyber-attack, will cause devastating effects on humans 
and communities. For example, climate change in the 
region impacts hydropower production as changes in 
precipitation influence inflow, storage and production. 
Distribution networks may be affected because of poor 
infrastructural conditions (Eskeland, Flottorp, 2006, p. 
85). Thawing permafrost may also have potential impacts 
on the physical structures that digitally support the func-
tioning of infrastructures in favour of human needs. As a 
result, extreme climatic conditions prevailing in the EHN 
would require more stable and climate-resilient digital 
structures and infrastructures capable of sustaining cli-
mate change-induced threats. Moreover, malfunctioning 
physical information installations or critical infrastruc-
tures, either due to a climatic catastrophe or cyber-attack, 
would require replacement or repair, which in the fragile 
EHN climatic context is extremely critical and complex, 
as well as expensive and time-consuming. Therefore, in 
addition to climate-resilient infrastructures, strengthen-
ing security measures to counter any cyber-attacks on 
critical infrastructures should be a strategic priority in 



Human
Security

European
Journal of

Human
Security

European
Journal of

Issue 2 / 2018

Page  I  70

order to eliminate potential human security threats aris-
ing out of digital disruptions or malfunctions. 

Conclusion

The implications of climate change threaten the stability 
of critical infrastructures. Critical infrastructures are de-
pendent on technology to function. These infrastructures 
are operated through digital means and supported by 
required physical structures. The most crucial for these 
structures to function is to have infrastructures capable 
of being sustained in response to environmental change 
as well as threats arising out of cyber security threats. 
The most basic human needs, such as water and energy 
supply, as well as service sectors such as health, economy 
and education, are increasingly becoming digitalized and 
technology-dependent. Consequently, an emerging tech-
nology-dependent human community faces challenges 
that can be translated into human security threats once 
there is a failure or disruption in the continued func-
tioning of critical infrastructures. This article examined 
the context of human security from the perspective of 
the interlinked implications of climate change and cyber 
security regimes and from the viewpoint of the EHN re-
gion. The findings herein suggest that, due to the climat-
ic peculiarity of the region, the placement of climate-re-
silient, secure and sustainable critical infrastructures is 
necessary for a sustainable EHN community to prosper. 
The continued functioning of these infrastructures will 
not only meet critical human needs in prevailing regional 
conditions, but will also provide an opportunity for inno-
vation and prosperity. It is within this context that the cli-
mate change regime, cyber security and human security 
frameworks are inter-connected in the EHN context.  
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