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The collection of papers, with the title “Security in Educational Institutions
in Serbia”, was created to be a choice of selected research results reached in
the project “Security and protection of the educational system management
and function in Serbia (basic information, principles, protocols, procedures
and tools)” (N 47017). This project is financed by the Ministry of Education,
Science and Technological Development and it has been organized by the
Faculty of Security Studies, University of Belgrade, in cooperation with the
partner research organizations, for a full decade now. During the process of
selecting the papers which would be included in this collection, the editors
aimed to fulfill the request to include equally all authors-participants, and to
present, in the best possible way, all relevant aspects of problem analysis in
educational institutions in Serbia.
The collection is divided into four parts with different thematic subjects
which were researched during the research period. The first part encompasses the introduction into analyzing the problem of security in educational institutions and refers to the widest security context, analyzed through various
aspects: legal, sociological, political, psychological, etc. Its title is: “The general
framework of observing the problem of security in educational institutions in
Serbia” and it includes five papers. The first – introductory paper – “The Purpose and Perspectives of Security Science and Security Studies (On Educating
Security Experts)” (Vladimir N. Cvetković), researched the position of security
sciences and studies and the improvement and development of the necessary
education of security experts, which represents the widest framework of the
mentioned problem. The paper with the title: “Basic Legal Framework for The
Protection of Children – International Law and Aspect of National Legislation”
(Ivana Simović – Hiber) is significant as it observes the normative aspect of
security in educational institutions, where the child is analyzed as the one
who enjoys certain rights and at the same time the person who should be
protected in a certain way. Risk assessment and control as a necessary phase
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in preventing crisis situations in schools have been presented in the paper:
“Security Risks in Schools – the problems of Identificaton and Classification”
(Zoran Keković, Mladen Milošević & Nenad Putnik). The authors aim to standardize the basic concepts and create a comprehensive list of all the potential risks and classified orientation criteria for security risk recognition and
classification in schools. The paper: “Crisis Situation and Risk Management
in Educational Institutions” (Želimir Kešetović), an analysis of the “natural”
predetermined character of the educational institutions in regards to crisis
situations was conducted and a general concept of risk management was laid
out, along with the ways how to apply that concept to the educational institutions. At the end of the first part, we have the paper with the title: “Positive School Climate as The Key Socio-Psychological Aspect in The Security of
Educational Institutions” (Slađana Đurić, Branislava Ćitić-Popović & Marija
Marković). This paper, apart from determining the concept and description
of the most influential models of school climate assessment, has analyzed the
characteristics of safety when it comes to the school ambiance and has proposed a list of activities which can be key for improving the development and
maintenance of a positive social climate in school.
The other part deals with various ways in which the society reacts to
certain security risks which can appear in educational institutions. Based on
the mentioned problem, that part is titled: “Formal and Informal Reaction of
Society on Security Risks in Educational Institutions in Republic of Serbia”, and
it consists of four papers. The paper with the title: “Prevention of Delinquency in the School Zone – Legal Framework and the Role of the Police” (Ivana
Simović-Hiber & Aleksandra Ilić) has analyzed the positive position of minors
as perpetrators and victims of crimes, the role of police through the analysis
of the efficiency of certain projects and has pointed towards possible ways
how to act in the future so as to improve the precautionary measures. The
title of the next paper is: “The Implementation of a Security Risk Reduction
Concept in Educational Institutions” (Dalibor Kekić, Srđan Milašinović & Dragan Mlađen). The application of security risk reduction concept in schools
asks for versatility and great preparedness, especially of the significant institutions of the local community, both in the private and the public sector, but
also the participation of the civil society organizations, international organizations and international funds. In that sense, the gist of the concept application is learning about security, i.e. about the security culture. The problem
how the media reports on security risks in schools has been researched in the
paper: “Media Representation of Security Risks in Schools” (Božidar Banović &
Aleksandra Ilić). Based on the analysis of the reported events, chosen from
printed media in the period of five years, it was concluded that school violence represents a security risk which gains the most media attention, with a
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disproportionate representation which prompts the public to have a wrong
impression. The paper with the title: “Civil Society’s Response to Security Risks
at School” (Ljubomir Stajić & Svetlana Stanarević) analyzed the key parameters which determine the acceptability of the program and project which
has, in its framework, the subject of school security. The author’s aim was to
identify acceptable programs and models, which would fulfill high scientific
standards, from the plethora of ideas and proposed solutions.
The third part of the collection is titled: “Security Risks Control Models
in Educational Institutions”, and it is dedicated to certain practical aspects of
security in educational institutions, more precisely, models for security risk
control. It includes, first and foremost, the paper with the title: “Developing
a Crisis Management Plan – Standards for Educational Institutions” (Želimir
Kešetović) which underlines the importance of crisis planning in educational
institutions, examines certain questions in regards to crisis planning and lays
out a concrete form of a school crisis plan with a special analysis of Serbian
educational institutions. The problem of gender-based violence was analyzed in the paper: “Gender-based Violence in Educational Institutions: a Possible Educational Program for Teachers and Students” (Danijela Spasić). It was
pointed out that this phenomenon represents a large obstacle to the social
and economic development, and has negative implications to the educational
and health-care system. The last paper of this group is titled: “Hooliganism
among Secondary School Students in Serbia: Key Aspects for Determining Preventive Standards, Procedures and Protocols in School Environments” (Srđan
Milašinović, Saša Milojević & Ivana Krstić Mistridželović). After presenting
some of the results from the research conducted on the secondary school
population in Serbia, and determining the number of minors who are a part
of the violence in sport events, the authors have analyzed the relation of different subjects of the formal and informal control regarding this occurrence
in the context of prevention and reduction.
The final part is titled: “The Role of Technics and Informational Technology in Solving Problem of Security Risks in Educational Institutions”, and within
it, the significance of technics and informational technology in the context of
resolving the security risk problems in schools is discussed. The paper titled:
“Various Aspects of Using Video Surveillance in the School Environment in Serbia” (Milan Lipovac) analyzed the legal, technical, staff, financial, organizational and social aspects of video-surveillance application, with the aim to use
the achieved results when it comes to making the decision whether videosurveillance should be introduced in a concrete school. The paper with the
title: “Students’ Observations on Video Surveillance in Schools” (Boris Kordić
& Lepa Babić) shows the research results gathered after trying to determine
the elementary and secondary school students’ perception regarding video-
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surveillance. Having in mind that most of the students’ observations were
conditioned by subjective factors and age-specific characteristics, it is very
important to plan educational activities which would help develop cognitive schemes regarding video-surveillance and, in that way, strengthen their
preventive function. The paper titled: “Use of Web Mining and Visualization
in Cyberbullying Detection” (Ana Kovačević) laid out a proposed model for
cyber-bullying detection by using Web mining and visualization. The paper
titled: “Possible Applications of Face Recognition Software in Enhancing School
Security Systems” (Marko Milošević, Zorica Stanimirović & Darko Trifunović)
examined the question of software application in the context of security issue resolution in schools. In that sense, the application of face recognition
software, developed at the Faculty of Mathematics, University of Belgrade,
was proposed.
This collection of papers shows the official statistical information regarding educational institutions in Serbia, i.e. various levels of education (preschool education and upbringing, primary school education, secondary education and higher education). These pieces of information have been taken
from the website of the Statistical office of the Republic of Serbia, where the
emphasis was put on the number of children in corresponding educational
institutions, the number of educational institutions of various levels etc.
With the aim to give a chance to the foreign scientific and professional
public to be informed on the security issues in educational institutions in Serbia, the collection of papers “Security in Education Institution in Republic of
Serbia” was published in English. In that way, the analysis and conclusions of
our authors will be available to the wider scientific public and will represent
a solid basis for the development of the doctrinaire and practical discussion
with our foreign colleagues, and perhaps will open doors to some new, mutual
projects which could help resolve security issues in educational institutions.
Belgrade, December 2019					

Editors
dr Zorica Stanimirović
dr Aleksandra Ilić

1.

THE GENERAL FRAMEWORK
OF OBSERVING THE PROBLEM
OF SECURITY IN EDUCATIONAL
INSTITUTIONS IN SERBIA

Vladimir N. Cvetković

THE PURPOSE AND PERSPECTIVES
OF SECURITY SCIENCE AND
SECURITY STUDIES
(On Educating Security Experts)

Summary
Studying and practicing security requires systemic knowledge of politics, law
and history. The all-encompassing truth about security (of the state, the society, any individual, world order, etc.) is reached gradually and discursively:
starting from the analysis of the causes/reasons of occurrence or potential development of specific security risks or threats, through the analysis of factors
which affect their social or individual perception, all the way to controlling i.e.
managing security issues in order to resolve or prevent them from happening. The ability to develop such knowledge and skills requires security experts’
education to be based on solid knowledge of the philosophy of politics and
law, sociology and psychology, political sciences and ecology… all that with a
continuous mediation of contents from security management studies. Outside
of its developed interdisciplinary field of study and application, the security
profession loses meaning and is reduced to military training and first-aid or
martial arts courses.
Keywords: security, knowledge, skills, politics, history

Knowledge and skills

Understanding the contents and meaning of security sciences or studies must
be placed in a wider context of two historical phenomena that constitute the
modern epoch: the nation-state and political ideology. These two phenomena
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represent the main subject and conceptual framework of security science research. In the first case, the nation-state, security sciences focus on the nation-state security, and in the second one, that of political ideology, they focus
on the defense or preservation of different ethical and ideological contents
created by the modern epoch. Knowledge about the state (its creation, functions, institutions, etc.) and the value, i.e. ideological system through which it
is legitimized in the period of Moderna, are pre-requisites for any other knowledge and possibility to defend or protect those values. Therefore, security sciences/studies are not only impossible (with a subject), but also meaningless
if it is not familiar who, what and why someone/something is being protected
or secured at all. Only with that knowledge, it would be possible to come to
the practical question: how to protect (secure, guard) someone/something.
The synthesis of given questions (“who/what,” “why” and “how”) gives meaning and a profile to security sciences, which then obtain the interdisciplinary
status of studies organized around the common subjects of research.
As far as we can see, no matter what the subject of security is (from personal and collective security to the security of certain sectors of society or
state, “global order,” etc.) it is clear that politics, or anything political, determines its content and scope. Virtually, there does not exist a single security
	

	

Political communities from the pre-modern time, individually and collectively, had
certain institutions that resemble those of a modern state (such as the army, a more
or less ramified administrative apparatus, general tax system for all its subjects, a
centralized infrastructure construction, etc.), but none of them ackwnoledged the legal equality of all people in a political community, i.e. the equality of every citizen before the law, universal suffrage, regular political elections, legal protection of private
property, separation of management and ownership, and the principal breakdown of
institutionalized faith and forms of government, i.e. the separation of the secular (political) and sacred (ecclesiastical and/or spiritual) government, or in abstract terms:
politics and ethics. That is why the modern (national) state is a very special political
and, consequently, unique security phenomenon.
It refers to the historical period from the first civil revolutions in the 16th and 17th
century to the present moment. The modern epoch made serious differences in relation to the overall social past: the economic regime of property (the concept of
ownership) and the way of government justification (the concept of politics) got radically detached from the multi-millennial perceptions of the meaning of existence
and the ultimate life goal (the concept of faith). They were replaced by new political,
economic and cultural values whose contents, released from what is sacral, entered
the struggle for state-level and world order dominance (the concept of ideology).
(Cvetković, 2007 and 2001). Political ideologies have, thus, assumed the role of religion and became the main cohesive element of social and political life in the modern
times. (Cvetković, 2001, pp. 94-134)
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study field that does not carry a decisive political character in itself. Hence,
science and/or security studies are impossible without knowing the political environment, the reasons and tendencies immanent for a specific topic,
i.e. the subject of the research. Facing many dimensions of security studies
necessarily involves knowledge of basic concepts of political thought and
practice (justice, interest, legitimacy, legality, sovereignty, etc.), along with
the awareness on how political institutions function and/or the constitutional order, i.e. the knowledge of the forms of (ab)using political and any other
power. Based on this, skills and knowledge, which help ensure the security of
institutions and their participants, along with the values they promote, are
acquired. Inasmuch so the conditions for a successful engagement in this line
of business involve acquiring knowledge from the field of philosophy of politics and ethics, law, history, sociology, psychology, political science, ecology (an interdisciplinary field by definition), etc. All this is complemented
by organizational experience and practical knowledge, i.e. skills or abilities
– from the widespread field of management10 studies. (Cvetković, 2010, pp.
705-710). Whoever wants to become “a professional security worker” must
be knowledgeable in established scientific disciplines, and have knowledge
	
	

	
	

	
	
	
10

All the much the ecological, energy, or industrial security, along with all the other
types of security, are par excellence political problems, because they are based on a
direct dependence on political decisions and relations, i.e. different kinds of interests and ways of articulation in nation-states and international relations.
Main subjects: moral action and justice, freedom, equality ...; academic disciplines:
political theory and applied ethics.
Main subjects: legal norms, procedures, sanctions and their scope of application;
academic disciplines: theories of the state and law, constitutional, administrative,
criminal, international law, etc.
Main subjects: civilizational political assumptions, religious doctrines and institutions, economy and mentality, etc.; academic disciplines: history of civilization, national history, etc.
Main subjects: the individual and the community, relations between social groups
and / or social strata, institutions, ideologies, conflicts, etc .; academic disciplines:
sociology of politics, criminology, social pathology, etc.
Main subjects: types of personalities and organization, personality and group, conscious and unconscious thinking / action; academic disciplines: social psychology,
psychology of the personality, etc.
Main subjects: political parties and political elections, media, relations between
states, global order ...; academic disciplines: political systems, international relations,
geopolitics, science of communication, etc.
Main subjects and skills: methods of management and leadership skills, how to build
and make the security systems function, knowledge of the doctrines and strategies
of security organizations – military, police, private and other forms of security and
protection, etc.
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and skills in newly established hybrid sciences/security studies that are integrated with skills in management studies. Someone versed in those conveyed
scientific disciplines and skills that necessary for security studies is indeed an
expert in what he does. In this respect, a completely competent “security officer” is someone who can apply or use the diverse knowledge acquired in the
interdisciplinary field of science/security studies through security planning
(risk assessment), organization and coordination (risk analysis) and finally
– control (risk management).
This is precisely why the complex and often mystified “security profession” is not, nor can it be, a mere gathering of facts that addresses “security
challenges” or “security threats”.11 The same applies to the elementary awareness of the security regulations existence or the fulfillment of particular security protocols or standards mechanically. If the security profession were to
be reduced to the said prosaic descriptions, it would not be studied at university but rather in evening schools and short courses lead by security agencies, and “security officers” would only be bouncers and uniformed security
guards. Contrary to that degradation of this profession, being a “security officer/worker” means to be an educated security expert, a true connoisseur
who sees everything – the causes, the reasons and possible consequences of
a security issue, rather than being just a trained soldier/police officer of general-purpose. The difference is just as big as the gap between a trained officer
and a rookie who attended a short martial arts course with first aid.

Security sciences/studies: the state

Whatever the opinion on security – its levels or dimensions, characteristics
or participants, the most widespread and the highest context is always the
center of attention: (the modern, national) state. Despite various prophetic
announcements and ideological declarations of “decay,” “disappearance,” or
“dying out of the state”, to this day it perseveres as the epicenter of the politi11

The commonly used phrase “security challenges, risks, and threats” was taken from
the theoretical tradition and so-called strategic documents of the Western countries (above all, the U.S. and U.K.), and it should indicate the gradation of security issues. What is perceived as a potential (“challenge”), or undoubtedly a security issue
(“risk”), is different from its direct articulation (“threat”). In this respect, security
studies of today undergo the common childhood diseases of social science scientific
disciplines, which with almost no exception, have their pseudo scholastic phases:
from dubious etymological rooting, through delicate conceptual segmentation and
similar “nitpicking”, to giving tautological definitions and proof – all to show themselves their own “scientific dignity”.
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cal life. The state is still the most important political institution that creates
and maintains the relations between the individuals in the modern society,
defines unity and the scope of diverse community institutions through which
traditional relationships of command and obedience, authority and legitimacy
are established. The purpose of its existence is still to establish a certain (legal, lawful, systematic) order which overcomes the anarchy of lawlessness, in
compliance with the imaginary but achievable, i.e. the real idea of righteousness. Once upon a time, it was perceived as a unity of the social order with the
cosmic one or with the divine thought; however, today it is reflected as the
general equality of all citizens/state subjects under the law, more as a necessary starting point, and less or not at all as an imagined ideal.
The organization and functions of the modern state have assumed a
more or less universal character up to this date (in the form of specialized
institutions for defense, internal stability, finance, etc. – always at the service
of national sovereignty), while modern political and other values are located
in ideological hierarchies that serve to legitimize political, economic and other participants. In each of these functions, security dominates as a desirable
social state or as a political imperative. An English teacher, philosopher and
mathematician Thomas Hobbes (1588-1679) was the first to theoretically
define the leading place of security in the hierarchy of social needs, issues
and tasks. He began with the simple fact that “bare life” is a value itself. Life is
valuable because it simply is (it exists), and the right to its protection or security is the first request we make to the world when we enter it (not willingly).
According to Hobbes, all other goods that life can possibly offer (such as justice and freedom on the social level or pleasures, such as love and happiness
on the individual) are merely derivatives of the necessary condition of existence as self-preservation, i.e. the security of existence. Yet, As Hobbes himself
will show later on, life as mere existence, as “pure security,” is not sufficient to
people, it is nonsensical and unnecessary! Only life with dignity is worth living. Insofar, security is a necessary, but certainly not a sufficient reason for life.
Hobbes argues that man is, by his nature, a bloodthirsty wolf who prays
on everybody, but is also afraid of everybody. He has an insatiable desire for
absolute freedom and power over others, and at the same time fears others
might know they are no different from him. This said ambivalence of a man
is his “natural state” and, as such, it is an assumptions for a “miserable, short
and painful life”. So as to get out of this state of wild freedom and thirst for
power, people must give up a part of their nature and, in turn, should secure
the safety of their lives. Those who are able to protect others will, in turn,
receive their obedience. Such a power, Hobbes concludes, only the sovereign,
i.e. the state, has. It gives the right to life, property and free business to all of
the community members. In turn, according to Hobbes, the state (the sov-
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ereign) is given free rein to create and implement policies (i.e. to use power
on foreign and home ground) and, of course, to control the common (state)
treasury.
Hobbes notices that “the ultimate cause, intention and goal, for those
who naturally love freedom and controlling others, to apply self-restrictions
which we can see exist in states, is the prediction of self-preservation.” People want their security to last – in a safe, stable state order which maintains
peace between passions coming from various, usually opposed interests of
its citizens. In so far, the state is “that mortal god to whom we owe, under the
immortal god, our peace and our defense” (Hobbes, 1961, pp. 147-152).
Based on Hobbes’ words, the state and its political order are an expression of satisfaction of the basic human urge to survive and to be safe. In this
sense, unlike the whole tradition of political philosophy, Hobbes believes that
it is actually irrelevant what the internal structure of the state is, and that all
that matters is its basic quality and that is – providing protection/security. The
order and all state laws are based and valued solely on the actual power to
maintain security, i.e. to realize/achieve self-preservation of the community
and consequently to that – of individuals (its members).
According to Hobbes, the state is not a political reflection of the eternal
symmetry of the universe, much less the result of God’s will! The state is an
artificial creation, invented (created, produced) for defense and protection of
the natural (instinctive) man. However, although discourse on security begins
with “bare life”, mere life remains pointless if it is its own purpose; it (life),
according to Hobbes, makes sense only if property and work are secured, out
of which ensues, implicitly, the security of conscience, that is, the dignity of
an individual. Furthermore, the renunciation of a part of freedom (political
decision-making) that individuals knowingly make thanks to the protections
provided by the sovereign (state) does not signify complete suppression of all
freedom at the same time. The compromise between rulers and their subjects
lies in the fact that everyone within the community voluntarily gives a part of
their freedom to one another, for the common good.
Although the power of sovereign state has been shifting over time towards the representative institutions (sovereignty as an expression of the
people’s/nation’s will, not just of the authority figure’s), the debate on security as the state’s primary function has not disappeared. The development of
the period of Moderna helped this, by replacing faith/religion and its traditional role of social integration and creation of value guidelines with political
ideologies. Today, however, when ideological values have become so saturated
that they became a commonplace, security has seemingly (or rather: again!)
taken precedence over freedom, while power also seemingly (perhaps finally?) has outweighed reason. Therefore, we are, now, witnessing the setting of
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the foundation for a new ideology – the ideology of security, of a new political
“belief” that threatens to undo virtually any political legacy and all the discussion about achieving happiness, freedom and equality and/or the realization
of justice through the political embodiment of “human nature”, so far.
By emphasizing the utilitarian character of the debate about the state,
i.e. emphasizing the importance of ensuring the citizens’ safety and the sovereignty of their political will to be protected, all discussion about freedom,
justice, etc. is, today, almost imperceptibly sidelined – regardless of the actual political participants’ will. This mentioned domination of the security
ideology signifies, and indirectly promotes, the actual existence of the enormous growth of the state’s importance in people’s everyday life (protection,
but also control of almost all aspects of common life), which results in a real
threat that worry about the “eternal” questions of the political life (justice
and righteousness, equality and freedom, coercion and voluntariness, etc.) is
completely obscured by the ideology of mere security (“security for the sake
of security”). Hence, “survival” is necessarily placed above a free or dignified
life.
This tendency to understand security finally became, in the second half
of the 20th century, a commonplace in political, scientific, literary and other
debates. It should come as no surprise that just about that same time “security
studies” emerged as a branch of social sciences – first as a separate (military)
section, within the blurred politically-legal field of “international relations”,
so that it would shortly after that evolve into understanding home social relations classified by already differentiated “security sectors”. It was on the
grounds of this theory that the current, often trivial, story of security as the
self-sufficient goal of every human activity evolved. In any way, because of the
current “spirit of times,” the word security became perhaps the most frequent
term of the 21st century. The source of that (ab)use is politics i.e. ideology. Of
course, it is merely a visible expression or consequence of a deeper reason
rooted in the genesis of the modern times.
The real reason for being concerned about security today is the continuous “systemic” or “structural” crisis of modernity (Habermas), the fundamental “discomfort” that affects virtually all aspects of modern life. A crisis or
uncertainty, i.e. the fragility of the (political, moral, sacred, and secular) order
is the structural basis and the expression of a modern man’s way of life. It is
the symptom, the hypothesis, the consequence, and the fundamental drive
to all his efforts, hopes and fears. In the context of this universal crisis that
encompasses all parts of historical existence – from the economy and politics
to religion and culture, security appears as a kind of separate “value”, as a goal
itself, an ideal to be attained, an imperative or a desired state. In this inverted
version of it, security almost becomes a separate ideology which feeds on the
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derivatives of the usual modern ideologies of freedom (liberalism), equality
(communism), and fraternity (fascism/Nazism). (Cvetkovic, 2017)

Security sciences/studies: the ideology

A new kind of knowledge gathered around the issue of security, the theories
and narratives borrowed from previously established social sciences, discursively re-shaped for a new use, necessarily (like all other social sciences!) become an ideology at some point. As the fear of danger grew, so did the story
of freedom and rights (of man, nation, etc.) gain its momentum, as well. Of
course, not through an actual realization (achievement), but through manipulation and creation. There are countless examples of this, and they have almost
been made trivial. Certainly, the most striking among them is the current use
of political, hence public fear of “terrorism spreading” and the somewhat less
active fear of “weapons of mass destruction”. These two actual threats to the
international, but above all national security, have become an excuse for any
kind of illegal state intervention – both within international relations (where,
of course, since forever “every reason is a good reason”; and after all, it is well
known that “the stronger is the oppressor”), and within the national relations
(jeopardizing the acquired rights to privacy, restricting freedom of speech,
inability of creating political associations, etc.).
The worst political consequence of this “culture of fear” is its institutionalization. The constant fear from a terrorist or some other attack, with the
corresponding paranoid media campaigns, can endlessly prolong at one’s
own wish (political need) a quickly proclaimed “state of emergency” (usually
legally ushered through the back door – by enacting by-laws). Transforming
the state of emergency into a regular situation is slowly becoming a practice not only of known authoritarian states, but also of those states which
until yesterday served as the example of democracy and concern for human
rights and freedom.12 Moreover, there is no end to the process of “renting legitimacy”, which is manifested in leaving the basis of state legitimacy (legal
use of force) to private companies specializing in security. Giving up the security business the modern state took upon herself in the past few centuries
(protection from classical crime, but also protection from guerrilla and other
12

The example of the US and EU countries, especially France, which, subsequently to
the terrorist attacks by the Islamic extremist (from 2001 to the present moment),
adopted various kinds of anti-terrorism laws. Thus, the new “security policies” virtually abolished many of the democratic achievements that were previously considered untouchable: freedom of movement, physical inviolability of the apartment and
correspondence, the prohibition of wiretapping, etc.
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“irregular fighters”, securing national institutions, etc.), to the private sector,
on the international level, that is in the sphere of state relations, lead to the
private companies whose armies wage wars on behalf of nation-states, conclude “armistice” or control the “occupied” territory for one side, and the “liberated” one for the other side, getting hired.
On the other hand, to protect themselves from external security monsters, i.e. the unwanted influence of other organized political and/or security
forces in their own domain, countries that can afford it (the so-called great
powers) are prepared to create their own closer and wider “security environment” in many different ways, depending on their historical experience
and current influence: from classical blackmail and punishment (economic
and/or political isolation of “outcast” or troublesome states), through active
participation in the internal fragmentation of other states, giving covert and
illegal financial and military, and often open political support to local secessionism (or, if necessary, to unitarism), right to the newly found universally
justifiable political formula known as ‘humanitarian intervention’.
*

The alleged triumph of liberalism – the ideology underpinning the period of Moderna, turns out to be barren and relative today, from the very perspective of its key motive – freedom. “To be secure” became more important
than “to be free”. Justice and righteousness yielded before security. This is the
spirit of individuals’ thoughts, how social groups act, and the way in which
state institutions function all over the world. Inasmuch as one and the same
ideology has many derivatives adapted to different levels of social – political participants on the scene: numerous modes of liberalism (“societal”, “national”, “mondialist”...) try to answer the needs of their time in different ways,
where every one of them calls upon a “scientific” foundation and “universal”,
“natural” value. That was how communism/socialism and fascism/Nazism
functioned once in their inaugural, historical forms (Russia on one side and
then Italy, Germany and Austria on the other side).
All this indirectly indicates that newly formed “studies” and/or “security
sciences”, if they were to be fruitful and useful, must hold at their core a corpus of knowledge about political ideas, values and relationships. That is why,
by their character, methods, and objectives, security studies/sciences are
closest to sociology and/or the theory of politics. Security sciences/studies
presuppose the acquisition of discursive knowledge on why and how political
provenance is created, and, above all, how its power is used. The acquired professional knowledge is a theoretical basis for understanding various ways of
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transforming the concrete power into diverse types of (un)institutionalized
force. The technical or practical aspect of this knowledge and its usefulness,
come down to organizing, i.e. using and/or controlling the said force.
Let us conclude: security is a universal historical need that got a central
social and political importance in the modern age, due to the existence of a
state. The explanation and interpretation of this framework give meaning
and direction to the efforts to shape security issues scientifically as security
sciences/studies. As part of the youngest corpus of social sciences, security
sciences integrate the knowledge (concepts and methodological procedures)
of other, older and more developed sciences, concentrating directly on the
problems of understanding the existence, maintenance and security of already established state and social institutions, people and material goods.
With this in mind, security studies form knowledge guided by politics, law,
and history; they use the theoretical and practical experience of established
scientific disciplines by creating trans-disciplinary knowledge and educated
experts capable of assessing (prevention), managing (control) and eliminating (regulation) security risks and threats.

Contents and form

The description of the security sciences’ epistemological status and used-value
contains a theoretical and practical level which are intertwined or intersected, sometimes to the point where they cannot be separated. By distinguishing
between security issues (“challenges, risks and threats”), security objectives
and means, subjects of threats and security/protection participants, etc., security sciences integrate certain types of theoretical, i.e. systemic and systematically acquired knowledge about the society/state along with the skills
or abilities from the wide field of management. The newly emerged security
sciences, in order to be called like that at all, must develop cognitive foundations, i.e. theoretical frameworks within which knowledge about the ways
of acquiring (collecting) empirical findings (facts) is formed, which together
with appropriate processing through quantification and modeling, forms the
basis for formulating certain concepts of truthfulness, and finally – the usefulness of the knowledge thus acquired. Each of these types of knowledge about
security has its own decisive political dimension, which contains the reasons
and/or causes of the security phenomena, along with the meaning or purpose
of establishing security, including articulating how it is established. Exactly
that is the reason why anyone who wants to become a “professional security
officer”, i.e. an expert in the field of security sciences/studies, simply has to
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acquire or possess the theoretical knowledge of classical scientific disciplines,
along with the skills of newly established hybrid sciences that combine theoretical knowledge with the skills of management knowledge.13
In order to develop security management in the full meaning of that
term, it is necessary to bear in mind the epistemological genesis and scientifically sustainable division of the phenomenon (subject) of security, which
must clearly distinguish between genera and species. Otherwise, security sciences can become either (a) a mechanical, i.e. eclectic collection of separate
knowledge and skills without a clear connective tissue, or rather (b) a simple
set of information which provides “protection”, reduced to the first aid, i.e.
mere regulation of damage without prevention, risk analysis or strategic protection.
Abstractly said: establishing security at the state, community, social group
or international level, is nothing other than knowing, or rather, “uncovering”
the ways to impose a separate will (for power) on the political community
through specific means of realization – legitimate and legal, i.e. politically
accepted surveillance and punishment procedures; understanding security
means discovering the reasons or motives behind creating some of the legitimate and legal forms of the control of power and the use of force, on the one
hand, that is establishing an epistemological protocol, the methodology for
evaluating its effectiveness and efficiency, on the other.
This would mean that the whole truth about security (of the state, the society, an individual...) can be attained by a gradual approach through several
connected steps: 1) the cause/reason of occurrence analysis, that is the possibility of the emergence of concrete security issues i.e. risks and threats (the
estimate how likely would it be for certain events to occur, the assessment of
the number and type of participants, along with the possible consequences of
the event; the analysis of the legitimacy and legality of the use of power/force
by the state or private security, the observation/assessment of illegal uses of
13

It is worth remembering, at this point, Aristotle’s old insights that theoretical knowledge presupposes and is, at the same time, the greatest possible practical activity. The
so-called “practice” without theoretical knowledge is merely an “empty” (without a
concept) experience. It is only acquired (gathered) over time – but is not learned or
studied. The postmodern frenzy in university education for “as much practice as possible” is more of an expression of the empty supply and lack of concrete knowledge,
than a genuine concern for the proper use of acquired knowledge. It is impossible to
become a good expert in any field unless the knowledge which should be applied and
perfected is not examined thoroughly and well-studied. The theory gives meaning to
practice, not the other way around. Different types of specialization within a particular field (law, economics or security) are possible based on the complete insight into
the studied problem and would come after a successful period of study, not during
it. Undergraduate studies are not dedicated to a barrister, a stockbroker or a chief of
police, but to a lawyer, economist, and security manager.
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force, etc.); 2) the analysis of factors which affect the reception of a security
issue (moral and psychological – emotional factors; legal and political consequences; ideological motives and forms of legitimacy, etc.); 3) the control
of a security issue or “risk management” so as to prevent the consequences of
security risks, i.e. eliminate other possible security threats (the elaboration of
potential “scenarios” of security threats) and set the appropriate institutional
responses (adopting strategic documents, standards and protocols).
The problem lies in the fact that if studying and implementation of security are reduced only to the final step (3), chances are high that nothing
will come out of the desired security! Moreover, if we were to act like that,
then the identification, understanding and security risk assessment would be
reduced to the incomplete ad hoc improvisation (bits and pieces of different
parts of knowledge) and insufficiently learned skills in the field of technological realization of “security” (such as the use of fire-extinguisher or CCTV
for monitoring and surveillance). The general simplification and trivial perception of security knowledge would not even end there, due to the fact that
with such an approach it would eventually come down to a purely technical
skill of “providing protection” that the ignorant proclaim as a “security profession”! In other words, when and if the analysis of the social and political
context from which security concerns are born is neglected, entering the field
of compromising and potential abuse of “security issues” is inevitable, which
further opens up an inconceivably large field suitable for charlatanism on the
one hand (overcrowded with bodyguards, half-trained first protection course
students, amateur analysts of geopolitics, and similar dilettantes), i.e. space
for political manipulation and, eventually, potential despotism (false security
threats committed by the authorities), on the other. Avoiding such abuse of
security knowledge is only possible if a valid educational basis is provided to
security experts.
*

Having in mind the above listed pre-requisites for scientific research of
the security phenomenon, as well as the decades of educating highly trained
experts in this field at the Faculty of Security Studies, University of Belgrade14,
14

In that sense, this paper summarizes the theoretical research and tenets from this
field which the author published over the past decade, including the redaction of the
first introduction to the security sciences/studies in the Serbian language (Cvetković,
2010) and the continuous editorial work on the specialized collection of books: Security Studies, published by “Službeni glasnik”. The brief overview of the form and
content of postgraduate studies that follows is the result of the author’s theoretical work and practical experience in designing and implementing the programs of
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we can conclude that according to the subject/content, i.e. purpose, teaching courses within higher education, that is, at master studies could be divided into four separate, but certainly not hermetically split areas. They are
determined by their common bases (the state, law, history; subject of study:
contemporary theories of the state and security, global order and regional
security challenges; approach to study: methodology of scientific research in
the field of security, concept of risk, etc.), as well as by the direct subject of
research, which can generally be determined as follows:
1. National Security Studies (subject of study: internal security of the
state; stability of the legal order – mutiny and civil war; stability of the economic order – security of the critical infrastructure; cyber-security; the struggle against organized crime and other types of social and political pathology);
2. Strategic Security Studies (subject of study: external security of the
state: military threats and new ways of warfare, nuclear weapons and arms
trafficking, religious and ethnic terrorism; the use of natural resources and
energy security; illegal migration, human-trafficking and transnational crime,
geopolitical subjects, international relations; security aspects of new digital
and nanotechnologies, etc.);
3. Corporate Security Studies (subject of study: business security; human resources and legal, sociological-psychological, IT and physical-technical
aspects of company/corporation security; corruption and personnel policy,
etc.);
4. Environmental Security Studies (subject of study: security of natural resources; prevention, monitoring and realization of protection of people
and material goods against natural, industrial and climatic disasters; climate
change and its social perception, etc.).
Within the given division, it is possible to implement other criteria for
differentiating security sciences/studies: e.g. security based on functionality
(the industrial or energy security, information or cyber-security, etc.) or context-based security (security within the school, business, local community,
etc.). It is implied that this division, like any other, is acceptable generally, not
as the sole possibility (Collins, 2010). For example, separating the national
and strategic security is justified only in its didactic use, while “in real life”
such separation is wrong, if not harmful as well. (Baylis, Wirtz, & Graẑ, 2010,
p. 288-295) The same would apply to the separation of ecological security
from the national one, etc. Within this framework, major security study subjects emerge in accordance with the tendencies of the current spirit of the
undergraduate, master and doctoral studies of security sciences at the Faculty of
Security Studies, which were, as such, first accredited in the Serbian academic circle
in 2008.
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times, the current crises/threats, i.e. the interests of “big and small players”
of the global scene: terrorism, civil wars, trade wars, interstate wars, illegal migration, human-trafficking, arms trafficking, nuclear weapons, space warfare,
computer fraud, social networks and fake news, transnational crime, corruption in international institutions, climate change, natural disasters, industrial
pollution, pandemics, spread of the artificial intelligence, etc.
However, the four main questions which form the intellectual core of security: “what is security?”, “whose security are we talking about? ”, “what can
be construed as a security issue?”, and” how can security be achieved?” (Williams, 2012, pp. 44-50) remain the guidelines for any effort to create a coherent and effective idea of security. Through these questions, the theoretical
foundations and institutional framework of security can be perceived, along
with the concrete challenges modern history and experts in (its) security are
faced with.
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Ivana Simović Hiber

BASIC LEGAL FRAMEWORK FOR
THE PROTECTION OF CHILDREN –
INTERNATIONAL LAW AND ASPECT
OF NATIONAL LEGISLATION

Summary
In the introduction, the author presents the reasons for choosing the topic and
how it was approached in the presented form. Starting from the fact that the
position, protection and safety of children is most often reduced to dealing with
the problem of child the perpetrator and child the victim of a crime (a punitive
and victimological framework), it has been attempted to solve the problem
from the perspective of general legal norms that are characteristic of the modern understanding of the position of a child, not only as a protected subject,
but also the subject that has rights. In this sense, the subject of the analysis
(international law and the aspect of domestic legislation) has been determined, in order to examine the adequacy of the legal framework according to
the expected role. The methodology used is conditioned by the subject and basic goal, thus, besides the description of the problem it includes the normative
analysis of the content, the teleological analysis and the analysis of coherence
and compatibility of the mentioned legal systems. Independent legal concepts
and constructs are defined: the definition of a child, education, human rights
protection system, prohibition of discrimination, basic and special laws on the
position of child and relations to the criminal justice system. It is important to
compare the normative content of these special norms with those of criminal
justice (for example, discrimination and domestic violence) precisely because
of the notorious fact that they, as being norms of the so-called soft law, must
not be identical to the “strictest” ones. The basic results obtained can be reduced to finding insufficient precision in determining the basic concepts (for
example, the age of child in different documents ranges from 10, through 14,
to 18), discrimination and violence are virtually identically formulated from
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“school” to criminal law context, and subsequently, the observed negativities
are listed in the conclusion and measures proposed for their normative and
real neutralization, and above all, the harmonization of individual regulations
with the basic legal system and meaning in compliance with it.
Key words: definition of a child, education, human rights protection system,
violence against children, prohibition of discrimination, basic and special laws
on the position of a child and verification of their compatibility with the criminal justice system – ultima and prima ratio

Introduction

We can justly say that the need for special treatment of children in society today is more than a well-known and recognized fact. There exists a need, even
a necessity for special protection of children. In modern vocabulary, we find
the term the child’s best interest as a reflection of the idea of increasing the
standard of respect for children’s rights under the Convention on the Rights
of the Child.
The normality of social practice, humanity, and the sense of existence of
an organized social community obliges children’s safety to be a top-priority
task of general interest. Any violence, rightfully positioned into the sphere
of social taboo, is a horror that should shake the community and lead to a
review of the foundations of its functioning. In this regard, it is necessary to
understand the modern inauguration of the rights of child to freedom from all
forms of violence (General Comment No. 13 of the Convention on the Rights
of the Child of the Committee on the Rights of the Child).
It is important to emphasize that what is now known as vulnerability was
recognized thousands of years ago – the idea of social protection and special
criminal-law treatment of children is present even in the Hammurabi Code.
The preamble emphasizes the need to protect the lesser members of the community as a postulate of justice. Or, as Hammurabi himself says, he “brought
the code by fulfilling the orders of Shamash, the god of the sun and light, and
the great judge in heaven and on earth, to establish justice, to suppress the evil
and the wicked, to ensure that the mighty do not harm the weak ... and that
every orphan and widow knows righteousness, that justice is pronounced,
conflicts disentangled, and all injustices cured” (Višić, 1985: 11).
On the other hand, the history of juvenile legal treatment recognizes the
gravity of the Roman proverb malitia suplet aetatum (evil intentions supersede the age) according to which they have long been considered criminals
in the miniature.
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It was a long road to a modern understanding of the special rights of the
child and on the protection of children, especially to the idea of the need for
resolving the security problem (risk). The resounding sound of modern “obsession” with risk and risk prevention inevitably covers, and it can be justly
said, often conceals the real problems by aiming to instrumentalize them.
The need for specific legislation in the “enhanced” protection of children today is indisputable. The fact that special legislation in modern society
serves, also, to symbolically single out and emphasize the subject of protection, speaks in support of this thesis, too. The position of the child is, therefore, particularly interesting in the system of protection of human rights, the
criminal justice system and the system of special laws.
The position of children and juveniles in criminal law in the broadest
sense (the role – child offender and child victim of delinquency) is, therefore, an important segment for understanding the problems of special risks
of growing up, including the problem of security risks. However, in this paper,
the focus of interest is transferred to the general legal framework for the protection of the child, on the one hand, and to setting valid normative standards
(within the framework of laws and by-laws) that would provide effective protection, on the other. The criminal-law reaction is, by definition, ultima ratio
of the law engagement in solving social conflicts and relations, and therefore
is a special phenomenon in the processing of the overall theme of the project,
and will be subject to specific analysis. Therefore, in this paper and at this
point, the sufficiency of other (non-criminal-law) normative systems in ensuring the protection and welfare of the child are discussed. However, this
does not mean that it is irrelevant to compare the normative content of these
special norms with those of criminal justice (for example, discrimination and
domestic violence) precisely because of the notorious fact that they, as norms
of the so-called soft law must not be identical to the “strictest”.
Let us point out the basic concepts relevant to the topic of child protection: the concept of the child, respect of the child’s right to life, survival and
development, the prohibition of child discrimination, the right to education,
and the duty to respect the child’s opinion. The derived concepts used in the
treatment of the topic would be: security and violence in schools as a firstclass security problem in accordance with the vocabulary and hypotheses
of the World Health Organization (2004) survey conducted on a sample of
120,000 11, 13 and 15 year old students (Keković, Milošević, Putnik, 2012:
44).
The concept of the child is undoubtedly central to setting the boundaries of the legal framework. This does not mean that this term is automatically standardized. The term ‘child’ in international legal documents refers
to a person under the age of eighteen. In Article 112 of the Criminal Code of
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Republic Serbia, which determines the meaning of legal expressions, and in
reference to this matter, the terms child, juvenile, and minor are used. (Art.
112 of the CC, Sec. 3, P. (8) A person who has reached fourteen years of age
is considered to be a child. (9) A person of at least fourteen years of age, who
has not reached the age of eighteen yet, is considered to be a juvenile. (10)
A person, who has not reached the age of eighteen yet is considered to be a
minor). At this point, the known question of reason or (hidden) meaning of
this plurality of terms and what it suggests, is imposed. Does the term child
imply both the offender and the victim or just the offender? If its purpose is
only to indicate the lack of criminal responsibility of a person under the age
of 14, this would mean that it is possible to apply one term for the victim – a
minor (someone is not 18 years old yet). Minor is the term reserved for this
particular category of perpetrators. On a separate note, it is possible to find
an inconsistency when it comes to the use of terms. It seems that the legislator did not consistently choose these them, nor did they implement them
consistently in the descriptions of crimes.
The Family Law, following the inconsistent practice, mentions different
age limits in different legal situations. Thus, for example (Art. 64), while determining the important issue of business ability, uses the age limit of 14,
and applies the criminal-law terminology of a younger and older juvenile.
By talking about the new terminology regarding the right of the child to an
opinion (Article 65), this law sets the age limit to 10 years old – assuming
that the child can form and, more importantly, realize its opinion at this age,
because as the law states “they can freely and directly express their opinion in
every judicial and administrative procedure in which their rights are decided
“. However, it can be said that, regardless of the normative confusion, the very
separation of the terms child and minor (no matter their definition) into a
specific legal category has important legal consequences.
In order to understand the goal of this paper, it is necessary to make a
few remarks about the criminological and victimological context. Due to the
thematic limitation of the text, we will mention only new trends: the relativization of the crime cause investigation (Ignjatović, 2009: 27) and the reduction of interest for minors – the crime perpetrators with the aim to exploit
children victimologically. Namely, more than half a century in criminological
literature was spent on the emancipation of the idea of the need for a special treatment of minors (even a wider perpetrator of the crime), so that this
topic (in the hypothesis of the achieved legal rights and benefits) ceased to
be attractive. Contrary to that, the topic of the child-victim is ideal. The paradigm of the child-victim, regarded as the most innocent among the victims
has opened up almost unlimited space to explore equally unlimited potential
ways in which a child can become a victim. As the ultimate consequence, the
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idea of protecting children can thus transform to its opposite, so children first
learn to face the world with fear.
In a way, the paradigm of the victim centric view of the world is thus
brought to absurdity. If the fairytales of evil witches, a catalyst for the relationship to the evil world and a way of learning, have been replaced by learning by way of the real fear of pedophiles and strangers, does that overcome
the good idea of learning about real evil by fearing strange and unknown?
Does this learning self-victimize the future adults and indicates the creation
of paranoia as a dysfunctional fear (that is, the merging of the assumption
that something could happen in confirmation that this really happened).
Media and concepts of the culture of fear and culture of risk in the case of
child-victim also deserve to be mentioned. Much has been written about the
role of media in the contemporary society. It is already a statistical fact that
as many as 95% of people learn about crime through the media in relation
to16% of them who learn about it from the books (Surette, 1992: 82). This
says enough about the influence of the media on knowledge, but also the formation of public opinion. There are many studies on how the media present
crime and their effect on the formation of the fear of crime. It is established
for a fact that the media disproportionately show the drastic consequences of
crime. Extreme and brutal crimes are most often shown (MacLatchie, 1987:
340). It is also indicative that the media great interest in crimes is rather recent (to illustrate this, let us recall that newspapers allotted to crime and violence only 6% of space on their pages in the era before the First World War).
In a study done in Canada (1988) on a sample of 800 newspaper articles,
it was found that more than half of the texts refer to violent crimes, and in half
of them, the topic of homicide is presented. This is a warning fact given that it
is in great disagreement with the real situation, which suggests that in Canada the overall statistics of violent crimes amounts to 11% of the total crime, of
which less than 1% are murders. Similar are the results of a survey in England
(1995) the findings of which reveal that interpersonal crime constitutes only
5.4% of total crime, but occupies 72.7% of the media coverage.
Thus, it is important to mention that efforts are being made at the international level to improve the role of the media and focus on education on
socially harmful phenomena. As part of the emancipation of child protection
ideas, it is therefore necessary to direct the media towards the proper socialization of children. In particular, the Riyadh Recommendations, the immediate purpose of which is preventing juvenile crime, emphasize that the media
should be encouraged to provide young people with access to information
from different national and international sources, to show the positive contribution of young people in society and to disseminate information about
the existence of services, institutions and opportunities for youth in society.
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Media in general, and especially television and film, should be encouraged to
minimize the presentation of pornography, narcotics and violence, to depict
violence and exploitation in negative light, as well as to avoid devaluation
and degrading presentation especially of children, women and interpersonal
relationships, and also to promote the idea of equality. The media should be
aware of their broad social role and responsibility, as well as their impact on
the transfer of information related to the use of drugs and alcohol by young
people.
However, the actual state of affairs is quite the opposite; Undoubtedly,
media reports are mostly sensationalist, even promoting crime and deviation
thus redirecting researchers to examining their impact on the public perception of crime. The results are interesting. According to some, the examined
readers of sensationalist newspapers show greater fear of crime (Williams,
Dickinson, 1993: 33). According to others (Liska, Backa-Glini 1990: 372), the
described media writing about crime frees people of fear. The sense of personal security is enhanced by the comparison mechanism – namely, when
people read about crimes that are happening in other cities or in other parts
of the city, this frees them of fear on the principle that “this does not happen
here”.
In any case, the influence of the media, the fabrication of the culture of
fear and the culture of risk in the case of child-victim and the impact on the
public stand regarding crime and the desirable reaction of formal social control yield some strange results, of which the creation of “punitive public” and
“punitive populism” are of great importance (Ristivojević, 2012: 34).
The next notion that is important to mention is the fear of crime, which
is usually defined as a feeling caused by crime, but more often as a feeling
of distrusted confidence that autonomously strengthens irrational attitudes
and actions in promoting ideas about the need to self-protect an individual or
the narrowest social group. As stated in the literature, modern fear is essentially the appearance of surplus (Svensen, 2008: 26). This means that it is less
and less developed on own experience and real risks. For example, how many
of us have been subjected to terrorist attacks, violence by unknown people,
or getting sick from a new virus, and all those are the reasons for our fears.
Fear is real and normal, until it becomes dysfunctional; and it becomes like
that when a disparity in the proportion of fear and its object arises. In today’s
world, which is also called the culture of risk, the society of risk may be equalized with the culture of fear. Thus, the dis-functionality of fear also arises from
the awareness of risk and is created on “other people’s inexperience”, in other
words not on own experience or inexperience or other people’s experience.
Media distortion and even fiction play an important role in this.
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In attempting to classify international legal documents, we have been guided
by the technique of primary subject regulation, thus, we distinguish between
documents that are directly referring to children (child-specific instruments)
and relevant documents not exclusively referring to children’s rights (nonchild-specific instruments).

The first category consists primarily of:
– UN Convention on the Rights of the Child: CRC (1989).
– UN Committee on the Rights of the Child General Comment No. 10 (2007)
on “Children’s Rights in Juvenile Justice”.
– UN Guidelines for the Prevention of Juvenile Delinquency: the Riyadh
Guidelines (1990).
– UN Standard Minimum Rules for the Administration of Juvenile Justice:
the Beijing Rules (1985).
– UN Rules for the Protection of Juveniles Deprived of their Liberty: the
JDLs or Havana Rules (1990).
– UN Guidelines for Action on Children in the Criminal Justice System: the
Vienna Guidelines, ECO-SOC Resolution 1997/30 (1997).
– UN Guidelines on Justice in Matters Involving Child Victims and Witnesses of Crimes, ECOSOC Resolution 2005/20.
– African Charter on the Rights and Welfare of the Child: ACRWC (1990).
Resolution of 21 June 2007 on INTERNATIONAL FRAMEWORK FOR PROTECTION OF THE CHILD AS A SUBJECT OF LAW
African Charter on the Rights and Welfare of the Child: ACRWC (1990).
– Resolution of 21 June 2007 on “Juvenile delinquency, the role of women, the family and society” (2007/2011(INI). “Juvenile Delinquency, the Role
of Women, the Family and Society” (2007/2011(INI).
– Opinion of the European Economic and Social Committee on “The prevention of juvenile delinquency. Ways of dealing with juvenile delinquency
and the role of the juvenile justice system in the European Union” (2006/C
110/13).
– European Convention on the exercise of children’s rights (1996).
– Recommendation CM/Rec (2008) 11 of the Committee of Ministers to
member states on “the European Rules for juvenile offenders subject to sanctions or measures” (5 November 2008) with Commentary.
– Resolution 1530 (2007) of the Parliamentary Assembly on “Child victims: stamping out all forms of violence, exploitation and abuse”.
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– Recommendation Rec (2005) 5 of the Committee of Ministers to Member States on “the Rights of children living in residential institutions” (16
March 2005).
– Recommendation Rec (2003) 20 of the Committee of Ministers to Member States concerning “New ways of dealing with juvenile delinquency and
the role of juvenile justice” (24 September 2003).
– Recommendation No R (88) 6 of the Committee of Ministers to Member
States on “Social reactions to juvenile delinquency among young people from
migrants families” (18 April 1988).
– Recommendation No R (87) 20 of the Committee of Ministers to Member
States on “Social reactions to juvenile delinquency” (17 September 1987).
Documents the primary subject of which is the protection of universal
human rights fall in the second category:
– UN Universal Declaration of Human Rights: UDHR.
– UN International Covenant on Civil and Political Rights: ICCPR (1996).
– UN International Covenant on Economic, Social and Cultural Rights:
ICESCR (1996).
– UN Convention against Torture and Other Cruel, Inhuman or Degrading
Treatment or Punishment: CAT (1984).
– UN International Convention on the Elimination of All Forms of Racial
Discrimination: CERD (1996).
– UN Convention on the Elimination of All Forms of Discrimination
against Women: CEDAW (1979).
– UN Standard Minimum Rules for The Treatment of Prisoners: The
Standard Minimum Rules (1955).
– UN Minimum Rules for Non-Custodial Measures: The Tokyo Rules
(1990).
– Basic principles on the use of restorative justice programs in criminal matters, ECO-SOC Res. 2000/14, U.N. Doc E/2000/INF/2/Add.2 at 35
(2000).
– UN Code of Conduct for Law Enforcement Officials (1979).
– UN Basic Principles on the Use of Force and Firearms by Law Enforcement Officials (1990).
– American Convention on Human Rights: ACHR (1969) and the Additional Protocol to the American Convention on Human Rights in the Area of
Economic, Social and Cultural Rights: the Protocol of San Salvador (1988).
– The European Social Charter (1961, 1985).
– European Convention for the Protection of Human Rights and Fundamental Freedoms: ECHR (1959).
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– Recommendation No R (89) 12 of the Committee of Ministers to Member States on “Education in Prison” (13 October 1989).

We will use the selection of documents most directly related to the topic
of the work in the presentation of international legal documents.
Undoubtedly, the UN Convention on the Rights of the Child is an unavoidable document that promotes and regulates the protection of children. It is
part of the basic corpus of human rights conventions. Among other things,
the Convention is specific in that the universally accepted definition of basic
children’s rights is determined in it for the first time. The universality of the
Convention itself is technically confirmed by the fact that it is the convention with the highest number of ratifications and on the other hand that the
basic parts of the corpus of human rights: political, civic, cultural, social, and
economic are protected in a single document for the first time: in its catalog
of rights.
It is extremely important to remember that the Convention regulates exclusively the rights of the child (It does not include the obligations of the right
holder) and “absolutes” these rights; possible limitations in exceptional situations are minimized. It is not less important to emphasize that the Convention is the first international binding legal act in which the child is treated as
a subject with rights, and not only as a person who needs special protection
(Božičević-Grbić, Roksandić-Vidlička, 2011: 680).
The definition of a child in the Convention is not of a binding character
and represents a compromise in the sense that in Art.1 it provides that in
the spirit and for the purposes of this Convention, any human being who has
not yet reached the age of eighteen is considered a child if, under the law applicable to the child (national law), the legal age is not acquired earlier. This
distance may prove dangerous, up to the negation of starting ideas, like in
the case of the verdict of the European Court of Human Rights for T. and V.
vs. the UK, which explicitly states that “the determination of the age of ten, as
the minimum age for establishing criminal responsibility, is not contrary to
Art. 3 of the European Convention on Human Rights (prohibition of torture).
The key part of the decision is the lack of consensus among the countries
of the Council of Europe, which is required for the purpose of determining
the minimum age for the establishment of the child’s criminal responsibility
and, although most countries set a higher threshold, the age of ten is not so
low that it is disproportionately different from the minimum age specified in
other European states ” (Božičević-Grbić, Roksandić-Vidlička, 2011: 682).‚
Having been ratified, the Convention became part of the national legal
order. This means that the provisions of the Convention are applied directly,
regardless of whether they are contained in the domestic legislation, and
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whether there is an obligation to harmonize domestic legislation with the
norms of the Convention, along with the need for the legal and implemented
concretization of such harmonized regulations. In light of this, the necessity
of adjusting internal legislation is imminent. This matter is necessarily sensitive in nature, thus, demands additional and “honest” efforts in forming a network of positive legal regulations, but also complies with the application of
the law in practice. For the purpose of “fair” harmonization with international
law, and general improvement of domestic law and practice, it is necessary to
intervene in many areas, the most important of which do not fall in the realm
of the law, or are regulated by “soft” law, or other norms of non-criminal nature (family and family relations, education, health, living standards and social security, being well informed, financial system, justice system, etc.).
It is difficult to single out the protection priorities, primarily, because of
the huge interdependence of the elements on which the child’s exercise of the
rights depends. However, taking into account analyses based on two indicators: the degree of endangerment and violation of children’s rights and the
key mechanisms for protecting the children’s rights, it can be concluded that
juvenile law is high on the list of priorities. Although an extremely complex
subject, juvenile judiciary can be construed and reduced to the system and
organization of the protection of rights of the most sensitive and most vulnerable groups of children: those who are subjected to abuse and neglect (this
can be serious victimization in the school environment, in addition to the explicitly defined family) and whose development is primarily endangered by
disorder in the family, but also of those who are in conflict with the law.
Given the knowledge of the consequences of child abuse and the etiological factors of crimes, it is often possible deem equal these two groups of children (the victim and the perpetrator). The Convention, and other international documents, contains principles and guidelines that refer to the obligations
of state and state authorities in relation to the preservation of the family, the
legal protection of the child in family relations and the protection of the child
from certain forms of violence in a wider social environment. It is important
to note that there are also complementary provisions of the Convention that
relate to the protection of the rights of a child who violates norms (Milošević,
N., 2005: 285).
The perceived connection between child abuse and the prevention of juvenile delinquency is particularly emphasized at the international level. It is
explicitly incorporated in the UN Direction for the Prevention of Juvenile Delinquency (UN Resolution 45/112 from Riyadh 1990). Within the framework
of this document, at the level of basic principles, it is proclaimed that “Successful prevention of juvenile delinquency implies efforts of the entire society to ensure a harmonious development of adolescents, while respecting the
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development of their personality since early childhood” (Vučković-Šahović,
2000: 188) Or, in other words, the child as the offender is, at the same time,
the primary victim to whom the system (parents, school) did something bad,
and society did not respond.
It is therefore not surprising that emphasis should be put on the importance of the socialization process within the framework of the Riyadh
Guidelines. According to those guidelines, emphasis should be placed on a
prevention policy which enables successful socialization and integration of
all children and all young people, especially through family, community, peer
groups, school, vocational training, work, and through voluntary organizations. Due attention should be paid to the proper personal development of
children and young people. They should be accepted as full and equal partners in the processes of socialization and integration.
Each society should set as a priority the needs and welfare of the family and its members. Since the family is the central unit responsible for the
primary socialization of children, the government and society should make
efforts to preserve the integrity of the family, including distant relatives. Society has the responsibility to assist the family in providing care and protection
and in securing the physical and mental well-being of children. The government should define a policy that fosters the education of children in a stable
and functional family environment. The appropriate services should be made
available to families who need help in solving problems that cause instability or conflict. In instances of unstable and dysfunctional families, and when
community efforts to help parents solve such problems were unsuccessful,
and the extended family is unable to fulfill its role, alternative accommodation, including fostering and adoption should be considered. Such accommodation should reflect, as much as possible, a stable and functional family
environment, and at the same time develop a sense of permanence within the
child, thus avoiding problems related to the constant foster drift. Special attention should be paid to children from families affected by rapid and uneven
economic, social and cultural changes, especially to children of indigenous,
migrant and refugee families. As such changes can impair the social capacity
of the family to offer traditional education and upbringing to their children,
often, as a consequence of their role in the society and cultural environment,
innovative and socially constructive modalities of children socialization
should be created. It is necessary to undertake measures and develop programs that provide families with the opportunity to learn about the parental
role and responsibilities regarding children development and their care, improving the positive parent-child relationship, creating a sense of parenthood
for children and young people, and encouraging their participation in family
activities and community activities. The government should take measures to
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promote family unity and harmony and to prevent the separation of children
from their parents, unless circumstances surrounding the well-being and future of the child ask for a valid alternative. It is important to emphasize the
role of family and extended family in the domain of socialization; it is equally
important to recognize the future role, responsibility, participation, and partnership of young people in society. The government and other authorities
should rely on existing social and legal structures in ensuring the rights of the
child, so as to appropriate socialization. However, whenever traditional institutions are no longer effective, they should provide and allow new measures
to be introduced.
The right to education falls within the range of human rights which belong to the catalogue of cultural rights. According to the common classification of human rights, three generations are distinguished: the first one includes civil and political rights, the second one includes economic, social and
cultural rights, and the third one the rights to solidarity, such as the right to a
healthy environment, and the right to peace (Simović Hiber, 1999: 105). Unlike the rights of the first generation that are understood primarily in the negative sense – the sense of passive state control, the abstention from violation
of freedom (as “the right to ...” or “freedom from ...”), the rights of the second
generation are understood in a positive sense (“the right of ... “). Therefore,
to achieve these rights, it is important to demand the state intervention in
order to ensure “equal participation in production and distribution of values”
(Claude, Weston 19898: 18). Thus, in a way, these rights, guarantee social
equality. The distinction in terms of the legal nature between the rights of
the first and second generations is usually reduced to the fact that the rights
of the first generation are absolute, immediately achievable and not costing
the state, since its action is mainly reduced to abstaining, while the rights
of the second generation are programmatic, gradually achievable and imply
costs for the state. Therefore, economic, social and cultural rights are often
simplified as rights that are predominantly political in nature. The right to
education is defined in the Universal Declaration of Human Rights (Article
26), and elaborated in the Pact on Economic, Social and Cultural Rights (Article 13) and the Convention on the Rights of the Child (art. 29). An analysis of
these provisions reveals several key elements of the right to education. The
right of every person to acquire education consists of the right to compulsory
and free primary education and the right to equal access to other levels of
education. This right corresponds to the obligation of the state to develop an
appropriate school system, especially in terms of basic education. Regarding
other levels of education, the key requirement is the need to secure a ban on
discrimination. Namely, one of the most effective ways to prevent someone
from participating in cultural life, as well as to utilize any other important
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right, such as freedom of speech, or the right to work, is to put that person in
a subordinate position regarding the access to the institutions of higher level
education.
Another important element of the right to education is the freedom to
choose the institution for the education. This right is defined as the right of
parents to choose educational institutions for the education of their children
in accordance with their own conviction. Children are not clearly guaranteed
this right, so it is still controversial at which age they could decide on issues
from the domain of their education. Thus, the Convention on the Rights of
the Child, in regards to the importance of many issues for the children themselves, establishes the criterion “in the best interest of the child”.
The, more than once mentioned above, United Nations Guidelines for the
Prevention of Juvenile Delinquency, devote special attention to education as an
important instrument in achieving their goal, establishing that states have a
duty to make public education accessible to all young people. In addition to
academic activities, and activities related to vocational training, educational
systems should pay attention to the following: a) teaching basic values and developing respect for the cultural identity and cultural patterns of the child, to
the social values of the country where the child lives, to civilizations other than
that to which the child belongs, as well as to human rights and fundamental
freedoms; b) promoting and developing the personality, talent and mental and
physical abilities of young people to their full potential; c) including young people in the educational process as active and efficient participants, and not as a
mere objects of the process; d) undertaking activities that encourage the sense
of identification and belonging to the school and the community; e) encouraging young people to understand and respect different views and standpoints, as
well as cultural and other differences; f) providing information and advice on
vocational training, employment opportunities, and professional development;
g) providing positive emotional support for young people and avoiding psychological harassment; h) avoiding severe disciplinary measures, corporal punishment in particular. Educational systems should strive to work together with
parents, local community organizations and institutions dealing with young
people’s activities. Young people and their families should be informed about
regulations and their legal rights and responsibilities, along with the universal
value system, including the United Nations instruments. Educational systems
should especially care for and pay special attention to young people who are in
the situation of increased social risk. Specialized preventive programs and educational materials, curricula, approaches, and resources should be developed
and fully utilized. Special attention should be paid to comprehensive policies
and strategies to prevent the use of alcohol, drugs and other harmful substances by young people. Teachers and other professionals should be capacitated
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and trained both to prevent and solve these kinds of problems. Information on
the use and abuse of drugs, including alcohol, should be available to student
bodies. Schools should be the source of information and a place where young
people, especially those with special needs, who are victims of abuse, neglect,
victimization, and exploitation, can ask for and get medical counseling and other services. Through various educational programs, teachers, other adults, and
student bodies should be introduced to the problems, needs, and perceptions
of young people, es.pecially those belonging to the neglected, vulnerable, ethnic or other minority groups and low-income groups. School systems should
strive to meet and enhance the highest professional and educational standards
in terms of curricula, methods and approaches to teaching and learning, as well
as recruitment and training of qualified teachers. It should be ensured that appropriate professional organizations and competent authorities perform regular monitoring and evaluation of work in the school. Within the school systems,
extra-curricular activities which interest the young people, should be planned,
developed and implemented in cooperation with community groups. Special
assistance should be provided to children and young people for whom attending classes is difficult and who leave school. Schools need to develop policies
and rules that are fair and just; students should be presented to the bodies
which formulate school policies, including the disciplinary policy, and decisionmaking.
Another important document in the field of education is the Convention
against Discrimination in Upbringing and Education, which has, in some way,
a special aim. The preamble to this convention emphasizes that discrimination in upbringing and education constitutes a violation of the rights proclaimed in the Universal Declaration of Human Rights, and emphasizes, in
particular, that it is not just about condemning discrimination in upbringing
and education, but also advocates the promotion of equal opportunity for and
access for all to good upbringing and education. Article 1 emphasizes that
in this Convention the term discrimination includes any distinction, exclusion, restriction or privilege based on race, skin color, sex, religion, political or
other belief, national or social origin, economic status or birth, with the aim
of disputing or jeopardizing the right to equality in upbringing and education,
in particular: a) denying any person or group access to any type or level of
education; b) limiting any person or group to a lower educational standard;
c) establishing or maintaining separate educational systems or institutions
for persons or groups, and d) bringing any person or group into a position
incompatible with human dignity. It is specified in the Convention that the
terms upbringing and education refer to all kinds and levels of upbringing and
education and include the access to the standards and quality of upbringing
and education, along with the conditions in which they are implemented. In
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order to eliminate and prevent any form of discrimination within the meaning
of this Convention, the States – parties take upon themselves to abolish any
legal provision and administrative instruction, and to terminate any administrative proceedings involving discrimination in upbringing and education;
to ensure, if necessary by law, that there is no discrimination when enrolling students in educational institutions; prohibit any making of distinctions
in the proceeding of authorities towards citizens, other than those based on
abilities or needs, on tuition fees and school scholarships or other forms of
support for students, including the necessary permits and facilities for studying in foreign countries; and to prevent that any form of state support for
schools is, in any way, limited or favored exclusively on the basis of students
belonging to a particular group.
The Council of Europe’s Convention on the Protection of Children against
Sexual Exploitation and Sexual Abuse can be taken into account, first of all,
as a reaction to the perceived massiveness of this phenomenon and its new
phenomenological form. Stating the fact that sexual exploitation of children,
particularly child pornography and prostitution, and all forms of sexual abuse
of children, including those committed abroad, are destructive for child’s
health and psychosocial development, and noting that the incidence of sexual
exploitation and sexual abuse of children, is so high that it has reached alarming proportions, both at national and international levels, especially in the
circumstances in which both children and offenders are increasingly using information and communication technologies (ICTs), and that an international
cooperation is necessary so as to prevent and fight against such sexual exploitation and sexual abuse of children.
Article 1 defines the purpose of this Convention through the following elements: a) the prevention and struggle against sexual exploitation and sexual
abuse of children; b) the protection of the rights of children-victims of sexual
exploitation and sexual abuse; c) the promotion of national and international
cooperation in the struggle against sexual exploitation and sexual abuse of
children.
It is important to emphasize that education for children is singled out as the
primary preventive measure for the implementation of the Convention and it is
pointed out that each party will take all necessary legislative or other measures
to ensure that, during primary and secondary education, children are given information about the dangers of sexual exploitation and sexual abuse, and about
the means to protect themselves in accordance with their own powers. The information will, where appropriate, (in cooperation with parents) be presented
within a more general context of information about sexuality, and special attention will be paid to the hazardous situations, especially if these situations relate
to the use of new information and communication technology.
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More recently, some paralegal or alternative means for the preventive
limitation of the possibility of committing criminal offenses using information and communication technology are being mentioned in the literature,
primarily having in mind protection from pedo-pornography. The most important are: the limitation of anonymity, content control and the establishment of general standards (Simović-Hiber, 2014: 515).
Limiting the anonymity would be a protection measure against opportunities that web-communication provides almost unlimitedly. Indeed, identifying the perpetrator will reduce facilitating such crimes. However, the implementation of these measures is controversial: it is often mentioned that, in
English law, there is the obligation of the computer owner to report the password under the threat of criminal sanction. This measure affects some basic
human rights, for example, the privilege of rejecting self-denouncement.
The next measure relates to controlling the content of the material distributed through a computer network. The list of dangerous content should,
thus, become a list of forbidden content. The list itself is long, incoherent and
open: from child pornography, through content that encourages religious or
racial hatred, making public military and/or state secrets, to promoting prohibited organizations. The problem is in the international character of the
Internet, which is often not in accordance with national standards or with the
interpretation of standards on freedom of speech.
It is obvious that the great problem in the implementation of the proposed measures of preventive action lies precisely in the difficulty of forming
general and common standards. If we agree with the indisputable need for
sanctioning, for example, child pornography, this does not mean that we have
solved the problem of standards in defining the concept of pornography and
the concept of the child, even the possession of “electronic” materials. The
concept of the child, thus, acquires a new paralegal dimension that, in some
way, can diminish the basic intentions of legal protection.

Basic positive legal framework for children’s
protection in serbia

The rights of the child are regulated in accordance with international documents and ratified agreements, the Constitution of the Republic of Serbia, the
Criminal Code (Official Gazette of RS No. 85/05, 88/05 – correction, 107/05
– correction, 72/09 and 111/09 , 121 / 2012,104 / 2013), the Law on Juvenile Offenders and Criminal Protection of Juveniles (Official Gazette of RS
No. 85/05), the Criminal Procedure Code (Official Gazette of the Republic of
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Serbia No. 72/2011, 101 / 2011,121 / 2012,32 / 2013 and 55/2014), the Law
on Misdemeanors (Official Gazette RS 65/2013), the Family Law (Official Gazette of RS No. 18/05 and 72/2011 – dr. Law), and the Law on the Prohibition
of Discrimination (Official Gazette of RS No. 22/09).
In order to understand better the framework in which the legislator and
the practice of implementing regulations operate, one should bear in mind
several facts. For each national legal framework, it is important to verify the
coherence of the system of regulations regarding a particular subject, which
is being codified, in terms of mutual compliance with specific legal acts and
with constitutional principles.
In accordance with the comments made in the introductory explanation,
the selected normative acts are analyzed, according to the criterion of the
comparison of generality and particularity. Explanations of special solutions
of criminal law matter are excluded, but they are used as referential for the
assessment of the quality, level of achievement and feasibility of the selected
acts. It is interesting to mention the instructions given in the Riyadh Guidelines, which are general, but also technical guidelines relating to the topic of
child protection in the context of delinquency, but with wider implications.
Namely, it is emphasized that special laws and procedures should be
adopted and implemented, in order to promote and protect the rights and
well-being of all young people. To this end, it is necessary to adopt and implement laws which prevent victimization, abuse, exploitation, and use of
children and young people for criminal activities. No child or young person
should be subjected to cruel or degrading correctional or punitive measures
at home, at school, or any other institution.
In order to prevent further stigmatization, victimization, and criminalization of young people, it is necessary to adopt laws that would ensure that
no act of a young person would be considered a violation or punishable, if it
were not considered as such when done by an adult. The option of creating an
ombudsman or a similar independent body, which would ensure the protection of the status, rights, and interests of young people, as well as the ability to
forward these questions to relevant existing services, should be taken under
consideration. A child representation service should also be established.
According to what was previously said, we will start from the Constitution of Republic of Serbia, which in several articles directly or indirectly
addresses the position of the child and education. Thus, the Constitution in
Article 48 under the title Encouraging the respect for differences points out
that Republic of Serbia prioritizes understanding, appreciation, and respect
for the differences that exist due to the particular ethnic, cultural, language or
religious identity of its citizens by measures in education, culture and public
information.
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The rights of the child as special category rights (Article 64) which are
forged paternalistically and in a minimalistic way. Children enjoy human
rights appropriate to their age and mental maturity. This provision should
be understood as a development of the idea of the child as a subject of human rights, which would mean someone with clearly distinguished rights. It
is then stated that every child has the right to a personal name, registration in
the register of births, the right to know their origin and the right to preserve
their identity. It is especially emphasized that children are protected from the
psychic, physical, economic and any other exploitation or abuse. This should
be interpreted as a higher standard of protection, rather than the prohibition
of violence (in a family or an educational institution). The right to education
is an autonomous right in accordance with all the standards of the international law and is stipulated in Article 71 by the formulation that everyone
has the right to education (primary education is compulsory and free, and
secondary education is free).
Family law is important for our subject, primarily so as to elaborate on
the standards of the rights of the child, and especially because of the (noncriminal) norm of domestic violence (Articles 10 and 197). Article 10 explicitly emphasizes the prohibition of domestic violence and inaugurates the special right to protection against violence.
In Article 197 of this Law, violence is defined as follows: Domestic violence is the behavior whereby one family member is jeopardizing the physical
integrity, mental health or the tranquility of another family member. Domestic violence, within the meaning of paragraph 1 of this Article, shall be considered in particular: 1. causing or attempting to inflict bodily injury; 2. provoking fear by threatening to kill or causing bodily injury to a family member
or a person close to them; 3. forcing sexual intercourse; 4. leading to a sexual
intercourse or sexual intercourse with a person who has not reached the age
of 14 or a disabled person; 5. restricting the freedom of movement or communication with third parties; 6. insult, as well as any other insolent, ruthless
and malicious behavior.
Violence in the family exists as a special criminal offense in Article 194
of the Criminal Code. Determining the disposition and sanction is done as
follows: Whoever endangers the peace, physical integrity or mental state
of a member of their family by insolent or ruthless behavior, using violence
and threatening to attack life or body, will be punished with imprisonment of
three months to three years (paragraph 1).
2) If during the perpetration of the offense referred to in paragraph 1 of
this Article, arms, a dangerous weapon or another device, suitable to seriously harm the body or health were used, the offender shall be punished with
six months to five years of imprisonment.
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3) If, by committing an offense from paragraphs 1 and 2 of this Article,
a serious bodily harm or health damage is inflicted or the offense is committed against a minor, the offender shall be punished with two to ten years of
imprisonment.
4) If, due to the commitment of the offense from paragraphs 1, 2 and 3 of
this Article, death of a family member occurs, the offender shall be punished
with three to fifteen years of imprisonment.
By comparing the dispositions of these two norms that regulate the same
matter, one can observe the following. First off, it should be noted that a norm
of the family law is, unlike a norm of the criminal code, without the criminal
sanction, i.e. it is not a blanket norm, the consequences of its violation are of a
different type, but it can also lead to the imposition of a sentence in the criminal law sense; the conclusion subsequent to this is that the dispositions must
coincide in the part that is relevant to criminal law. The example of such a distinction is the formulation of the consequences of jeopardizing by violence in
two laws: in family law, such a form is called jeopardizing mental health, and
in criminal law, it is a mental state. It is not too presumptuous to warn that
state and health are not matching terms and that it is possible to interpret
that criminal law requires a lower standard.
Law on the Prohibition of Discrimination. The basis for the adoption of this
law is found in Art. 21, paragraphs 3 and 4 of the Constitution, which, by its very
nature, does not give a definition of discrimination, but leaves it to the law to
determine. However, along with the Law on the Prohibition of Discrimination,
this matter is regulated by a “rainforest of regulations” (Milenković, 2010: 17),
and particularly in the newly adopted laws, where there is a hyper production
of individual, predominantly declarative and completely isolated legal norms
(as a rule, they are unacceptable regulations, as the cases of dispositions without sanctions are dominant) relating to the prohibition of discrimination. The
goal of passing this law is, among other things, the unification of concepts and
their role as a general norm with respect to individual norms.
Art. 2 of this Law states, 1) The terms “discrimination” and “discriminatory treatment” mean any unjustified making of a difference or unequal treatment or failing to act (excluding, restricting or giving priority) in relation to
persons or groups and members of their families or persons close to them,
in an open or a covert way, based on race, skin color, ancestors, citizenship,
nationality or ethnic origin, language, religious or political beliefs, gender,
gender identity, sexual orientation, wealth, birth, genetic features, health, disability , marital and family status, conviction, age, appearance, membership in
political, trade union and other organizations, and other real or pre-supposed
personal qualities.
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Discrimination against children is specially regulated in Article 22 of
this Law. The starting point is that every child, i.e. juvenile, has equal rights
and protection in the family, society, and state, regardless of their personal
characteristics or those of their parents, guardians and family members. It
is forbidden to discriminate against a child, i.e. juvenile, according to their
health condition, marital or non-marital birth, publicly calling out someone
for giving priority to the children of one sex, and picking favorites according
to their health condition, wealth, profession and the other features of social
position, activities, expressed opinion or belief of child’s parents, or guardians and family members.
Discrimination in the field of education and vocational training – Article
19. Everyone has the right to pre-school, primary, secondary and higher education and vocational training on equal conditions, in compliance with the
law. It is forbidden to make it difficult or impossible for a person or group of
persons to enroll in an educational institution or to exclude them from such
an institution, to make it difficult for them or forbid them to attend classes
or participate in extra curriculum activities, classify students on the basis of
their personal traits, abuse them, and unjustifiably make a difference in any
other way and treat them unequally. It can be commented that the norms are
nominally harmonized with international standards.
The umbrella law in the area of the educational system is the Law on the
Basis of the Education System. Following the selected topics, we single out
the regulations in this law that address the prohibition of discrimination and
the prohibition of violence, abuse, and neglect. Before that, it is interesting to
note that under the title the Code of Conduct in the Institution, the Law codifies, in particular, the desired standard of conduct (Article 43) in the following way, ‘relations of mutual understanding and respect for the personality of
children, students, employees and parents are fostered in the establishment.
Employees are obliged to contribute to the development of a positive atmosphere in the institution through their work and conduct in general. Behavior
in the institution and the relations between children, students, employees,
and parents are governed by the rules of conduct in the institution’. After that,
we can distinguish, in the manner of “new” and amateur understanding of the
omnipotence of norms, the prohibition of discrimination and the prohibition
of violence, abuse and neglect. It would seem that it is believed a problem is
solved if something is forbidden.
Article 44 states that activities forbidden in the institution are those that
jeopardize, belittle, discriminate or single out persons or groups of persons
based on: racial, national, ethnic, language, religious affiliation, gender, physical and mental characteristics and/or impairment and disability, health status, age, social and cultural background, financial status or political determi-
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nation, as well as incitement of such activities or failure to suppress them, and
on other bases established by the law that prohibits discrimination.
Any kind of exclusion or restriction of rights and freedoms, unequal treatment or failure to act or the unjustified differentiating by favoring or giving
priority, directly or indirectly, in an open or covert manner is considered to be
discrimination against a person or a group of persons. Special measures introduced in order to achieve full equality, protection and progress of a person
or group of persons who are in an unequal position are not considered discrimination. More precise criteria for recognizing forms of discrimination by
an employee, student or a third party in an institution are jointly prescribed
by the Minister and the authority in charge of the regulation application on
human and minority rights. According to Article 45, violence, abuse and neglect are prohibited. Physical, mental and social violence; abuse and neglect
of children and students; physical punishment and insult, or sexual abuse of
children, students and employees are prohibited in the institution.
Any physical punishment of children and students by employees and other adults; any behavior that may result in actual or potential physical injury to
a child, student or employee; violent behavior of the employees towards children, students or other employees, and of students towards other students
or employees is considered to be physical violence in the sense of paragraph
1 of this Article. Any behavior that leads to a temporary or permanent threat
to the mental and emotional health and dignity of a child and student or employee is considered to be mental violence, in the sense of paragraph 1 of this
Article. Exclusion of a child or student from a group of peers and from various
forms of social activities in the institution is considered to be social violence
in the sense of paragraph 1 of this Article.
Protocol on the behavior in the institution, in response to violence and
abuse, the contents and ways of taking preventive and intervention measures,
conditions and ways for risk assessment, ways of protection against violence,
abuse and neglect, is prescribed by the Minister. To achieve this goal, the Book
of Regulations regarding the Protocol on the Behavior in the Institution in Response to Violence, Abuse, and Neglect (2010) was adopted, and from its contents, we will excerpt some parts related to intervention activities.
Intervention in response to violence, abuse and neglect consists of measures and activities that stop such behavior, ensure the security of participants
(those who suffer, do or witness), reduce the risk of repetition, alleviate the
consequences for all participants and monitor the effects of the measures
taken. The institution intervenes in response to violence, abuse, and neglect,
whenever any of the mentioned happens or happened between children or
students (peer violence); an employee and a child or student; a parent and a
child, i.e. student; parents and employees, and when violence, abuse, and/or
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neglect is committed by a third party in relation to a child, an employee or a
parent. The institution is obliged to intervene whenever there is a suspicion
or some knowledge that a child and a student suffers violence, abuse and neglect, regardless of where it happened, is happening or will possibly happen.

Classification of violence, abuse and neglect by levels

The classification of violence, abuse, and neglect into different levels aims
to ensure an equal treatment (intervention) of institutions in situations of
violence and abuse when participants are children, that is, students (child
– child, student – student, child, and student – employees). The same kinds
of violence, abuse and neglect may appear on several levels, but they differ in
their intensity, degree of risk, incidence, consequences and participants.
Level 1: these kinds of physical violence and abuse are, in particular: finger flicking, pushing, pinching, scratching and throwing small objects at, hair
plucking, biting, tripping, kicking, making things dirty, and destroying things.
Kinds of mental violence and abuse are, in particular: degrading, spreading
gossip, insulting, mocking, giving foul names, swearing, labeling, mimicking and publicly calling out somebody’s name. Types of social violence and
abuse are, in particular: saying foul words to someone in passing, mocking,
excluding someone from a group or from group activities, favoring on the basis of diversity, and spreading rumors. Types of sexual violence and abuse
are in particular, inappropriate, with a sexual innuendos: saying foul words
to someone in passing, cursing, lascivious comments, spreading stories and
labeling, unambiguous sexual gestures. Types of violence and abuse due to
the misuse of information technologies and other communication programs
are, in particular: disturbing calls, and sending disturbing messages via SMS
and MMS.
Level 2: kinds of physical violence and abuse are, in particular: slapping,
hitting, stomping, tearing clothes, kicking, shoving into small spaces, spitting on, taking and destroying property, moving the chair away, ear and hair
plucking. Kinds of mental violence and abuse are, in particular: blackmailing,
threats, unfair punishment, forbidding communication, exclusion, and manipulation. Kinds of social violence and abuse are, in particular: scheming,
ignoring, denied inclusion, denied acceptance, manipulation, and exploitation. Types of sexual violence and abuse are in particular: sexual touching,
showing pornographic material, showing intimate body parts, undressing.
Types of violence and abuse due to the misuse of information technologies
are, in particular: advertising, recording and sending video footage, abusing
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blogs, forums and chats, filming individuals against their will, filming violent
scenes, distributing video footage and photographs.
Level 3: kinds of physical violence and abuse are, in particular: beating,
choking, tackling, causing burns and other injuries, depriving someone of
food and sleep, exposing to low temperatures, attacking with a deadly weapon. Kinds of mental violence and abuse are, in particular: intimidation, blackmailing with serious threatening, extortion of money or things, movement
restricting, coercing to the usage of narcotics and psychoactive substances,
inclusion in destructive groups and organizations. Kinds of social violence
and abuse are, in particular: threats, isolation, group bullying an individual
or a group, organizing a clan that results in harming others. Kinds of sexual
violence and abuse are, in particular: seduction by adults, coercion to prostitution, misuse of power, extortion and coercion to a sexual act, rape, incest.
Kinds of violence and abuse due to the misuse of information technologies
are, in particular: filming violent scenes, distributing video footage and photographs, child pornography.
For the purpose of a complete and appropriate response, the institution
dealing with prevention of and intervention in violence, abuse and neglect,
determines through a general act that a minor infringement of students’
obligations is: repetition of violent behavior from Level 1 when the educational work is not effective; violent behavior from Level 2 when intensified
educational measures are not effective; violent behavior from Level 3 may be
treated as a serious violation of obligations and as a violation of the prohibition laid down by the Law, depending on the circumstances (consequences,
intensity, incidence, participants, time, place, mode, etc.), which is assessed
by the protection team and the principal. The level of violence and abuse conditions the measures of interventions and the activities. This sub-legal act,
	

Within the 1st level, usually, all the measures are taken by the head teacher, teacher,
educator, in cooperation with the parent, meaning implying stronger educational measures on the education group, class community, group of students and even individually. In exceptional cases, if the violent behavior re-occurs, if the educational measures
are not successful, if the consequences are more severe and if violence towards an
individual is committed by a group, or if a child and student suffers from re-occurring
violence and abuse from the Level 1 situations, the institution should intervene with
the measures planned for the second, i.e. third level. Within the 2nd level, measures are,
usually, taken by the head teacher, educator, in cooperation with the pedagogue, psychologist, team for protection and principal, of course with the involvement of parents,
meaning stronger educational work must be done. If the stronger educational work is
not efficient, the principal starts an educational-disciplinary process and gives out a
punishment in compliance with the law. Within the 3rd level, measures are taken by the
principle and the team for protection, with obligatory involvement from parents and
authorities in charge – organizations and centers (Center for Social Work, the healthcare system, police and other organizations and centers).
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clearly designed to fulfill obligations from international documents, is a good
illustration of the inconsistency problem when it comes to understanding the
function of legal regulation.
Ranking and categorizing these forms of violence, abuse and neglect are
particularly interesting (the stated exempli causa). There is a “surplus” in relation to the criminal law; with the aim of standardizing behaviors, which
would be considered as criminal offenses, if committed by juveniles or adults,
they are represented here as separate forms of physical violence which does
not exist in criminal law (for example, as separate forms were mentioned
sleep and food deprivation, exposure to low temperatures). Thus, the boundary, between the content of the norm and its interpretation, is lost.

Conclusion

Based on the choice of the selected topic and analysis of the two major legal
frameworks – the international legal and positive legal framework of domestic law, some preliminary conclusions and proposals have been made de lege
ferenda.
First of all, it should be underlined that the list of selected analyzed topics was imposed by the framework of relevant legal acts. Undoubtedly, beginning with the notion that it is necessary to comply with international law,
and the general improvement of domestic law and practice, it is necessary to
intervene in many areas, the most important of which are not the areas of law
or are regulated by “soft” law or other norms of non-criminal character (the
family and family relationships, education, health, living standards and social security, being informed, financial system, justice system, etc.). However,
these norms are mostly declarative, and are normative, primarily, in terms of
evaluating a situation or behavior; they are not real legal norms (those which
regulate situations or behaviors and imply a sanction).
As basic concepts of such quality, according to the conducted analysis,
they are reduced to discrimination and violence. If we ignore the Constitution, which by nature, does not give a definition, we can conclude that the
definitions of the same term given in different laws are relatively heterogeneous and inconsistent, and that they are not based on the rights of the child in
compliance with the recommendations and interpretations of the Convention
on the Rights of the Child.
By emphasizing that “violence against children is never justified, and
that any violence against children can be prevented”, a broader guideline is
given regarding the scope of the meaning of violence against children, by ex-

The General Framework of Observing the Problem of Security in Educational ...

57

plicating that describing its form is not just a mere description, but serves to
emphasize that all sorts (for example, physical injuries, bullying and exploitation, all equally) have the same value (this instruction, of course, does not
mean that the legislative list of criminal offenses is made shorter).
It can be concluded that the importance of making the legislator more
sensible to the regulation of the special rights of the child is not properly
and comprehensively understood, namely that the obligation of regulation
harmonization is, noticeably, implemented mechanically. Therefore, de lege
ferenda should, first, be compared, its content balanced out and its norms,
which deal with the same subject of regulation in this field, should be classified hierarchically.
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SECURITY RISKS IN SCHOOLS –
THE PROBLEMS OF IDENTIFICATON
AND CLASSIFICATION

Summary
Risk assessment and control are necessary phases in the process of school crises
prevention. The first stage of this process consists of identifying and classifying
risks on the school grounds and the surrounding area. The correct identification and classification of risks enables the timely detection and resolution of
security issues. Although many security problems are unpredictable and out
of our control, a timely and effective response can prevent their escalation
and help avoid serious consequences. Despite the existence of contemporary
research and studies dealing with the problem of school violence and related
topics, there are no clear and generally accepted criteria for risk identification
and assessment in schools. The relevant literature does not provide a holistic
approach to this issue. Also, the terminology in this field has not been clearly
defined and reliable instruments of risk identification and classification have
not yet been determined. This paper represents an attempt to provide a contribution to the eventual standardization of basic concepts and the creation of a
more complete (albeit not final) list of potential risks in schools. Moreover, we
suggest possible classification criteria for the identification and classification
of security risks in schools.
Key words: school, security risks, threat, vulnerability, hazard, identification
and classification of risks
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Security in Educational Institutions in Serbia

Security problem of an educational system gradually becomes one of the
priorities of contemporary Serbian society. Continuous incidents in schools,
which include physical conflicts, alcohol and drug abuse, criminal acts against
gender freedom, recording and publishing of violent scenes, pornographic
and other undesirable content. This alarmed experts and the wider public
and caused numerous legal, sociological, psychological, ethical and security
issues which haven’t been addressed in a satisfactory way.
Contemporary schools in Serbia have become a mirror of serious economic and social crisis. The more complex security problems in schools are
therefore a consequence of the damaged state of societal security. Traditional
methods of keeping the school order are not sufficient; that is why improving
school security must be a responsibility of all the members of society, who
will contribute, depending on their objective abilities and the current state of
security culture. (Stajić et al., 2006:160).
The traditional discourse of the school security problem analysis noticed
that there are certain problems which can be linked to the school environment features which, as is estimated, due to the large presence of young people with different psycho-social characteristics, is suitable for the negative
inter-personal influence and the development of sociably improper behavior. The institution of a school is usually understood as a relatively static one
which mirrors all the problems within the wider community, so it is expected
that a non-functional community will have non-functional schools. Therefore,
excuses for numerous, even more widespread school security problems are
exclusively found in the unfavorable political, social, economic circumstances
of the broader community (Đurić, 2007:13).
School security implies the protection of the personal (physical and mental) integrity of the pupil, teacher or school staff, in all the class or extracurricular activities, along with the protection from damaging, destroying or
stealing school equipment and property. As the complexity of today’s systems
makes it impossible to eliminate all the possible hazards, a real goal is to develop a system with acceptable risks. This goal can be achieved with minimal
expenses if the security measures are applied as soon as possible, during the
creation of the system and maintained through the development and gain cycles. That is achieved by identifying potential threats, assessing the risk and
applying corrective measures to eliminate those identified dangers or reduce
the risks. Reducing accident risks is realized through the reduction of accident occurrence and/or modification of the accident impact. This includes a
systematic approach to accident risk management.
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Numerous previous studies and research on violence within the school
population give us just a glimpse into the various forms of security issues
in schools. Although studies recognize the issue of violence in schools, a research aimed at identifying other sorts of risks that pupils, teachers or other
school staff are exposed to, was never conducted in Serbia. We still lack certain theoretical and empirical indicators based on which we could identify all
security risks in schools and categorize them according to particular criteria.

Different theoretical approaches to identification
and classification of security risks in schools

The problem of safety endangerment of pupils, teachers and other school
staff became the subject of various research conducted in the late 20th and
the beginning of 21st century. Those studies emphasize the issue of violence
in schools as the first-class security risk. In that sense, the research conducted in 2004 by the World Health Organization (WHO) is extremely important.
The results gathered from 35 countries, from the sample of 120.000 pupils
aged 11,13 and 15, showed a concerning degree of school violence: 34% of
pupils said they have been exposed to violence at least once, 11% of them
said they are exposed to it at least 2 times a month, 35% admitted they bullied others, 39% said they were in a school fight at least once in the past year
(Hediger, 2004).
A research from Great Britain on the forms and frequency of domestic
violence in pupils’ lives, showed that most children (84% of them) encountered physical assault, be it as a victim (54%), bully (34%) or witness (20%).
Apart from physical violence, verbal violence is also very common (offensive
name calling , comments or language).
Domestic studies and research shows similar results. According to a research on school violence on a sample of 298 pupils amd 302 high school students in Serbia (Gašić-Plavšić, 1998), the most common forms of school violence are: verbal abuse and mocking(37%), threats and intimidation (21%).
The research has also shown that “the school is not a safe environment for
young people, in terms of being exposed to peer violence, as outside of it that
exposure is lower”. According to the children’s statements, 25% of teachers
are verbally and 14% are physically abusive towards them(Gašić-Plavšić,
1998: 166).
However, numerous studies conducted all over the world and in Serbia,
partially shed light on the phenomenon of security endangerment of teachers,
pupils and other school staff. The research usually focuses on the problematic

62

Security in Educational Institutions in Serbia

behavior in schools, in the first place violence and alcohol and drug abuse
(Stevenson, 1986; Blauvelt, 1990; Stephens, 1995; Dinkes et al., 2009). Although the most frequent security risks are at stake, it cannot be claimed that
the intensity and the frequency of other risks are negligible. It appears that
we lack research which would study the security risks phenomenon holistically and encompass all relevant risks present in the school environment.
Generally speaking, security risks are classified in different ways in the
relevant literature. These classifications were not made for specific kinds of
organizations, but represent a generalized approach to the problem of security risks any kind of organization might encounter while doing their work.
In that sense, regardless of their kind or size, organizations are faced with
risks that can affect the realization of their ideas, plans and operational goals
(Keković et al., 2011).
Keitsch (Keitsch, 2000) separates risks in three categories in his book
Risk Management, based on their general importance and impact on the organization. The first category is made up of the ‘higher force’ risks, which encompass all natural disasters that affect the organization. The consequences
we classify in the ‘higher force’ risk group (earthquakes, floods, fires) can be
in the range from the most meaningless ones to the most fatal ones. The second category is, by Keitsch, made of political and economic risks, defined as
changes in the political and economic surrounding of the organization. The
third category is made up of all the risks within the organization itself, the
ones it can influence the most. The common name for them is ‘business risks’
and we separate them into organizational risks, business risks and financial
risks.
Business organizations are faced with a few kinds of risks: market risk,
credit risk, liquidity risk, operational risk, law and regulatory risk, business
risk, strategic risk and reputation risk. Based on whether risks refer to the
whole organization or one of its sectors, we separate them into general and
separate risks. If we count, as a criteria, the speed in which the system state
is changed, there are: cumulative risks characterized by slow development,
slow degradation processes and gradual change in how the system acts, and
accident risks characterized by the fast development, fast degradation processes, high speed of parameter change and sharp changes of the system’s output characteristics.
From the point of view of insurance, we separate risks into insured and
uninsured risks. Insured risks are those for which there is a technical possibility to determine their size and with to cover them financially. There are a
few subcategories of insured risks:
• Special risks representing the possibility of income or funds loss as a
consequence of losing the ability to earn money;
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• Property risks represent those risks to which property is exposed
due to its destruction or theft;
• Liability risks include the possibility of losing existing funds or future
income as a consequence to funds damage or disrespect of legal obligations – stemming from purposeful or accidental illegal actions or
hurting other people’s rights;
• Risks made of omission by other people include the possibility of financial loss due to incompliance of obligations accepted by other people
while completing certain services for an individual or a company.
Uninsured risks are those which cannot be covered by the insurance. The
most common cases for uninsured risks are:
• Speculative risks represent all the situations where there is a loss or
gain possibility. Gambling is a suitable example of a speculative risk.
These kinds of risk are voluntarily accepted and are not insured as
they are not compliant to the basic function of insurance: loss protection due to an accident or a case;
• Political risks linked to changes in the political structure, change in
the leading party, change in the politics of the current government;
• Technological risk occurs when the technology measures are changed,
and it can be perceived as an internal and an external factor that can affect the organization. The internal factors are represented by technologies that are in the possession of the organization, while the external
factors are represented by the technology their competition has.
All the risks that have an influence on the safety of people, their possessions and an ability to do business in a wider sense represent safety risks,
no matter if they have natural or social causes. When the source of a risk is a
human factor, then the risk can have the atributes of either unintentionality
or premeditation. The former is connected to the posilibty of a human error
as a result of exhaustion, negligence, carelessness and similar circumstances.
Risks with the atribute of premeditation are the criminal risks and they can be
categorized into highly frequent non-catastrophical risks and low frequency
catastrophical risks. The first group includes misdemeanors and they happen
with a certain statistical regularity, even though cumulatively they can lead to
catastrophical consequences, which is inseparable from the second group of
catastrophical risks – such as terrorist risks.
It is also possible to categorize risk by their sources, predictability and
the influence of a technical factor. Sources of risks can be: internal (thefts
committed by the employees, different variations of general, economic, ecological and property related crimes) and external (attacks directed at individuals and business). According to predictability, risks are divided into: unpredictable, predictable to a certain extent (the influence of regulations dealing
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with: safety and protection, natural disasters and dangers, political-safety
risks) and predictable (activities by competitors, tax policies). Based on the
technical factors, risks are divided into: technical (injuries in workplace, fires,
explosions and other dangers) and non-technical (human error, work coming
to a standstill).
From the point of view of security, it is important to divide risks into clear
and speculative ones. For a clear risk to exist, a possibility of loss is necessary
to happen. In the security and protection field, many clear risks are connected
to accidents that happen as a result of a technical factor. They are the easiest
ones to predict, and it is easy to collect important data for their assessment
and apply suitable strategies that decrease risks (insurance). Speculative
risks represent the possibility of either a gain or a loss, and the point at which
organizations, aware of potential gains, dare to take risks. For example, security services, which face some risky situations, are linked to frequent bodily
injuries of the security personnel and losses incurred by increased compensations for injuries in the work place. Risk aimed at the main personnel, i.e.
managers, key staff, and different parties of interest, can be both clear and
speculative risk.
In the security field, risks are by default seen as unpredictable, that is
risks with a high level of uncertainty, so we distinguish the “familiar” from the
“unfamiliar” risks. With every change of the market, the industrial or service
program, and with any change in the structure or the expenses, the staff will
often be unaware of potential threats. It is common for security strategies to
cover only the familiar threats, i.e. those uncertainties to which it is possible
to apply certain methods of assessment. Certain risk are considered ‘familiar’,
but how, when and where they will occur is unpredictable, which is characteristic for terrorist risks. Some risks are ‘unfamiliar’ such as: unknown diseases, climate change and its effects, socio-technological addictions, etc.
Every day we go about without thinking about the wider picture of all
the risks that surround us. In that way they become indirectly connected to
the risks which are in the focus of our attention. For example, technological
advancements and new forms of traffic have allowed us to travel more, to
pass a greater distance and do it safely. However, at the same time the level of
residual risks increases, which correlates to increased activity. Residual risks
are defined by Beck (Beck, 1992) as postmodern, or postindustrial technological hazards, such as nuclear energy, biotechnology and ecological lack of
balance. These are unacceptable for the insurance industry, be it public or
private, but they are important for understanding the society which justifies
its fear and blames it on politics and increased suspicions – the unpreparedness to have an expert dialogue.
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Apart from the existence of numerous security risk classifications, it is
clear that the problem of security in schools asks for a specific approach and
a special systematization. Namely, we need a classification that would acknowledge the characteristics of the school environment and ambiance and
would point towards primary security risks when it comes to protecting pupils, teachers and other school staff. However, expert literature in Serbia has
almost no papers which deal with the problem of identification and classification of security risks in schools. One rare academic-research project, dedicated to a systematic examination of security risks in schools, was conducted in 2006 and 2007 at the Faculty of Security Studies (Đurić, 2007; Đurić,
Popović-Ćitić, 2007).
The authors of the study published with this research categorize security
risks in schools in two groups: physically-technical and socio-psychological
risks (Đurić, Popović – Ćitić, 2007). This categorization is very flexible, thus it
can include various modalities and possible new security risks. Therefore, it
can encompass the so-called IT risks, that haven’t gotten the adequate attention in Serbian theory and practice, which is understandable having in mind
that cyber-threats have become frequent in Serbia only in the past few years.
Another important theoretical problem is establishing functional definitions for the most important concepts. It is noticeable that the authors borrow the terms from other sciences that deal with individual aspects of this
complex security phenomenon. The issues of giving a functional meaning to
basic concepts does not grasp the attention of both the theoretical or empirical security studies on young people and school children, which usually
deal with individual and social risk factors of violence and pre-delinquent
and delinquent behavior among young people (Dulić et al., 2010; Obradović,
2005). Based on everything mentioned previously, we can conclude that we
lack functional definitions of basic concepts that could clearly denote the terminological corpus of this field of research.

A functional definition of basic concepts

Basic concepts linked to the phenomenon of school security endangerment
are: threats, risk, hazard, vulnerability.
A threat is, by its nature, an abstract concept – it is something with the
potential to put an organization, a person or a society in a risky situation. A
threat is the possibility to achieve an unwanted situation. When this possibility is fulfilled, it ceases to be a threat and becomes an event just like any other.
When the relevant authority or management notices the threat, it becomes
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a part of the risk and as such, becomes the cause to distribute the time and
available resources (human, technical, financial, etc.) so as to beat it (Putnik,
2009:62).
Risk is present in many human activities. Risk acceptability depends,
in general, from the possibility to achieve adverse situations, from potential
consequences and the value we give them.
Within the physically-technical risks we refer to the ‘possibilities to endanger school due to natural disasters (earthquakes, floods, downpour, and
strong winds) or technical dangers (fires, chemical contamination)’. The
identification of this kind of risk asks for great knowledge and analysis of
the following environmental features: seismological features of the ground;
vicinity of the rivers and existence of underground waters; hygienic, sanitary
and ecologic conditions for the environment; vicinity of major roads and the
type of traffic; the vicinity of industrial establishments, warehouses and various types of manufacturing offices (Đurić, Popović-Ćitić, 2007:16).
Socio-psychological risks are concerned with the quality of the social climate within the school. These types of risk include various situations which
can ruin a positive social climate within a school and thus interfere with a
successful educational process. Identifying socio-psychological risks demands the analysis of the following factors: quality of interpersonal relations,
pupil and teacher victimization, teachers’, pupils’ and parents’ perception of
security levels within a school, and existence of a program for pupils’ violent
behavior prevention and reduction (Đurić, Popović-Ćitić, 2007:19-20).
IT risks include school staff’s or pupils’ privacy intrusion, security operations, along with endangering the school property by destroying physically (damaging it or stealing it) the school IT infrastructure, i.e. destroying,
modifying or illegally appropriating the software or the data in the school’s
electronic archive, no matter whether the protected information is accessed
directly or indirectly, through the computer network (Vuletić, 2008).
The common denominator of the aforementioned risks is the uncertainty
and possibility of a loss. Uncertainty exists when it is not possible to predict
an outcome of an event. When a risks exists, there must be at least two possible outcomes (if we know that the loss will happen no matter what, the
risk doesn’t exist). At least one of the possible outcomes must be undesirable.
That can represent a loss, in a sense that an individual’s property is lost, or it
can be a gain, which is less than possible. In general, an important characteristic of a risk is the ability to overcome damage.
Risk analysis refers to the understanding of the risk. It gives an input on
the risk assessment and the decisions whether risks should be solved and
what are the most appropriate (the most acceptable) strategies in risk treatment. Risk analysis encompasses the examination of the causes and roots of
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the risk, its positive and negative consequences, along with the possibility of
their occurrence. Risk is analyzed by determining the consequences and the
possibility of their occurrence, along with the other characteristics of the risk.
An event or a string of them can have many consequences and can affect a
large number of goals. Therefore, we should also take into consideration the
existing risk control and its efficiency (Keković et al., 2011:108).
Risk identification and analysis represent a part of the wider concept of
risk assessment, i.e. risk management.
Risk assessment is a crucial part of the risk management process and it
represents a comprehensive process of identification of all the potential dangers, their analysis and risk assessment (Graph 1).
Graph 1 – the Process of Risk Assessment

Source:ofInstitute
for Standardization of Serbia (2010).
Graph 1 – the Process
Risk Assessment
Source: Institute for Standardization of Serbia (2010).

We define all the possible sources of danger as hazards, be it physical or
operational ones, with the potential to cause a certain kind of consequences (Kekoviü et al.
2011:176). In professional literature we can encounter the term physical hazards which
represents environmental conditions that can affect the frequency and the degree of
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We define all the possible sources of danger as hazards, be it physical or operational ones, with the potential to cause a certain kind of consequences (Keković et al. 2011:176). In professional literature we can
encounter the term physical hazards which represents environmental
conditions that can affect the frequency and the degree of property loss
such as: location, construction (installations) and the manner of using
objects and equipment (Keković et. al., 2011:28).
Vulnerability is the weakness of a specific person, group or system,
due to which they become more exposed to the risk of an undesirable
event and it can lead to physical and psychological damage of an individual’s or a system’s integrity.
In reality a link between the aforementioned examples can be illustrated in the following way: bringing weapons (firearms and cold
weapons) to a schoolyard or a facility represents a hazard; the possibility of undesirable consequences (inflicting an injury, wound or even
murdering a student) represents a concrete danger or a risk due to a
hazard. Vulnerability represents the weakness of the system to affect
risk exposure of students, teachers and other school staff (lack of an
appropriate system of entrance control, inadequate work done by the
school policeman or facility security, lack of action procedures in case
of an undesirable event, etc.); risk analysis is a process of establishing
the causes and sources of a risk, and its extent, after which, treatment
measures, i.e. the process of risk control is begun.

Orientation criteria for identifying and
classifying security risks in schools

Identification and risk assessment schools are faced with are the first step in
creating a successful strategy to upgrade school environment security. However, only by understanding the cause of a security problem and connecting it
to danger on a wider scale, instead of only to those that are sanctioned (felonies, misdemeanors), we can identify security risks which influence school
safety.
Identifying risks implies the process of finding, regulating and characterizing risk elements which are relevant to the goal of controlling and assessing risks. The organization should identify risk sources, events or a string of
events, and their potential consequences. The goal of this step is compiling a
comprehensive list of risks based on the events and circumstances which can
be prevented, lessened or slowed down. A comprehensive identification and

The General Framework of Observing the Problem of Security in Educational ...

69

risk registration is of crucial importance, as risk in this stadium is not identified and is excluded from further analysis. Identification should include all
risks no matter if they are controlled by an organization or not. (Keković et
al., 2011:107).
However, even though safety risks in schools can be classified in different
ways, it is undeniable that many of them are intertwined and causally contingent. No matter the classification criteria, some risks are impossible to place
in a single category, while some can’t fit in a single class. Therefore we think
that universally valid classification criteria are impossible to establish and
that flexible orientation criteria should be constructed instead. Their content
would change based on concrete varieties and specific temporal and environmental factors. Without requiring the creation of universal typologies, we
think that security practice needs to establish the starting, orientation and
flexible criteria which can serve as tools for the prototype of identification,
analysis and an evaluation of relevant school risks. This includes creating a
risk list that must be included in every classification that could have a practical value. This list would be of a preliminary character and its contents would
be updated and changed based on the factors that lead to the change of existing and potential new risks.
In that regards, it is neccessary to build orientational criteria which
would represent a foundation for a viable and scientifically based classification. Before we begin with the risk classification, we must point towards the
facts that each list must acknowledge.
Firstly, risks should be understood as all factors that could lead to endangering: the physical or psychological integrity of a student, teacher or school
staff, social climate and interpersonal relationship within a school, school
infrastructure (objects, information and communication systems and other
means) and education process. Furthermore, attention should be given to the
fact that risks are mutually contingent and intertwined and that changes in
temporal and environmental factors lead to the creation of a new risk and the
change in the already existing ones. In a few words, risk is a changing category. Based on that, reducing the likelhood of one kind of a risk can lead to the
creation of another or an increase in the probability of another risk occuring,
which should not be neglected in a process of a serious analysis, identification
and classification of risks.
It is worth mentioning that an approach to identification and classification of risks must be based on objectivity, methodology and must not be biased, while it is desirable to take into account subjective experiences of students, teachers, parents and schools staff about the the extent of and types
of endangerment. It is reccomended that the process of indentification and
classification of risks be suited to the specifics of the school ambient, envi-
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ronment and local community. In the process of identification, relevant and
updated information is important. The process of identification and classification needs special, professional knowledge. The same applies for relevant
past information about a risk, if it is possible to acquire such information.
Factors that lead to risks can and must be hierarchially arranged, based
on which they are prioritized. Their sources can be internal or external,
meaning that risks can occur due to: a higher power; human factor (with the
atribute of premeditation or accident) and technical disfuncations.

A possible way to classify security risks in schools

By taking into account the theoretical and practical facts we have highlighted
in the previous sections of this paper, we deem security risks in schools can
be classified in different ways. However, it would appear that the categorization is based on the division of all the risks in two basic classification groups
(physically-technical and socio-psychological risks) which are theoretically
correct and practically useful.
Within the two basic groups additional sub-classes can be made. In that
sense, a class of physical and technical risk would include sub-classes such
as “natural disasters” and “technical dangers” while the socio-psychological
risks would include “human behavior which causes negative consequences
consciously” and “human behavior which causes negative consequences involuntarily” (Graph 2). The key criterion of this classification is the source
of the risk. Hence, we consider physical and technical risks to be those that
originate from nature (natural disasters) or technical dangers (fires, chemical contamination). Social and psychological risks come from two sources:
human behavior consciously directed at creating certain negative outcomes
(criminal acts, other forms of deviant behavior, interpersonal conflicts, abuse
of information systems) or human errors which lead to negative outcomes:
design errors, installation and maintenance of infrastructure, lack of supervision and control, disregarding procedures, protocols and technical rules and
standards, inadequate organization and unethical approach to work.
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Graph 2 The classification of security risks in schools

One of the difficulties of trying to classify the risks is the fact that the
number of threats that can endanger a school is virtually unlimited, which
CONCLUSION
makes it hard to predict them all. In other words, each classification can be attributed with a certain dose of incompleteness. We should, also, bear in mind
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attention. Among them, we can see those risks which stem from different sources,
primarily the physically-technical and socio-psychological ones. However, there are those
which cannot be attributed only to one of the two, as they come from and are manifested
in at least two fields or come from other categories that are still not identified and divided
correctly by the scientific community.
It seems it is very difficult to list all the risks according to one norm which would
not be susceptible to modification later on and which would not overlap with other ones.
However, we still think that there are some risks that must be included in every risk list
that aims to gain the description of a scientifically based, objective and virtually
applicable one. We believe that the correct approach is the one which does not insist on a
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Physically-technical risks

Table 1. A detailed classification of security risks in schools
Earthquakes

Floods
Downpour
Strong winds
Malfunctions in the infrastructure networks
Technical Building damages
dangers
Fires
Chemical contamination
Risk of criminal actions done by external subjects (for example violent actions,
property crime, drug trade)
Human
Risk of criminal actions done by internal subjects (corruption, criminal acts against
behavior gender freedom, mobbing, physical violence, bringing weapons and explosive
which
devices)
causes
negative Risk of extremist groups
Risk of inter-personal conflicts (pupil-pupil, teacher-pupil, teacher-parent)
consequences Risk of different forms of discrimination (race, gender, ethnic)
conRisk of electronic defamation and virtual slander regarding a person and/or
sciously institution
Risk of computer fraud
Risk of computer data and program damage or computer sabotage
Risk of unauthorized access to the protected computer, computer network or
electronic data analysis and unauthorized use of the computers or the computer
network
Risk of unauthorized monitoring and recording and unauthorized data gathering
on an individual
Human
Risk of non-compliance with legal regulations and internal legal acts
behavior Risk of malpractice monitoring and control of extracurricular activities (school
which
excursions, field trips, longer journeys, sport activities)
causes
negative Risk of doing an inadequate and negligent physically-technical job (school officer,
private security)
consequences Risk of an inadequate organization and work which can lead to security endangerinvolun- ment
tarily (in- Risk of ignoring preventive measures to protect the lives and the health of the staff
dolence, and the pupils
negliRisk of not conducting educational programs directed towards strengthening the
gence,
security culture
lack of
Risk of the lack and/or disrespect of internal procedures for protecting computer
knowlequipment, data, programs and networks
edge,
Risk of the lack of continuous and adequate cooperation between the school and
psychophysical parents
disorders) Risk of the lack of adequate cooperation between the school, state institutions and
the local community
Risk of other forms of delinquent behavior (alcohol and drug abuse, prostitution, etc.)

Socio-psychological risks

Socio-psychological risks

Natural
disasters
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Psycho-physical integrity of the pupils and the staff, the inter-personal relations and the social climate, school property and the critical infrastructure
are all exposed to various security risks and threats. However, the terminological corpus of this complex security problem had not been theoretically
determined in a satisfactory way, when it comes to the relevant scientific and
expert literature. The lack of clear operational definitions of basic concepts
lead to accepting various approaches to the problem of identification and
classification of heterogeneous risks, which disables the creation of unambiguous criteria for the development of prevention strategies. Therefore, the
lack of existence of a unique approach to the problem of risk identification
and classification represents a significant obstacle in the process of its assessment and control, so, it is the task of the theory and the practice to overcome
this issue by finding the best way to standardize security risks with adequate
terms, recognize and classify them.
We believe that the process of risk identification must include those risks
whose frequency, intensity and level of realization in a school environment
deserve special attention. Among them, we can see those risks which stem
from different sources, primarily the physically-technical and socio-psychological ones. However, there are those which cannot be attributed only to one
of the two, as they come from and are manifested in at least two fields or
come from other categories that are still not identified and divided correctly
by the scientific community.
It seems it is very difficult to list all the risks according to one norm
which would not be susceptible to modification later on and which would
not overlap with other ones. However, we still think that there are some risks
that must be included in every risk list that aims to gain the description of
a scientifically based, objective and virtually applicable one. We believe that
the correct approach is the one which does not insist on a strict division of
risks in clearly defined and static categories, but rather accepts their dynamic, overlapping and variable character. Having these hypotheses in mind, we
aimed to make a list that would include all relevant security risks, while being
flexible and wide enough to encompass their different modalities and possible new forms.
The overview of relevant research made us conclude that the so-called IT
risks (which are mostly a part of the socio-psychological category) are almost
completely neglected, which, when we take into account the current tendency
to develop and spread the informational knowledge onto the society, represents a serious lack of previous classification. The fact that researchers have
not given enough attention to the phenomenon that goes into all spheres of
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social life, including the school and its close environment, indicates that the
socio-psychological repercussions of the informational society are not understood well enough.
Having in mind everything previously mentioned, we have decided to
create orientation criteria which would serve as the model for structuring
the established and useful security risk classifications in schools, not aiming
to be, by doing so, overly thorough and exclusive. However, defining these
criteria represents only the first step in the complex process of creation – on
the epistemological principles of the based methodology, which will serve as
the starting point to make identification, prevention, assessment and control
tools. Therefore, the criteria set in this paper are not final, but only represent
an attempt in the first step of creating a new, holistic approach to the problem of security risks in schools. Our main aim was to draw attention towards
the need to have a broader understanding of the problem whose dimensions
were not yet analyzed enough.
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Želimir Kešetović

CRISIS SITUATUTIONS AND RISK
MANAGEMENT IN EDUCATIONAL
INSTITUTIONS

Summary
This papers examines whether an educational institution is, by its very nature, a crisisprone organisation. The concept of risk management is discussed, as well as its implementation in educational institutions as suggested by Don Philpott and Michael Kuenstle. It is a practical and useful tool taking a comprehensive approach to identifying the
asset, what it is protected against, and its vulnerabilities. This tool allows for realistic
evaluation of security priorities and rational investment in upgrading the security level,
which is a good investment, not a waste in a modern world. The author finally concludes
that, if accompanied by necessary adjustments, this tool can be useful for risk assessment
and risk management in educational institutions in the Republic of Serbia.
Keywords: crisis situations, educational institutions, risk analysis, asset, threat,
vulnerability

Introduction

Crises and disasters have existed ever since the creation of the world. They
have accompanied human communities and societies as a constant historical
feature. It is due to the magnitude and importance of their impact that their
names and dates have become synonyms for some eras and that they have
shaped societies, cultures and civilisation (Milašinović, Kešetović, 2009). Crises
are omnipresent and can influence any organisation and institution (non-profit,
government agency, religious communities, multinational organisations etc.),
and an educational institution is no exception (Kešetović, 2008). Nurseries and
primary schools use neither dangerous materials, nor dangerous technological
processes, working processes are more or less regular, repeated on a daily basis
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and predictable. However, as places that gather together a significant number
of people every day, educational institutions are subject to different types of crises. The very fact that children and young students account for a considerable
number of occupants in these institutions renders these institutions vulnerable
and susceptible to crisis situations. It is the vulnerability of this population, accompanied by its symbolic value and importance, its prominence and accessibility, its poor defence system that turn them into ‘soft target’ making these
institutions exposed to different malicious actions. Besides, crisis situations in
educational institutions are under constant scrutiny and arouse interest and
attract immediate attention of the mass media to that extent that a simple accident may be easily turned into serious crisis situation. Crisis situations with
tragic outcomes and ending in human losses, e.g. mass killings in schools, particularly those committed by persons in a state of mental distress are covered
by the media without the necessary balance to be struck between the professional and ethical standards, on one hand, and their tendency to increase their
circulation or TV ratings and profit by covering a story about human tragic and
dramatic event, on the other.
Nursery, primary and secondary schools belong to the group of the most
important social institutions which epitomize a number of important social
values and represent agents of socialization conveying knowledge and culture
(values and norms) to future generations, and at the same time being very vulnerable. Superficial comparative insight into official records and media reports
suggests that large scale crises and emergencies do not occur so frequently in
	

	

	

	

Schools are not designed and constructed to be defeated. They are open spaces intended for learning, not fortresses and armed camps (Philpott, Kuenstle, 2007:1)
For example, in June 2009, a Vocational Technical School student in Sremska Mitrovica brutally beat his chemistry professor while other students witnessed this accident. One of them even made cell phone footage of this accident and uploaded it to
YouTube. The footage was broadcast on Dnevnik (daily news programme) and grew
into a problem to be solved by local community and educational authority, rather
than by the very participants.
One of the most notorious cases of high school massacre was the one in Columbine,
Jefferson county, Colorado, when on 20 April 1999 two senior students killed 12
students and one teacher, hurt 21 students and three men who were trying to escape. This was the fourth most devastating school massacre in the USA after Bath
catastrophe in 1927, Virginia Tech massacre in 2007 and Texas University massacre
in 1966. This event sparked a debate on the Law on gun control and gun violence
among the youth. It also instigated a discussion on the very nature of school groups,
subcultures, mobbing, the use of the Internet and the role of violent films and video
games in the American society. See: David, 2009.
Influenced by the mass media coverage, the high school shootings in the USA have
been perceived as a serious and threatening social problem, although violence rate
has not risen significantly statistically (Muschert, 2007; Lawrence, Birkland, 2004).
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educational settings. Given their function, technological structure and nature
of the processes going on in them, relevant literature does not define them as
‘crisis-prone organizations’. It seems that impact of these crises on members
of the social community, assisted by mass media, particularly in some more
difficult cases can be traumatic and that they can induce serious emotional reactions within the public, create an image of a low level of security of children,
students and staff, and subsequently provoke some political consequences
(Boin et al, 2010). Serious terrorist attacks in nursery and primary/secondary
schools and similar institutions stir up a kind of fear, anger and bitterness of the
public. Given its scope and tragic consequences, the siege of a school in Beslan
by the Chechen terrorists in 2004 is one of the most serious crisis situations in
educational institutions in our recent history, which aroused public disbelief,
and provoked their bitterness and consternation.
Incidents, emergencies and crises occur both within school buildings
and on the school grounds, within other facilities surrounding it, during
school trips and in other settings frequented by children and students as part
of their regular activities planned and organized in accordance with the curriculum and its educational and recreational objectives. Crisis situations in
educational institutions might directly or indirectly influence children and
students, staff, administrative personnel, members of the management and
other employees. However, the way these institutions are supposed to prepare
for and respond in crisis situations is shaped and defined by middle-term and
long-term impact of these crisis situations on the employees in these institutions. Adequate crisis response management hinders and prevents serious
and prolonged disruptions and their devastating consequences.
	

	
	

	

We should bear in mind the vague definition of a crisis, differing criteria and subjective perception of a relevant event, the lack of widespread criteria and absence
of standardized statistical processing of crisis situations in educational institutions
that would allow for both the comparison of the phenomena and their diachronic
analysis due to changes in the perception of a crisis over time (Kešetović, 2008).
Some professional branches, disciplines and fields of work are more risk-prone than
others, and consequently the organizations within these branches/fields are more
risk-prone too. See: Regester, Larkin, 2005.
At the beginning of 2014, a group of Chechen terrorists, sent by their terrorist leader
ShamilBasayev, took 1000 hostages, 777 of whom were children, held them for three
days in a school in Beslan (Russian autonomous region North Ossetia). After the
third day, Russian security forces intervened and ended the siege, 380 people were
killed, including 186 children. This accident is known as a hostage crisis in a school
in Beslan (the Beslan massacre or the Beslan school siege) and it launched a series
of security, legal and political debates in Russia and worldwide. See: Giduck, 2005;
Lansford, 2006; Phillips, 2007; Uschan, 2005.
On the difference between these concepts see: Kešetović, 2008.
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As underlined by Ronald D. Stephens, the executive director of the National School Safety Centre, the United States Department of Education and
Justice, the attempt to predict the disruptive behaviour of a student, staff
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Figure 1. School Crisis Planning Model
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Figure 1. School Crisis Planning Model
Source: Whitla, 2003
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Crisis management actually begins with the endeavour to manage risks
so that risk management is a part of proactive crisis management. Depending
on the viewpoint, crisis management can be seen as a part of a wider system
of organized risk management. It is considered to represent the uncertainty
management. Certainty and ongoing management activities are at the opposite sides of the continuum, whereas the risk is in between. As long as risks
are not managed (since there is no bad risk management), uncertainties manage people and organizations, and we are consequently faced with crisis management, and if it fails, we turn to disaster management.
Risk management belongs to one of the oldest human activities. Even Aristotle said that ‘we should always expect the unexpected’, while The Ancient
Chinese Book of Changes (Yi Jing) is one of the oldest tools for making decisions which has been used till the present day. In contemporary terms, risk
management includes the process of measuring the risk, or risk assessment
and the development of strategies to cope with the risk. It is vital to identify
to what extent one organization is exposed to potential losses, to choose the
most adequate way to cope with this exposure (Kešetović, 2008). This paper
focuses on the specific characteristics of crisis management in schools, i.e. in
educational institutions in general.

Risk management in educational institutions

Risk management aims at reducing the probability of occurrence of a negative event, along with its impact, or the consequences for some organizations.
General principles of risk management and steps along this process are binding for all organizations, including educational institutions. The implementation of risk management within these institutions has been elaborated
by Don Philpott and Michael Kuenstle, who provided a detailed and useful
tool adapted for educational institutions (Philpott, Kuenstle, 2007). The first
steps in this process include the identification of critical assets and their assessment, or prioritization.
	

Risk is a measure of unfavourable outcome of an event. It is a combination of the
probability of an event to occur and its consequences. The difference between a risk
and an uncertainty is, according to Fank: if you are not sure what will happen, but
you know how probable it is, it is a risk. However, if you do not know how probable
it is, it is an uncertainty. Some attempts to provide a single definition of a risk which
would be adequate and sufficient in all research areas have not yielded any result.
Different scientific disciplines have formulated different definitions which are accepted by researchers depending on their research goals (Keković et al., 2011).
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Identification and Assessment of Critical Assets

When considering the safety of educational institutions, it is necessary to
identify critical assets in each single case. A critical asset is a resource requiring protection. It may be tangible (children, students, teachers, administrative staff, buildings, equipment, activities and operations or information)
or intangible (e.g. processes or reputation of an educational institution). In
order to reduce the risk to the lowest level at the lowest price, identifying
and prioritizing the assets of an educational institution is the first vital step
within the process of defining the best measures to mitigate the risk and reduce vulnerability so as to increase the level of protection against different
risks: from natural disasters to terrorist attacks. For example, a fundamental
function of a school is to teach, and the critical assets include the staff and students, and in nursery schools – the staff and children. Members of the administrative and support staff are also important, as well as classrooms equipped
with special equipment, computers etc., though not to the extent as teachers
and students. To sum up, it is not only important to identify critical assets, but
also to prioritize them adequately.
Upon realizing that people are the most important critical asset, the
process includes identification and prioritization of school infrastructure, i.e.
points where people are most exposed to risk and require protection. To that
aim, it is useful to conduct interviews and make a list of areas to be covered
and prioritized prior to the actual interviews. Careful planning and research
in order to generate relevant questions may help this process and yield better
results.
The identification of critical assets is to be realized in two steps. The first
step is to determine and understand the school’s core processes and functions, whereas it is important to answer the following questions and pay attention to the following areas:
• Current security situation in a school (crime rate in the neighbouring
area, previous history of thefts and other criminal offences and security related events);
• Its position within the neighbourhood (it is necessary to carefully
consider all the neighbouring buildings which can pose a potential
threat, particularly those which would, if attacked, make the normal
school functioning impossible);
• Physical position (it is important to see if the immediate school environment is safe);
• Site perimeter (if it can provide adequate protection and if it is vulnerable);
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• The use of the building(we should know as much as is possible about
the building – who it is used by, its basic access points, level of security, portals);
• Building structure (it is vital to consult experts concerning the building structure and its safety or if any reinforcement is necessary);
• Installations quality and structure (how building is connected to the
installations, what their weak points are, if they are vulnerable and
where, it there is a kind of storage, tank etc. within the building, support systems, e.g. an engine);
• People are the most important asset, either children, students, staff
or visitors. It must be well defined and known who uses the building
and when, where their whereabouts are and whether they are under
surveillance. It is also important to know current staff surveillance
procedures and train them what to do and how to behave in case of
emergency;
• Information-communications technologies (a key component of an
integrated physical security is the protection of information technologies, communications and information systems);
• Equipment and its maintenance (everything should be known about
the equipment, how it operates and what its maintenance intervals
are);
• Outer security system (it is important to check if the outer security
system is adequate and if it is integrated);
• Inner security system (it is necessary to assess it and consider if it
should be replaced by more up-to date systems, if there are some
parts which are unprotected and should be protected);
• Security plans and documents (it is necessary that they be updated
and valid);
The second step: identification of school infrastructure. It comprises
the following elements: critical components of the asset, critical information
systems and data, life safety systems and safe haven areas, and security systems.
The first step of an asset value assessment if the identification of core
functions and processes necessary for the school to continue to operate and
provide services after an incident. The reason for the identification of core
functions/processes is to inform design team and school administrators on
what the school does, how it does it and how various threats can affect it.
Factors to be considered include primary services or school outputs, as well
as critical activities going on in the school: who the school residents are and
who the visitors, and what inputs by outer organizations are important for
school success. Upon identifying core functions and processes, the next step
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is the school infrastructure assessment. In order to identify and rank the infrastructure according to its value, it is necessary, bearing in mind that people
are the most important critical asset, to consider the following: to assess how
many people can be killed or hurt in an accident (earthquake, terrorist attack etc.) which can damage the infrastructure directly; to determine how it
influences school functions, services and the level of satisfaction of the users
of the services if a key asset is destroyed or degraded, and if it can continue
operating at all; to determine the impact on the organization’s assets if any
of their aspects have been lost or cannot function; to determine if any sensitive information is kept at school; to determine if there are any available replacements for some assets; to determine destructive potential (the number
of hurt or killed people) of each catastrophic event; to identify each critical
system in terms of staff, management etc., whose elimination or degradation
can seriously threaten all the attendees of the educational process and the
staff during the emergency; to assess if the assets can be replaced and determine the replacement costs if the school building is destroyed; to identify
the location of key equipment; to define the staff whereabouts and the location of the school systems; to determine the location and the availability and
preparedness of all the capacities to respond in case of emergency and how
well the staff is trained to respond adequately; to determine precisely the locations for critical support: communications and information technologies of
vital systems and communication lines providing access to outer resources
and enabling the movement of students and staff.
After the school assets and resources to be protected have been identified, they should be quantified meaning they should be given certain numeric
values reflecting the level of bad impact which could disable or destroy them,
which can later be used as a prioritization parameter. At a seven-level asset
value scale – the level ‘very high’ implies the loss or damage that could cause
extremely severe consequences, e.g. immense loss of lives or extensive injury
or fatal inability to provide basic services and operate and function normally.
The value ’high’ would mean the loss and damage of the assets which would
cause extremely severe consequences, e.g. immense loss of lives and serious
extensive injury or inability to provide basic services and to account for core
functions and processes over a longer period. At a ‘medium high’ level – the
loss or damage of the assets might be expected, which could have serious consequences, e.g. serious impairment or hindrance of core functions and processes over a longer period. The ’middle’ level would imply the loss or damage of the assets, with moderate to serious consequences, e.g. impairment
or hindrance of core functions and processes. ‘Medium low’ level implies the
loss or damage of the assets which would have moderate consequences, e.g.
minor impairment or hindrance of core functions and processes. The ‘low’
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value would mean the loss or damage of the assets, which would have almost negligible consequences and impact on core functions and process in a
shorter period, whereas the “very low’ level would imply the loss or damage
of the assets with negligible consequences.

Risk Analysis and Assessment

Risk analysis can be defined as a body of knowledge that evaluates and determines the probability of an adverse effect of an element (chemical, physical etc.), industrial process, technology or a natural process. The definition of
an ‘adverse effect’ represents a value assessment. It can be defined as death,
sickness (e.g. health risk analysis), nuclear power plant problems, an accident in a chemical factory or the loss of invested money. New research on risk
analysis has introduced some broadly defined terms, e.g. ‘quality of life’ and
‘the sense of common cause’.
Risk assessment takes into account threats, the rank of the asset and
vulnerability assessment in order to define the risk level for each asset from
each potential threat. Probability of a threat realization and its effects, i.e.
the consequences of the accident relating to the level of possible damage to
or destruction of the asset, must be taken into consideration. Risk assessment provides security consultants, engineers, architects etc. with a relative
risk profile which defines which assets are at the highest risk from specific
threats. Every threat exposes the organization to a risk. Thus, if a threat is
identified, risk estimates must be made in order to determine how to manage
the risk. It is necessary that the management team should know and have at
their disposal the processes and procedures to measure the probability of a
loss and the dimensions of the loss relating to the threat. When defining the
exposure to the risk, one should bear in mind the following types of risks:
mission or function risks, asset risks and security risks.
In providing adequate security, the goal is to identify all the assets, tangible and intangible, and reduce the risk level to the acceptable one. At the same
time, the following measures aimed at mitigation or reduction of the impact
of the crisis must be considered as they provide the basis for the physical
security plan:
• Deterrence – provides countermeasures, such as policies, procedures
and technical devices and controls in order to defend against the attack on the assets being protected;
• Detection – monitors for potential breakdowns in protective mechanisms which can result in security breaches;
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• Delay – provides measures that in case of a breach delay intruders
long enough to be caught and prevented from achieving their goals;
• Response – procedures and measures how to respond to an unauthorized breach;
• Recovery – includes the plan on how to continue operations and functioning of the educational institutions as normally as possible following the incident; mitigation plan aimed at reducing the effects of a
crisis is a part of the response to the crisis in order to minimize its
effects;
• Reassessment – is an ongoing process. Prior to implementing any
changes, it is necessary to revise the strategic plan. Whenever there
are changes in circumstances or when new threats are identified, it
is necessary to revise strategic plan and reassess it to see if any additional measures are needed.
Following the asset value prioritization, the next step refers to the
threats/hazards that should be identified, defined and quantified. Threat assessment is a continuous process of collecting and examining all the available information relating to potential threats and man-made hazards. It can
be broken down into two processes: defining threats and identifying threat
event profile and tactics.

Threat Identification

When you know what you are supposed to protect, you must identify the
threats and their sources. This means identifying all internal and external
threats and hazards and understanding why they might affect the organization. They include everything, from internal pilfering and violence by disgruntled students to external threats, such as theft, trespassing, natural hazards
and terrorism. After you have identified different threats, you can determine
the probability of their occurrence and the degree of damage each can inflict.
Schools are particularly vulnerable to attacks, since their parameters can
be easily penetrated, there are accurate and clear patterns of presence and
movement of people within them (staff and students), as it is well known
when they arrive and leave the school, at night they are usually empty and
poorly secured. The information necessary to identify the threats includes:
the type and tactic of a potential adversary, potential actions, motivation and
capability of an adversary.
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Threat (hazard) is any indication, circumstance or event with the potential
to cause the loss of or damage to an asset. It is important to understand who
the people who want to cause harm intentionally are, or who by their work,
technological and other processes, materials, or by their proximity can cause
indirect harm to a school building and other facilities.
With the goal of reducing potential risks to school facilities, crisis team
and school administration should look for security assessment and information on the possible threats from the local police, civil protection services and
the Emergency Management Sector of the Ministry of Interior, the Serbian
Armed Forces, authorized civil engineering inspectors, local authorities in
charge of providing medical services, security and occupational safety and
other authorized bodies.
The very concept of design basis threat (DBT) was developed in the USA
with the goal of protecting national nuclear industry, but its basic principles
can be applied to physical protection of any facility. Whether you are building a new school, or renovating the existing one, DBT helps identify all likely
threats and adversaries, their strengths and capacities, their potential targets, probability of their occurrence and, if so, how. When you have answered
these questions and identified all the threats, it is possible to better design
and incorporate safeguards to protect the facility and other core assets.

Defining Potential Threats to Schools

It is necessary for every security strategy to include the constraints of every
facility so that all the strengths and weaknesses can be taken into account.
The way the risks will be treated depends largely on the facility constraints.
This premise is included in the recommendations of the National Institute of
Justice (Green, 1999). If, for example, thefts and vandalism pose primary risks
for a school, the answers to the questions concerning physical characteristics
of a facility will influence and determine optimal security measures. Is it a
new or an old school? What kind of windows does it have? Do the people who
once worked in school still have the keys to some of its premises? How is the
school lit in the evening? Does its internal system against burglary operate?
Do the local police ignore alarms due to a high false alarm rate? Do the visitors enter the facility only through the main entry point or are requested to
go through the front office before they proceed to other school areas? If the
people entering from outside the school pose a major problem, focus should
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be on how to prevent them from intruding on the facility by securing all the
entry points. Are there any local gangs in the area? Is the school perimeter secured by a fence or in any other way so as to disable trespassing? Is the school
roof easily accessible? What areas and premises are suitable for hiding? Is the
number of students small enough so as the staff can recognize majority of
them and their parents?
If, however, violence is the main problem, it is essential to carefully examine the staff, student profiles and the surrounding area. Does the school
administration enjoy full support from the students and their parents? Do
the teachers have the access to the school at night? Do the students leave the
campus during breaks and have snacks in nearby bakeries, shops etc. and
how much money do they generally spend per day? Are there any popular
cafes nearby school grounds? What happens with students expelled from
school? How many incidents of violence have happened over the past four
years? What is the school reputation in the educational and local community?
Are the parents sitting on the School Council interested in school security?
Do the students respect the security personnel and trust them well enough to
pass them security related information? When threats, assets, and facility and
surrounding area constraints are identified, security needs can be prioritized
so that all the stakeholders can understand security goals.
School administration will better understand security measures and the
necessary costs if they know and share the information on the current risks
and available options. Workbooks for design basis threats can be a very useful tool for the purpose of identifying and providing documents on what to
protect the facility from and of determining potential threats and available
capacities.
In order to narrow the threats, the first step is to collect all the information and data. We should use the following sources: local police, the experience of similar facilities, neighbouring facilities etc. It is essential to analyse
the history of crisis situations in the school and provide all the necessary information from the authorities and security services in order to reduce the
number of potential threats. It is also important to talk to people from other
schools and hear about their experience, as well as with people from other
organizations and institutions in the immediate neighbourhood.
The next step should include a list of adversaries according to the collected data. Such a list should contain possible motives of potential adversaries, their profiles (how well they are equipped and armed), while at the same
time it is vital to determine the probability of the attack (low, medium, high
vulnerability). The analysis based on the scenario should be conducted for
each adversary in order take some steps to protect the facility from specific
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threats. Table 1 presents several examples of threats regarding the motive
and profile of an adversary.
Table 1. Adversary List – Their Motives and Profiles

Example
1.
2.
3.

A

B

C

D

Adversary
List/Type

Motive

Profile/
Characteristics

Probability of attack

Vandal

For fun

Adolescents in
groups of 3-5

Medium

Insider

Terrorist

Dissatisfied
employees

For publicity

Source: Philpott, Einstein, 2006

Vulnerability Assessment

Alone, has access to
High
critical assets
Alone, suicide
bomber killer

Low

When the assets and potential adversaries are identified, we should determine the level of vulnerability of the assets in case of an attack. To that aim,
we should answer a range of questions: Is the current security system efficient and to what extent? Is there any kind of physical security in place?
What is the present level of security? Does the neighbourhood pose a risk? Is
the facility location safe? Is the school perimeter safe? How safe is the very
building? What kind of protection of information-communications system is
there? Is the equipment protected? What kind of external security is there?
What kind of internal security is there?
Major steps in assessing the vulnerability are: to characterize the facility,
to identify the assets or ‘targets’, to identify probable threats to the assets, to
analyse possible undesired and adverse events, to analyse the probability of
an attack, to identify the consequences of possible losses, to assess possible
vulnerabilities and to prioritize them, to identify their impact on the facility
mission (low, medium, high). It is of vital importance to identify and determine the level of vulnerability which reflects the weakness of functions, systems, and separate points with regard to particular threats. Facility weakness
implies that it cannot operate after the attack.
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Terrorists opt for weapons and tactics which will inflict harm to people, destroy the infrastructure or disable the functioning of the target. The
analysis of infrastructure functions and its vulnerability will identify the geographic distribution within the facilities and interdependence between the
assets. It is ideal if spatial distribution of functions could be transferred to
an alternative location or a recovery site. However, in case of some critical
functions and infrastructure, there are no backup alternatives, they cannot be
relocated and transferred, and thus create single-point vulnerabilities whose
identification and protection are crucial aspects of the assessment process.
Concerns related to common system vulnerabilities are: there are no redundancies, redundant systems feed into single critical node, and critical components of redundant systems are located at several points, inadequate capacity
or endurance in post-attack environment.
Figure 2. Common System Vulnerabilities

No redundancies

Redundant systems conneceted
into a critical knot

Key
function

Support

Primary
system

Distribution
knot

Backup
system

Key
function
Critical components of redundant
systems sidy by side
Primary
system
Backup
system

Key
function

Inadequate capacity of resiliance
of an environment after an attack

Support

Key
function

Outcome<Requirement

Stored resources
(food, water, air)

Stored amount < Resilience
conditions

Source: Federal Emergency Management Agency (FEMA), 2005.

The identification and protection of the single-point vulnerabilities help
precisely determine the vulnerability rating. If and when vulnerabilities are
identified, they should be ranked and subsequently prioritized as follows:
very high (when one or more weaknesses which make the assets extremely
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susceptible to aggressors or hazards have been identified), high (when one
or more weaknesses which make the assets highly susceptible to aggressor
or hazards have been identified), medium high (one important weakness has
been identified and it makes the assets very susceptible to aggressors or hazards), medium (one weakness has been identified and it makes the assets
fairly susceptible to aggressors or hazards), medium low (one weakness has
been identified and it makes the asset partially susceptible to aggressors or
hazards), low (one minor weakness has been identified and it slightly increases the susceptibility of the asset to aggressors or hazards), very low (there are
no weaknesses). System vulnerabilities are explained in Figure 2.
There are different risk assessment methodologies and techniques. One
approach is to collect the asset prioritization results, threat assessment and
vulnerability assessment, determine risk numeric values for each asset and
hazard/threat according to the following formula:
Risk = Asset Value + Threat Rating + Vulnerability Rating.
Table 2 provides a detailed application of this methodology to certain
examples.
Table 2. Threats to Critical Assets

Asset

Students
Facility
Staff
Shelter
Main building
Educational functions
Informatics/
telecommunications
Shelter installation
Vital systems
(installations) – electricity,
water, gas, sewage system
Education counsellor
premises

Terrorist attack

Armed attack

Bomb in a
stationary
vehicle

Gun attack

Vulnerability
level
VH
10
VH
10
VH
10
H
9
VH
10
VH
10
VH

10

MH

7

H
H

Vulnerability
level
H
9
H
9
H
9
ML
3
ML
4
VH
10
M

5

ML

4

8

ML

9

H

4
8

Threat/hazard
Unauthorised
entry
Entry during
night
to destroy
assets
Vulnerability
level
VL
1
VL
1
ML
4
ML
4
M
5
ML
4
MH

7

M

5

L

M

Low-intensity
chemical and
biological
attack
Dirty bomb
Vulnerability
level
MH
7
MH
7
MH
7
ML
3
SN
3
H
9
L

2

L

2

2

VL

6

ML

1
3

Cyberterrorism
Electronic
attack to
destroy files

Vulnerability
level
L
1
ML
4
ML
4
L
1
L
1
ML
3
MH

7

L

1

L
L

1
1
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School/student files
Transport (busses and
parking)
Security devices (metaldetectors and badges)
Administrative functions
Temporary classrooms
Food service
Library
Premises for after-school
classes and activities
Subject classrooms
Gymnasium
Outdoor sports grounds
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H

9

ML

3

M

6

9

MH

7

M

6

10

ML

VH

10

VH
VH
VH
VH

10
10
10
10

VH
VH
M

10
10
5

H

VH

H

9

M

H
VH
H
VH

8
10
8
10

M
MH
M
MH

M
ML
L

5
4
2

H
H
MH

4

M

L

2

L

2

6

ML

6
7
5
7

MH
ML
MH
MH

8
8
7

ML
M
L

6

ML

Source: Federal Emergency Management Agency (FEMA), 2003.

3

L

7
4
7
7

M
L
L
ML

3
6
2

L
L
L

4

L

L

7
1
1
5
1
1
4
1
1
1
1

Risk management is a process of selecting and implementing mitigation
measures in order to achieve an acceptable risk level at an acceptable cost.
As the protection against a range of possible threats is economically unacceptable, it is of essential importance to be able to prioritize risk mitigation
measures bearing in mind the following: risk assessment results (including
the asset value assessment and vulnerability assessment), mitigation measures costs, reduced risk value, deterrence effect, i.e. precautionary value of
the mitigation measures, the estimated duration of the risk mitigation measures and the value of the invested money.
In order to assess potential mitigation measures, new risk value should
be calculated based on the assessment of how the implementation or use of
mitigation measures could change vulnerability and/or asset value rating.
Some mitigation measures could influence several risk and asset values/ratings. After the effect of each risk reduction mitigation measure has
been calculated, the cost of each measure should be assessed. The final step
is to perform a cost-benefit analysis to determine which mitigation measures
would produce the greatest reduction of risk at an acceptable cost.

Conclusion

It is indisputable that we live in an increasingly volatile and uncertain world
that is exposed not only to natural and technological crises and disasters, but
also to malevolent actions of individuals and groups who often choose ‘weak
targets’ (including educational institutions). Thus, it is vital to develop a comprehensive and meticulous crisis plan and inform and train both managers
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and decision makers, along with the local community and the whole society
in security and protection-related activities.
The most important part of a proactive crisis management focuses on
preparatory measures prior to any crisis, so the organizations that are aware
of it pay special attention to the risk identification, i.e. risk management. This
paper describes the risk management tools which elaborate on the risk within the context of prioritized assets, threats and vulnerability, at the same time
bearing in mind the cost-benefit ratio suggested by Don Philpott and Michael
Kuenstle. It can be useful, if adapted, for the risk assessment and management
in educational institution in Serbia. It identifies the asset, what it is protected
against and what its vulnerabilities are, i.e. possible adverse circumstances.
This cross cutting approach will enable us to consider and reconsider security priorities within a real context and to invest rationally in security development, which is today viewed as a wise investment, not a waste.
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POSITIVE SCHOOL CLIMATE AS
THE KEY SOCIO-PSYCHOLOGICAL
ASPECT IN THE SECURITY
OF EDUCATIONAL INSTITUTIONS

Summary
There is a general consensus in contemporary scientific literature that a school
climate, as a multi-dimensional construct that encompasses physical, social
and academic aspects, is a key socio-psychological factor in creating a safe
and secure school environment. The intense interest of scientists, which dates
back to the first decades of the last century, has resulted in the development
of different research approaches and models that can assess and improve the
general social climate in the school and thus create the necessary prerequisites
for the safe functioning in the school environment. Starting from the importance of the school climate in the development and maintenance of security in
educational institutions, this paper, in addition to defining the concept and describing the most influential models of assessment of the school climate, deals
with the characteristics of a safe school environment and proposes activities
with which the key participants in the school life can contribute to the development and maintenance of a positive social climate in school.
Keywords: school climate, security, educational institutions
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Schools are most commonly characterized as the universal medium of transition from childhood to adulthood. And as much as it seems that the organization and the way in which the schools function are significantly influenced by
the socio-economic context, Freiberg (1999) concludes that only variations
are in question here, and that schools around the world are similar in all the
most important elements. All schools are organized in such a way that the
teachers work with a group of students, the timetable and all activities are
determined, the date and time for starting and ending the classes on daily
and school year level are defined, the classes take place in recognizable setting similar to each other all over the world, and the administrative system
is mostly hierarchically organized. Besides a relatively identical appearance
and structure, all schools share the same problems: poor grades, inadequate
behavior, violence, dropouts, and the problem of the increasing number of
students, which Freiberg calls, “tourists” who work their way through school
at the expense of “citizens”, the students who actively learn. It is precisely
due to this perception of the school as an institution which is structurally and
functionally universal, in the context of common problems they face, that the
obligation of the creators of national education policies, is founded. Thus it
compels them to take into account the world’s widest experience when planning the strategies for improving the quality of work of educational institutions. On the other hand, scientists and researchers in this area from around
the world can fruitfully share theoretical and practical achievements in order
to improve this important field in the best possible way.
Over the last two decades, intensive efforts have been made in the
academic and professional community to identify factors which affect the
success of a school. As stated in the highly cited publication, issued by the
National School Climate Council (2007), numerous studies only confirm
what teachers and parents are quite aware of: a safe and supportive school
environment in which students develop positive social relationships and
in which they are respected, develop their capacities, and the sense of responsibility in the best way. A positive, safe and clean school environment is
crucial for the development of children and the success of their education.
Students can realize their full potential in an environment in which they are
physically, socially and emotionally secure. The feeling of insecurity, on the
other hand, negatively influences students’ motivation, attitudes, behavior,
and the overall functioning of the school. Schools in which incidents of peer
violence, fights, and gossiping are recorded, on a daily basis, create an envi-
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ronment in which students feel poorly integrated, and teachers are insecure
and unmotivated.
Educators recognized the significance of the school climate for successful educational processes more than 100 years ago. In professional literature,
the beginnings of documented efforts to improve the school environment are
related to the book The Management of a City School (Perry, 1908). Arthur
Perry, the author of the book, and the principal of a school in Brooklyn, emphasizes the importance of the school environment for successful learning:
Although it is practically impossible to quantify the extent to which
the quality of their environment affects the students, it should be acknowledged that the environment has a definite impact on them and it is the
school’s obligation to provide something more than an ordinary “stay” at
school. (p. 303)
Nevertheless, it was not before the sixties of the previous century that
the systematic study of the school climate was initiated. George Stern (Stern,
1970; 1971) is one of the first psychologists who applied the concept of organizational climate in a study of higher education institutions, based on the
analogy of individuals and organizations, in the early 1960s. This concept
was widely accepted, both in the further research of organizational climate
in school institutions, and in the research of climate in business institutions.
Although the concept undergoes further developing in terms of specific operationalization in compliance with the type of institutions that are researched,
the common starting point is retained. The climate is formed from the organizational practice important for all members of the organization, it is defined
by those who perceive it and influences the attitudes and behavior of all participants (Đurić, Popović-Ćitić, 2010).

The concept of the school climate

Although there is no widespread definition of the school climate, the vast majority of researchers and scientists point out that it also significantly reflects
the subjective experience of the participants in the educational process (Cohen, 2006). Over the past three decades, many researchers have recognized
the various elements of this complex construct, and the professional literature on the school climate is filled with very diverse attempts to define this
term (Table 1). The elements which make up the content of the concept of
school climate are extensive and complex and include unwritten rules, values,
attitudes that become the style of interaction which occurs between students,
teachers, and administrative staff of a school.
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Table 1. The elements of school climate – the review of the most
important standpoints

Author

(Tagiuri, 1968)

(Johnson, Johnson,
1993)
(Manning,
Saddlemire, 1999)
(Anderson, 1982)

(Creemers, Reezigt,
1999)

(Marshall, 2004)

(Zullig et al.2010)
Macneil, Maclin,
2005)

(Owens, 1987)

Mentioned elements

ecology (physical and material aspects), special milieu (the social dimension that relates to all individuals and groups), social system (the
social dimension that relates to patterns of individuals and groups)
and culture (the social dimension that relates to the belief system, values, cognitive structures and meanings)
aspects of the school environment, the individuality of students and
teachers, academic achievement, level of physical activity, processes
and materials used in teaching
trust, respect, mutual obligations, care for the welfare of others
the collective feeling of all participants (“we feel”)

physical dimensions of the school (school building, hallways, schoolyard and playground) and classrooms (size, position within the school
building), the social system of the school (relations and interactions
of teachers and teaching and administrative staff, rules that regulate
the behavior and relations with respect to students, parents, and outside actors) and students in each classroom (the mutual relations and
interactions of students, and students and teachers) tidiness of the
school and classrooms (arrangement, functionality, warmth), expectations of teachers in relation to pupils (positive expectations, sense of
self-efficacy, professional relationships).

the number and quality of interactions between adults and students,
the perception of school environment by students and teachers, environmental factors (such as the building, classrooms, the quality of materials used in building), academic performance, the sense of security,
school size, the feeling of trust and respect for students and teachers

order, security, and discipline, academic results, social relations, school
facilities and equipment, school connection with the local community

continuous exchange of ideas (on a daily basis, teachers are exchanging opinions on teaching, plans and programs, ways of testing, school
organization), cooperation (teachers are engaged in teams that collectively address teaching issues, program improvements, research),
equality (teacher participation in the decision-making process is not
strictly formal, in meetings everyone has the right to vote and express
their opinion), practical applicability (teachers think about whether
what they do has practical applicability and whether it helps students,
colleagues, and school)
the sum of individual perceptions which individuals have in relation to
different aspects of the environment and organization of activities
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(Haynes et al., 1993) quality and consistency of interactions that are established in school,
which mostly affect the cognitive, social and psychological development of children
(Cohen et al., 2009)
(Bear et al., 2009)

Joksimović,
Bogunović (2005)

quality and character of school life based on patterns of experience
within it that reflect norms, goals, values, interpersonal relations,
teaching practice and learning, and the organizational structure

positive relationships between the pupils, teachers, other staff and
families; feeling of belonging somewhere (students are involved in
decision-making processes, values of community and membership
are promoted); a system of positive support (reduction of punishment as a way of dealing with inadequate behavior); high expectations
in terms of academic achievement; developing social and emotional
skills among all students, involving parents and community members
in the work process

mutual respect for students and teachers, correct relationships among
school staff members, and successful cooperation between school and
parents
Additionally
decisive leadership, development of educational resources, high momentioned variables rale of teachers, school size and the ratio of teachers and pupils, socioeconomic status, percentage of students with problematic behavior

Source: Đurić, Popović-Ćitić (2011)

Although it is difficult to give a concise definition of the school climate,
researchers agree that it is a multi-dimensional construct, which includes
physical, social and academic dimensions. The following components are
usually stated as being the components of the physical dimension: the appearance of the school building and classrooms, the size of the school relative
to the number of students and teachers, the order in school and the organization of work, the availability of resources for work, work comfort and the
security of all participants. The social dimension of the school climate includes the quality of interpersonal relationships between students, teachers,
and administrative staff, the equal and fair treatment of students by teachers
and administrative staff, and the extent to which students, teachers, and staff
participate in the decision-making process in school. The academic dimension includes the quality of teaching, teachers’ expectations in terms of student progress, monitoring students’ achievement, and shortly informing the
students and parents about the achieved results (Đurić, Popović-Ćitić, 2010;
Đurić, Popović-Ćitić, 2011).
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Past efforts to establish an adequate methodological approach to assessing
the school climate indicators result in a large number of proposed assessment models (a review of the most important models in: Đurić, Popović-Ćitić,
2010). The widespread application of different models of school climate assessment often leads to the combination of a basic concept with examining
the school environment, learning climate, sense of belonging, academic climate, and social climate. The concept of the school climate, thus, showed an
integrative potential to include a study of a wide range of different work dimensions in school. However, this is precisely why many critics of this broadbased concept object to its lack of a clear definition, while this definition
is even more blurred and nonsensical when it’s looked into thoroughly. In
different studies, a diverse range of characteristics, which should reflect the
open and closed school climate, is provided, and critics of the school climate
theory argue that it is difficult to find a consistent difference between the two
types of schools. Their main objection is the inadequate theoretical substantiation of the explanation of the basic assertions. Critics suggest that it is not
enough to just to connect the quality of the climate with the achievement of
the student, but also to show why they are connected. Responses to the criticism of this theory would definitely strengthen it further, provide a deeper
insight into the dynamics of school organization and enable more effective
solutions to practical problems.
One of the particularly successful models of school climate assessment is
the several-year-long activity of the National School Climate Center (NSCC),
founded in 1996 at the University of Columbia. In a frequently cited document
National School Climate Standards (National School Climate Center, 2011), associates of this institute define five standards which support the effects of
establishing a positive school climate:
1. The school community has a common vision and plan for the promotion, improvement and maintenance of a positive school climate.
2. The school community establishes a policy that specifically promotes:
• the development and sustainability of social, emotional, ethical,
civic and intellectual skills, knowledge, preferences and engagement, and
• a comprehensive system for overcoming obstacles in learning and
education and reintegration of students who have been excluded
from the schooling process.
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3. The practices of the school community identify, give priority to and
support:
• The promotion and realization of a positive social, emotional, ethical and civic development of pupils;
• The empowerment of teaching engagement, learning, and all
school activities;
• Overcoming obstacles in learning and education;
• Developing and maintaining appropriate operational infrastructure and creating mechanisms in order to achieve this standard.
4. The school community creates an environment in which all members
feel welcome, supported and safe at school – socially, emotionally, intellectually and physically.
5. The school community develops an engaged practice, activities and
norms which promote social and civic responsibility, and commitments to social justice.
Out of such an understanding of the complex construct of the school climate, scientists, engaged in the NSCC, created a special instrument, the Comprehensive School Climate Inventory (CSCI), as a nationally recognized inventory of the main indicators of the school climate. Through a much extended
application by hundreds of schools in the US, this instrument proved to be a
valid and effective tool for profiling the situation within five dimensions of
the school: security, teaching and learning, interpersonal relationships, institutional environment and teaching staff (Table 2).
Table 2. The school climate indicators

Security

Dimension

1. Roles and norms
2. The feeling of
physical safety

Main Indicator
Clearly defined rules in regards to physical violence,
verbal abuse, disturbing and teasing;
clear and consistent implementation of norms
which regulate the intervention of adults.
The feeling that both the students and
adults are safe from physical jeopardy in school

3. The feeling of socio- The feeling that the students are protected
emotional safety
from verbal abuse, teasing and exclusion.

Interpersonal relations

Teaching and learning
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4. Support in learning

5. Social and civic
learning
6. Respect for
diversity

7. Social support
(adults)

Institutional surroundings

8. Social support
(students)

Developing activities which support learning:
encouraging and positively accepting various
opportunities to demonstrate knowledge and
skills, taking risk, and independent reasoning,
the atmosphere that encourages dialogue and
question asking, academic challenges and
individual attention.

Supporting the development of social and civic
knowledge and skills such as: efficient listening,
conflict resolving, self-reflexing and emotion
control, empathy, personal responsibility,
personal responsibility and ethical decision making.
Mutual respect of individual differences
(e.g. gender, race, culture, etc.) at all levels in
school: student-student, adults-student,
adults-adults, and respecting general norms
of tolerance.

Developing the pattern of social support in
the attitude adults have towards students,
such as high expectation of success at school,
willingness to listen to a student and get to know
them as individuals, and personal care
for the students’ problems.
Developing peer social support: developing
friendly relations for the purpose of a
better socialization, providing help with
learning, solving problems and helping new
students adjust.

9. School connectivity A positive identification with the school and
/engagement
its norms with the aim of a wider participation
in the school life of students, staff and their
families.
10. The physical
environment

Cleanliness, order, a pleasant ambiance and a
tidy school interior, the availability of adequate
school equipment.

Staff
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11. The management
12. Professional
relations

School administration, which creates and
promotes a clear vision, available to the
school staff and works on their improvement.
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The development of positive attitudes and
relations between the members of the
staff who promote efficient work and
collective learning.

Adapted from: National School Climate Center (2007)

Usually, there are two ways of measuring the school climate: direct and
indirect. The direct method of measuring requires an interaction between
the examiner and the examinee or the tested situation, while the indirect
one relates to the secondary data analysis. The most common forms of direct data gathering entail using a survey, observation and interview, and also
video-recordings, student drawings, focus-group interviewing, etc. Within
the categories used as indirect sources of data, the most commonly applied
method is the analysis of various school records: attendance records, disciplinary procedures, work of the pedagogical-psychological team, school clinics,
visit records, telephone calls, and tardiness records. This category includes
the examination of physical characteristics of the school building, hallways,
classrooms and yard. An adequate combination of direct and indirect measures ensures that a detailed profile of the school is obtained (Freiberg, Stein,
1999).
Schools must accept the obligation of continuous assessment and improvement of school climate indicators. This implies the acceptance of the
standard measurement system, creation of adequate instrumentation, ensuring adequate employee training, and continuous consultations with experts.

The security of educational institutions

The concept of a safe school implies a school without violence, the safety of
students and employees, protected school property and undisturbed classes.
But the objectives that need to be achieved must be balanced with the primary functions of schooling: education, upbringing, socialization, and a healthy
way of life when it comes to children and young people.
School security is a complex phenomenon which is based on mutual interaction of many factors, as the very understanding of safety is formed as a
complex perception of self-safety in the synergy with psychological, econom-
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ic, political, micro-social and other variables (Đurić, 2006). Research from the
last two to three decades also point, not only, to the multi stratification of the
very concept of safety, but also to the interdependence of social, economic,
ecological political, demographic, and other trends in the contemporary society. In this context, we should bear in mind that school, as one of the decisive
mediums of socialization, reflects not only the actual state of affairs in a community, but also affects directly the circumstances in which generations of
students of today will be the creators of the social atmosphere on the macro
level in the future.
Different security risks may be at work in each school. Each school is
specific, and must develop its own and specific strategy of identification,
prevention, and suppression of security risks, on the basis of general guidelines and standardized terminology. A rational, consistent and adequately
structured system of security risk prevention and suppression is of utmost
importance for the school to function as, above all, an educational institution. Students’ and employees’ belief in the ability of school management, to
successfully prevent and respond to security threats, increases their sense
of personal security. Also, if students or teachers feel that the risks are not
clearly and adequately identified, or if the risks occur and the management of
the school seems to handle it unsuccessfully and insecurely, the confidence in
the school’s ability to create a safe environment will be seriously shaken.
Therefore, the realization of the ideal of a safe and secure school requires a broad and versatile approach. Only if the entire community makes
rationally designed and well-coordinated efforts, including teachers, students, parents, general and specialized services, it will be possible to improve the level of school safety. A successful school is the one which has a
developed plan for preventing security risks and responding to them, with
formed crisis teams that are responsible for its implementation. The plan
should include rules and principles for the identification and assessment
of security risks, the forms of concrete cooperation with parents, the local
community and the wider social environment, and standardized procedures
for dealing with crisis situations.
Identifying and assessing the kind of risk the school faces and its extent,
is the first step in building a successful strategy for improving the security of
the school environment. However, the mere existence of effective strategies,
to identify and tackle security risks in schools, is not enough to create a safe
school. Confronting security risks is possible if there is a set of developed
preventive measures, which means to develop preventive strategies and programs. These strategies and programs, for security risk prevention, should include constant training and improvement of the teaching, administrative and
specialized staff in schools, and the development of cooperation programs

The General Framework of Observing the Problem of Security in Educational ...

105

with the students, parents, local community and state authorities, in order to
reduce the possibility of security risk occurrence in schools.
Physical and psychological aspects of school security have far-reaching
consequences not only on the teaching process, but also on the overall health
of the young people and the communities in which they live. Cooperation
between the school administration and all relevant institutions, adequate
training, assistance, funding and the implementation of selected models are
important for a successful implementation of each model which aims to create a safe school environment. The experience from Western countries shows
that the harmonization of efforts at the level of the wider community (city,
county...) is a powerful incentive for developing security in schools.
The physical and technical aspect of school protection implies the physical characteristics of a school facility which reduce the degree of risk, adequate material resources for risk monitoring and a quick response to a risk
(video and alarm surveillance, technical security, protective equipment), along
with human resources which, with their skills, knowledge and/or authority
are able to adequately respond to security threats (situation assessment,
situation control, implementation of protection measures, use of protective
equipment). Surely, one of the important factors is the size of the school. The
number of students attending a school and the number of students in a class
have a great impact on the security of the school environment, and on the
quality of the school climate. There are unequivocal empirical confirmations
that smaller schools achieve better success. Smaller schools provide more
opportunities for a better interaction between pupils and teachers, greater
involvement of students in extracurricular activities, easier identification of
those students who need to be worked with additionally. Although there is
no consensus on the optimal number of students, research results indicate
that ideal primary schools would have from 300 to 400 students, and ideal
secondary schools from 400 to 800 students (Cotton, 1996).

Positive school climate as the context
of establishing a safe school environment

Education, proper socialization, spirit development, the promotion of a
healthy life and the adoption of desirable values, are the objectives which the
school can accomplish to a further extent only in adequate conditions. The
school climate, by its definition, reflects the experiences of students, school
staff and parents in broad areas of social, emotional and ethical issues. A large
number of research points to a clear link between the quality of the school
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climate and the effectiveness of risk prevention, quality teaching process,
and learning effectiveness. Risk prevention is in direct correlation with the
climate characterized by the security of children, their full involvement in
school activities, and responsibility and care for all participants.
Different situations that can impair the positive social climate in the
school, and consequently the successful performance of educational process
are considered to be the risks of socio-psychological nature. A safe school
implies a school without violence, the security of pupils and employees, the
protection of school property and uninterrupted classes. Creating a secure
school requires an all-embracing approach to the early identification of all
warning signs that disturb the social climate and can jeopardize school security (Table 3).
Effective strategies for identifying and assessing security risks in schools
should take into account a number of factors, and recognize the correlation
of security and order with the social, emotional and academic development
of children. The quality of the social climate in the school is usually expressed
through the following elements: the quality of interpersonal relationships in
school, victimization of students and teachers, the perception of the level of
school security by teachers, pupils and parents, the existence of a program of
prevention and reduction of violent behavior of students.
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Table 3. Characteristics of a safe school environment
Safe school
Features

Instigates school
Success

Involves families
in a meaningful
way

Develops
connections
with the local
community
Instigates
positive relations
between the
students and
staff
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Descriptive indicators

A positive school environment is the one that encourages the
idea that all children can achieve success at school and can
behave in a decent manner, respecting individual differences
at the same time. In addition, there is a developed awareness
that students, school employees, and parents are equally
responsible for the creation of this school environment. Adequate resources and programs help to achieve these expectations. It is unlikely that students who are deprived of such
a school environment will behave in a socially desirable and
acceptable way.

Students whose families actively monitor their success in
and out of school have more chances to achieve success at
school and fewer chances of being involved in some socially
undesirable activities. School communities must help parents
feel welcome at school and remove obstacles to their active
participation in the process of monitoring the education of
their children. Successful schools also encourage parents to
express concern about their children and provide them with
the help they need to address the unwanted behavior of their
children.
All relevant social participants must be engaged in creating
a safe school environment. Schools which work closely with
parents, state authorities and the local community may benefit from all of them. When these connections are weak, there
is a growing risk of violence in schools, and the ability, to help
children at risk of violent behavior, is reduced.
Research indicates that one of the most important factors in
preventing violent behavior of students is a positive relationship with adults who can help them when needed. They often expect school staff to give them advice, support and guide
them. Some children need help in overcoming the feeling of
isolation and in establishing relationships with others. Successful schools also foster positive relations among students
– they encourage students to help one another and feel comfortable helping others when they need it.
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Openly discusses
security issues

Treats all
students with
equal respect

Finds the ways in
which students
can express their
problems

Helps children
feel safe when
expressing their
feelings
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Children come to school with different perceptions – and often misconceptions – about death, violence, and use of weapons. Schools can reduce security risks by teaching children
the danger of firearms, and appropriate strategies for controlling emotions, expressing anger in a suitable way and solving
conflicts. Also, in schools, children should learn that they are
responsible for their own actions and that their choices sometimes have consequences.

The main source of conflict in many schools is the existence of
discrimination or privilege of students (or the students’ sense
of the existence of such a practice), due to their nationality,
gender, race, social status, religion, disability, sexual orientation, physical appearance or something else – either by employees or by the peers. Students who are treated unfairly or
have the feeling of being treated in such a manner may become targets of violent behavior. Also, victims of discriminatory behavior can react aggressively towards themselves or
others. Successful schools promote the idea that all children
are important and respected. There is a deliberate, systematic
endeavor – for example, by exhibiting student works, publicly
displaying the best works, respecting the differences among
students – to establish a state of affairs that reflects care and
encourages students to feel close to the school community.
It has been discovered that peers are those who are most often told, in advance, about the potential occurrence of certain
security risks at school. Schools must find ways in which students can discreetly disclose, without putting themselves in
any jeopardy, problematic behavior that can lead to dangerous situations. Students who report possible violent behavior in school must be protected. It is important that schools
strengthen positive relations between pupils and adults, so
that students feel safe when giving information about possibly hazardous situations.

It is very important that children feel safe when expressing
their needs, fears and concerns to school staff. When it is not
possible to talk to the adults who ought to take care of them,
students feel isolated, rejected and disappointed, which increases the probability of undesirable behavior.

The General Framework of Observing the Problem of Security in Educational ...

Offers extended
daily program
for
children
Affirms the
development of
personality and
civic awareness

Identifies
problems and
evaluates the
progress towards
a solution
Supports
students in their
development
and helps them
create work
habits
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School programs that take place before and after classes can
be effective in violence prevention. Successful programs are
well-monitored and they provide support to children and
various activities, such as counseling, mentoring, artwork,
volunteer work and work in clubs, computer work, and help
with their homework.
Apart from its educational role, the school must help students
become good citizens. First off, the school must promote universal values, such as honesty, kindness, responsibility and
respect for others. The school should, also, advocate civic values. Respecting the fact that the parents are those who are the
most responsible for the moral development of their children,
the school should cooperate with them in promoting these
values.

Schools must openly and objectively investigate circumstances that can be dangerous for students and employees, and
circumstances in which members of the school community
feel vulnerable or scared. Safe schools continuously evaluate
progress in identifying problems and collecting data for approaching the solution. Moreover, successful schools provide
this information to students, parents and the local community.

Young people need help in planning their future and in developing the skills that will make them successful. For example,
the school can inform students about the possibilities of volunteer work, youth employment programs, and assisting jobs
that will make it easier for them to connect with adults in the
community.

A positive school climate is achieved when students feel comfortable,
when they are respected and accepted, safe in an environment in which they
establish sincere interactions. In short, an efficient school should provide a
healthy and safe environment for uninterrupted teaching, a pleasant environment of good quality for school activities, and to develop capacities for
rapid response and adaptation to changes in security level. All school staff,
students, parents and members of the local community must participate in
the creation of a safe school environment.
Schools which are safe, besides being less vulnerable to violence and
other security risks, are also more successful schools. Successful schools are
characterized by clearly defined objectives of the school performance im-
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provement plan, monitoring and analysis of the implementation of the school
performance improvement plan, high educational criteria for all students,
clear and concrete rules of conduct of pupils and teachers, the fact that students must refer to each other and must participate actively in the educational process.
Developing, strengthening and maintaining a safe learning environment
implies creating a tolerant social climate in which all students feel comfortable and secure. Young people, especially during adolescence, have a strong
need to be accepted by their peers. However, due to prejudice, ignorance and
intolerance, some students or groups of students, may be unaccepted and rejected by the peer group. Sources of conflict, in most schools, are the incorrect
treatment of individual students, conditioned by their ethnicity, race, gender,
religious or social affiliation, physical appearance and disability, and sexual
orientation. Encouraging students to accept diversity is possible by keeping
them informed, introducing rules that prevent abuse and discrimination, and
providing opportunities for participation in support groups.
Since the mid-1990s, more and more theorists of the school climate expand the meaning of the basic construct to the very broad meaning of the
“school environment” that should include the activities of parents and communities (Stringfield, 1994). Following such an idea, the security of educational institutions should be a joint project of all participants. In creating and
maintaining a positive school climate, students, teachers, other teaching staff,
and parents actively participate (Table 4), and such complex efforts must be
supported by the wider community. Therefore, not only parents, employees,
school and local authorities, security authorities and others whose activities
are directly related to the school, but all those who, in one way or another,
encounter the consequences of the positive or negative atmosphere in the
school environment are parties interested in the prosperity of the school.
(Đurić, 2007).
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Table 4. Recommended activities of the participants
Participants
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Activities

Providing strong support, by the management, in assessing and improving the school safety
Reshaping the school ambiance with the aim of eliminating the
dark, separated or unmonitored ones rooms
Introducing the system of reporting and analyzing the violent and
non-criminal incidents
Creating effective disciplinary rules
Establishing a partnership with the police

The School

Engaging security experts, so as to develop and maintain the school
security system
School staff training in all aspects of violence prevention

Making it possible for all students to talk to school psychologist and
pedagogue
Creating a plan for responding in crisis situations
Implementing the program of education and training for the prevention of violence at school
Creating the climate of tolerance

Parents

Cooperation with the community, with the aim of improving students’ security
Active involvement of students in the process of decision-making
regarding the creation of school rules and programs
Preparing the annual report on the problematic behavior of students and school security
Accountable and disciplined behavior
Reporting threats and violent behavior to the school staff
Acquiring the behavior which avoids victimization
Asking for help

Active communication with children
Consistency in disciplining children
Providing the model example of pro-social behavior
Being involved in the school and local community activities
Keeping any weapons out of children’s reach

Restricting the exposure of children to criminal behavior and violence
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In any case, the school should not be given the role of the passive recipient of the community’s influence, in which it is functioning, but should be
an active creator of the social environment. Experiences from some Western
countries show that schools can be an integrative factor that gathers and encourages the entire local community territorially linked to the school area.
At the same time, when experiential-based social, emotional and ethical education integrates into teaching and learning methods, teachers can develop
students’ academic and social skills, their understanding and the abilities of
their full participation in social processes (Cohen, 2006).
Schools must provide an environment in which all students will feel they
are integrated members of the school community. For this purpose, a number
of strategies have been developed to help facilitate this and to establish the
highest quality communication among all relevant participants. We will only
mention some of the most important:
• Circle of Friends Strategy (based on the idea that each student is provided with communication channels with all other participants, from
experts and school authorities to close people, in order to establish
ongoing support);
• Mentoring programs (mentors meet and spend time with identified
students to exchange experience);
• Teacher counseling programs (the student is assigned a teacher as a
personal advisor);
• Peer support programs (one group of students helps other students
with learning, establishing better communication, making friends
and solving personal problems);
• The Freshmen's Club (making a club of students in charge of accepting new students and including them in school activities);
• Extra-curricular activities (including as many students as possible
in various forms of extra-curricular activities compliant with their
wishes and affinities);
• Positive experience strategy – school assistants (special help is organized for particular students, so that they can be more successful
in learning)
• Programs with adults (adults from the local community are selected
to spend some time in school and work with individual students or
small groups of them).
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Besides the generally accepted standpoint that schools are among the most
secure places for young people, heavy incidents and their serious consequences, point to the obligation of the community to make a permanent effort in
order to improve security in schools. The existence of security risk in schools
is the reflection of much wider, social issues, and their identification and resolution, calls for a coordinated collaboration of all relevant participants (Đurić,
Popović-Ćitić, 2007). Creating a safe and secure school environment implies
multiple aspects and dimensions that include the positive school climate,
system of common values, norms and objectives, interpersonal relations of
good quality, and adequate condition of school facilities. The security of the
school, as a social objective and action, may be achieved only by a rationally
designed and well-coordinated effort of the whole community, including educators, students, parents, and general and specialized services. Students and
teachers must feel secure in all segments of their activities. Thus, the positive
school climate is the key factor in creating a secure and safe school environment which is necessary for quality educational and upbringing process.
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Summary
The authors examine the issues pertaining to the prevention of criminal offenses
in schools, taking the normative framework and the relevant legislation in the
field as a starting point and focusing on recent legislative solutions and bills
on juveniles, as perpetrators and victims of offenses that have recently been
introduced in Parliament. In order to complement the analysis, statistical data
concerning offenses committed on school grounds is presented in the form of
tables and figures. The authors explore the role of the police by analyzing the
effectiveness of certain projects such as the School without Violence and the
School Police Officer and identify possible future activities aimed at improving
prevention efforts and reducing the number of offenses committed on school
grounds.
Keywords: normative framework, statistics, prevention of offenses, school
grounds, the role of the police;

Introduction

The statutory or wider normative framework for the prevention of violations
of the law in the school zone, as can be seen from the title of this text, points
and directs to several critical issues that have emerged in the analysis of the
legal framework for the protection of children in the school environment. The
legal framework has already been addressed and repeatedly written about
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in detail, so we will not be dedicating much space or time to the known solutions, but rather to the fact that amendments to the Criminal Code, which are
partly related to this matter, and currently in the parliamentary procedure,
call for a review. This also applies to the so-called Maria’s law (which for the
first time in our legislation stipulates certain measures of repressive and expectedly preventive character towards the perpetrator of the criminal offense
of pedophilia). The most important national strategies in the field of crime
prevention in the school zone are mentioned, and the Strategy on Police in
the community is specifically addressed, since the basic field of its implementation is the improvement of police work, primarily in contact with citizens.
Particular attention has been given to the role of the police in the prevention
of criminal offenses, bearing in mind the statistically confirmed hypothesis
on the structure of juvenile offenses and those in which they are victims.
Recent official statistics confirm the standard hypotheses about young
perpetrators of criminal offenses and young victims, the gender and the type
of crime. According to the reported cases, young offenders participate between 44-48% (annually), and in general, those are mostly acts of violence
and criminal cases related to narcotics (70%). The young are less frequently
victims than they are offenders (1/4), and the structure of the offenses against
them indicates a completely different picture; these offenses are mostly criminal acts against life and body (48.8%), rape and domestic violence. The data
itself deserves attention, especially in light of the type of crime and the possibilities of preventive action.
The police are one of the most important subjects in the prevention of
delinquency in general, and when it comes to children and juveniles, it is very
important to analyze the role of the police. Although repressive activity is the
first thing that comes to mind when the police are concerned, their preventive role must not be neglected. This role can be achieved in different ways,
among which one should identify the forms related to the presence of police
in schools, that is, in school zones. In this sense, besides physical presence, we
should mention the prevention based on video surveillance.

Normative framework

On the one hand, the normative framework of crime prevention in the school
zone includes the laws that deal with this issue in various ways and, on the
other, there are strategies that point the work of both the legislator and other
relevant social factors towards the direction of prevention improvement in
this area.
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There is a set of laws which regulate the issue of crime prevention in the
school zone in various ways. In the last several years, there has been an increase in the number of these laws, and many of the existing ones address this
issue in more detail.
The following laws should be listed at this point:
• Criminal Code;
• Law on Juvenile Offenders and Criminal Protection of Juveniles;
• Law on Misdemeanors;
• Law on Police;
• Law on Primary Education;
• Law on Road Traffic Safety;
• Law on Games of Chance;
• Law on Special Measures for the Prevention of Criminal Offenses
against the Full Freedoms of Juveniles (Maria’s Law).
A special survey should be made on Maria’s Law regarding the fact that it
is an entirely new legal solution with respect to pedophilia, not known in our
legal system until now. Certain provisions within Maria’s Law relate to the
prevention of pedophilia in the school zone.
Maria’s Law is the result of an all-embracing public campaign against
pedophilia, instigated by the case of rape and murder of Marija Jovanović, an
eight year old girl, committed in the village of Stari Ledinci near Novi Sad, in
July, 2010. This Law treats the perpetrator of a criminal offense against the
sexual freedom of juveniles in a special way. It prescribes special measures,
determined by this Law, which are taken against the perpetrators of criminal
	

	
	
	
	
	
	
	

Krivični zakonik („Sl. glasnik RS”, br. 85/05, 88/05 – ispr., 107/05 – ispr., 72/09,
111/09, 121/12, 104/13 i 108/14);
Zakon o maloletnim učiniocima krivičnih dela i krivično pravnoj zaštiti maloletnih
lica („Sl. glasnik RS”, br. 85/05);
Zakon o prekršajima („Sl. glasnik RS”, br. 65/13 i 13/16);
Zakon o policiji („Sl. glasnik RS”, br. 6/16);
Zakon o osnovnom obrazovanju i vaspitanju („Sl. glasnik RS”, br. 55/13);
Zakon o bezbednosti saobraćaja na putevima („Sl. glasnik RS”, br. 41/2009, 53/2010,
101/2011, 32/2013 – odluka US, 55/2014, 96/2015 – dr. zakoni 9/2016 – odluka
US);
Zakon o igrama na sreću („Sl. glasnik RS”, br. 88/11 i 93/12 – dr. zakon);
Zakon o posebnim merama za sprečavanje vršenja krivičnih dela protiv polne slobode prema maloletnim licima („Sl. glasnik RS” br. 32/2013);
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offenses against sexual freedom committed against juveniles, and regulates
special record keeping regarding the persons convicted of these crimes.
The purpose of Maria’s Law, as stipulated in Art. 2, is that the perpetrators of criminal offenses against sexual freedom committed against juveniles,
are prevented from performing these acts. The basic aim of passing such a
law is to prevent various forms of pedophilia. To this purpose, Maria’s Law
contains a number of provisions related to the prevention of such offenses
in the school zone, and in this regard, particular attention should be paid to
their analysis.
Maria’s Law contains a specific solution regarding the mandatory application of certain legal consequences of a conviction regarding the persons
who have been legally convicted of a criminal offense against sexual freedom
committed against juveniles. The legal consequences of such a conviction are
as follows:
• Termination of holding a public office;
• Termination of employment, termination from a job or occupation
which deals with minors;
• Ban on getting a hold on public office;
• Ban on getting a job, or occupation which deals with minors.
These legal consequences of conviction affect, especially, persons who
were employed in childcare facilities prior to the conviction, for example educational institutions, since their involvement aims to prevent their contact
with children in a longer period of time.
Maria’s Law provides special measures are taken against ex-convicts, after the sentence has been served. In the context of preventing the offenses in
the school zone, it is necessary to emphasize the measure of banning visits
to places where juveniles gather. Within this measure, it is understood that
the perpetrator of the criminal offense against the sexual freedom committed against a minor, is to refrain from visiting places such as school buildings,
schoolyards, kindergartens, playgrounds, events for children, etc. (Article 9 of
Maria’s Law).
Art. 13 stipulates that special records should be kept, where the perpetrators of criminal offenses against sexual freedom committed against minors, would be registered. The special records contain the following data: the
name of the convicted person, the unique identification number of the citizen,
the data on the convicted person’s employment, information relevant for the
physical identification of the convicted person and their photograph, the DNA
profile of the convicted person, information about the criminal offense and
the sentence to which they have been convicted; data on legal consequences
of the conviction and information about the implementation of special measures specified by this Law (Article 13, paragraph 2).
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In the context of prevention of pedophilia in the school zone, it is necessary to emphasize the obligation stipulated by Maria’s Law in relation to
state and other bodies, and legal entities or entrepreneurs dealing with juveniles, or working together with juveniles. They are required to ask whether
the person that they are about to employ is entered in special records (Article
15, paragraph 3). Failure to do so, under this obligation, constitutes a misdemeanor for which a fine has been specified, the amount of which depends
on who the perpetrator of the misdemeanor is. A fine may be imposed on a
legal entity in the amount of 500.000 to 2.000.000 RSD (Article 17, paragraph
1), an entrepreneur from 200.000 to 500.000 RSD (Article 17, paragraph 2),
while the person in charge in a legal, state and other bodies may be imposed
on a fine of 100.00 to 150.000 RSD (Article 17, paragraph 3).
In the part of the Proposal of the Law on Amendments to the Criminal
Code (hereinafter: the Proposal), which refers to the matter of protection of
children (or juveniles) from various forms of violence or putting in jeopardy,
the following incriminations stand out in a new or changed form. The following can be identified as such acts: Stalking (Article 10 of the Proposal in
relation to Article 138a of CC), Sexual harassment (Article 15 of the Proposal
in relation to Article 182, paragraph 2 of the CC), Indecent exposure, obtaining and being in possession of pornographic material and exploiting a minor
for pornography (Article 16 of the Proposal in relation to Article 185 of CC),
Soliciting the child into being present during sexual activities (Article 17 of
the Proposal in relation to Article 185a of CC) and kidnapping a juvenile (Art.
20. of the Proposal in relation to Article 191 of CC).
It could be said that the proposed new acts (Stalking, Sexual Harassment), supplemented incriminations (Indecent exposure, obtaining and being in possession of pornographic material and exploiting a minor for pornography) and altered dispositions (Leading the child into Being Present
during Sexual Activities, and kidnapping a Juvenile) have as a common goal
an enhanced protection of children from various forms of violence and abuse.
In connection with this hypothesis, however, a few remarks should be made.
Although the Law on the Adoption of the Convention on the Rights of
the Child was adopted a long time ago, along with the accepted obligation to
harmonize the domestic legislation to it, the provisions of the Criminal Code
have remained insufficiently precise to this date. The meaning of terms, even
the term ‘child’, ‘juvenile’ and ‘minor’, remain in a parallel plane, most often
being used as an arbitrary choice. Although the Convention on the Rights of
the Child is clear in determining the age limit of the term child – eighteen
years of age, our Criminal Code does not comply. The latest example is the
	

Zakon o ratifikaciji Konvencije o pravima deteta („Službeni glasnik SFRJ” – Međunarodni ugovori, br. 15/90).
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proposal to change the name and disposition of Art. 185a of CC. By Article
185a of the Criminal Code, the criminal offense is envisaged under the title
“Soliciting the minor into being present during sexual activities”, and according to the proposal this should be amended to “Soliciting a child into being
present during sexual activities”. If we recall that a person until the age of
eighteen is considered to be a minor, and up to fourteen as a child, it is more
than clear that this is an unacceptable omission of the person putting forward
the proposal. The presumption is that the intent certainly is not a narrowing
of protection but, on the contrary, its detailed extension. Especially having in
mind the announcement of a new criminal offense, “Sexual harassment”, in
which the status of a minor is a qualifying circumstance. Even greater confusion is created by the parallel use of the expression ‘a minor’ and ‘a child’ in
the proposal for supplementing Art. 185. “Presenting, obtaining and possessing pornographic material and using a minor for pornography”; the proposed
paragraph 6 states: “as the object of pornographic content created by using a
minor (child pornography) shall be considered any material that visually depicts a minor involved with an actual or simulated sexually explicit conduct,
and any display of the child’s sexual organ for sexual purposes”. Putting aside
all other remarks, we repeat that the outlined confusion in the proposed legal
text must result in the difficult applicability of the law.

National strategies in the field of crime prevention
in the school zone

Although they are only guidelines for the work of certain entities, strategies
are a necessary basis for starting with the preparation and implementation of
specific activities in a particular area. The most important national strategies
in the field of preventing offense in the school zone are:
• National Strategy for the Prevention and Protection of Children
against Violence10;
• Community Police Strategy / Action Plan for the Implementation of
the Community Police Strategy for 2015 and 201611;
10
11

Nacionalna strategija za prevenciju i zaštitu dece od nasilja. Retrieved on 04.11.2016.
from: http://www.srbija.gov.rs/vesti/dokumenti_sekcija.php?id=45678
Strategija o policiji u zajednici/Akcioni plan za sprovođenje Strategije o policiji u
zajednici za 2015. i 2016. godinu Retrieved on 19.11.2016. from: http://www.srbija.
gov.rs/vesti/dokumenti_sekcija.php?id=45678
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• Drug abuse prevention strategy for the period 2014 through 202112;
• National Youth Strategy for the period 2015 through 202513;
• Strategy on Road Traffic Safety for the period 2015 through 201714.
The Strategy on Police in the Community will be particularly dealt with
here, given that the basic field of its implementation is the improvement of
police work, primarily in contact with citizens. According to the Strategy, this
improvement can be achieved through the realization of the so-called strategic objectives that are explicitly stated. These objectives are as follows:
• Establishing modern standards in police work;
• Strengthening the confidence of citizens and the community in the
police;
• Cooperation and partnership between the police and the community;
• Establishing effective security prevention;
• Problem-oriented approach to security protection;
• Commitment to respect for ethical principles and diversity.
The strategy also points to the necessity of applying the four leading
elements of the key development area, which form the basis of community
police work in Serbia, in order to achieve the mentioned strategic goals. The
first element is prevention, which means taking action to reduce the causes of
crime, disorder, fear of violence and security threats. In other words, the emphasis is on proactive rather than reactive police action. The second element
is policing aimed at communities as an adequate response to the priorities
and other needs of citizens and the specificities of local communities, ethnic, religious and other social groups. The third element is problem-oriented
work, which is a method based on sources of information used to identify
crime matrix and tension in communities. In this regard, in addition to responding to the consequences, the police would focus on the causes of crime
and the adoption of preventive strategies. The fourth element is a security
partnership that implies a concerted action of the police and the community
in the security prevention, the resolution of security problems and the development of security strategies, including the representatives and capacity of
other state bodies, local self-government and civil society.
12

13
14

Strategija prevencije zloupotrebe droga za period od 2014. do 2021. Retrieved on
04.11.2016. from: http://www.srbija.gov.rs/vesti/dokumenti_sekcija.ph- p?id=45678
Nacionalna strategija za mlade za period od 2015. do 2025. godine. Retrieved on
05.11.2016. from: http://www.mos.gov.rs/wp-content/uploads/download-managerfiles/nacionalna_strategija_za_mlade0101_cyr.pdf
Strategija o bezbednosti saobraćaja na putevima za period od 2015. do 2017. godine.
Retrieved on 03.11.2016. from http://www.putevisrbije.rs/images/pdf/strategija/
strategija_bezbednosti_saobra- caja_2015-2020.pdf
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The actual implementation of the Community Police Strategy for 2015
and 2016 implied the adoption of an Action Plan identifying specific activities
that the Ministry or other state bodies should take to enable the implementation of the Strategy.
In achieving the objectives of the Strategy, it is imperative to provide a
joint action of state bodies, which implies the existence of joint responsibility,
given the multidisciplinary character of this issue. At the national level, the
continuous financial and institutional conditions for the implementation of
the Action Plan are necessary. In this regard, taking into account the role of
the wider community, it is necessary to emphasize the special importance of
cooperation between state institutions, local communities, civil society and
the business sector in the development of the community police.
One of the activities of the Action Plan refers to the development of the
security culture of citizens and communities. This activity contains several
tasks:
• Support to the work of advisory bodies of local self-government units
for community security;
• Implementation of informative participatory security programs for
children and youth (in the field of traffic, prevention of psychoactive
substance abuse, peer violence, domestic violence, and other fields);
• Realization of informative participatory programs in the field of security for vulnerable social groups and the local community;
• Realization of informative participatory programs for citizens in the
field of security (in the field of traffic, property protection, prevention
of psychoactive substance abuse, violence against women and other
fields);
• Organizing seminars, panels, round tables, public debates, and media
campaigns in order to raise public awareness of the importance of
security culture.
The most important indicator of achieving the ascribed tasks is the
number of realized informative participatory programs undertaken under
the auspices of the Ministry of Police with the participation of numerous
subjects, among which the Ministry of Education, Science and Technological
Development and the Ministry of Youth and Sports and the local community
stand out.
The National Youth Strategy contains specific information about the state
of criminality regarding the young. Thus, in the period 2008 through 2013,
38% of the total number of offenses against the security of public transport
was done to the detriment of young people. In 2013, 51 human trafficking
offenses were committed to the detriment of persons at the age of 15 to 30,
including 25 females. According to the Ministry of Internal Affairs, in 2012
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and 2013, victims were mostly women, girls, and boys, and in most cases,
they were the victims of sexual exploitation and forced begging.
Young people are more often offenders than victims of crimes. The annual share of crimes committed by young people on the average amounts to
about 34-41% of the total number of crimes in the Republic of Serbia, which
the police recorded and reported to the prosecution authorities. At the level of
one year, criminal charges include between 22,500 and 27,000 young people,
which is 44% to 48% of the total identified offenders. Based on these statistics,
there is a high degree of participation of young people in crime (it should be
pointed out that young people commit 50% of violent crimes and over 70% of
narcotic related offenses). In the period 2008 through 2013, due to 245,914
criminal offenses, the police filed criminal charges against 148,819 persons
from the category of youth. Among the reported offenders of the mentioned
age group, as many as 92% were male, and only 8% were female. A significantly higher number of criminal offenses relative to the registered offenders indicate that young people are prone to recidivism in committing certain
criminal offenses (mostly against property and offenses related to narcotics).
The annual share of offenses committed to the detriment of young people in
Republic Serbia amounts to an average of 22% to 28% of the total number
of criminal offenses the victims of which are physical persons. At the level of
one year, between 16,500 and 18,500 young people are registered in the police as having been physically, materially or otherwise harmed by a criminal
offense (C.O.), which makes up a quarter of the total number of victims. Girls
and women are “a convincing majority among the victims of violence; out
of 9,325 as many as 6,348 victims of violence are female.” According to the
Ministry of Internal Affairs statistics (2008-2013), from the total number of
reported criminal offenses, 46% of the criminal offenses against life and the
body and 37.4% of the crimes against sexual freedom were committed to the
detriment of young people. Among the identified victims of trafficking, 57.2%
were persons aged 15 to 30, 48.8% in the case of rape and 22.8% in cases of
domestic violence.15

15

Nacionalna strategija za mlade za period od 2015. do 2025. godine. Retrieved on
05.11.2016. from: http://www.mos.gov.rs/wp-content/uploads/download-managerfiles/nacionalna_strategija_za_mlade0101_cyr.pdf
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harmed by a criminal offense (C.O.), which makes up a quarter of the total number of
victims. Girls and women are "a convincing majority among the victims of violence; out
of 9,325 as many as 6,348 victims of violence are female." According to the Ministry of
Internal Affairs statistics (2008-2013), from the total number of reported criminal
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Table1. Data on overall criminality of juveniles
C.O. of juvenile Charged
Indicted Convict
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Table1: Data on overall criminality of juveniles

1.640
2.290

Charged juveniles

Indicted juveniles

Convicted juveniles
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the beginning (2006 – 3,041) and the end of the period (2011 – 4,323), there
is a significant difference that can indicate the trend of increasing juvenile
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Statistical indicators on the overall juvenile delinquency fluctuate. In the first three
years, growth was registered (in 2008 there were 1000 more juveniles charged than in
2006), in 2009 and 2010, there was a decline in the number of criminal charges. However,
in 2011, the highest number of criminal charges was recorded during the observed period,
and when compared to the beginning (2006 - 3,041) and the end of the period (2011 Formal and Informal Reaction of Society on Security Risks in Educational Institutions ...
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4,323), there is a significant difference that can indicate the trend of increasing juvenile
delinquency.
An analysis of the number of indicted and convicted juveniles shows a
delinquency. An analysis of the number of indicted and convicted juveniles
similar trend when the number of criminal charges is in question.
shows a similar trend when the number of criminal charges is in question.
Table 2. Data on criminal offenses against life and body (juveniles)
C. O. Against Life
Charged
Indicted
Convicted
andC.Body
O. Against Life
Charged
Indicted
Convicted
2006.
436
309
212
and Body
2007.
318
2006.
436 432
309421
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2008.
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2009.
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582
381
279
2010.
482
278
208
2011.

582

381

279

Table 2:Data on criminal offenses against life and body (juveniles)
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Indicted juveniles

Convicted juveniles

- Charged juveniles
- Indicted juveniles
- Convicted juveniles
The latter chart shows more recent data on the overall criminality of juveniles,
where a significant decrease in the last analyzed year (2014) can be seen in relation to the
previous ones, and in all three categories, too (charged, accused and convicted persons).
Given all the shortcomings in statistical monitoring of the trend of criminality, this
information should be taken with reserve, which means that from this year alone it cannot
be concluded that there is a trend of falling juvenile delinquency.
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Legislator’s activities in terms of improving the normative framework for
crime prevention in school zones notwithstanding, many shortcomings remain. In this regard, in order to improve the current situation, the following
steps should be taken:
• Signing and ratification of relevant international documents in the
field of preventive activities;
• Harmonization of relevant national legislation with international obligations by passing new laws or amending existing ones;
• Harmonization of existing laws and procedures with the aim of creating a unique prevention system;
• Providing systems for monitoring and evaluating the implementation
of existing procedures.
In general, the main causes of criminality in a society are:
• weakened mechanisms of social control and individual conduct;
• Dysfunctional family relationships, abuse and neglect of children and
the use of violence;
• Exposure to asocial and violent role models in the family, school and
community, and through the media;
• Participation in delinquent groups and the occurrence of addictions;
• Socio-economic stratification, negative socio-structural changes and
decline in social values.
The most common area of preventive policing is juvenile delinquency.
So far, prevention programs have been undertaken by the Ministry of Internal Affairs, and the Ministry of Education, Ministry of Health, and Ministry
of Labor and Social Affairs, with the support of international organizations
(UNICEF, OSCE, USAID, DCAF).
However, in most cases, the programs have been implemented without
proper monitoring, evaluation and mechanisms to check the sustainability
of the program. The exceptions were the projects: “School without violence”,
“Give children a chance to change” and “School police officer”.
The main goal of UNICEF’s “School without Violence” project is to create a safe and stimulating environment for children.17 This project is being
implemented together with the campaign “I’m a Big Deal”. Through these
campaigns, UNICEF wants to promote positive conduct patterns and contribute to the prevention of peer violence in the school environment. To become
included in the project “School without Violence” means taking seven steps
17

Projekat „Škola bez nasilja”. Retrieved on 06.11.2016. from: https://www.unicef.
org/ser- bia/support_3041.html
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by the school to get this status. In this context, the importance of forming peer
teams should be pointed out as one of the steps aims at helping children learn
how to recognize conflict situations and to calmly resolve them, which is the
most important form of preventing violence among children.
Since 2002, the Ministry of Internal Affairs, in cooperation with the Ministry of Education, has been implementing the project “School Police officer”,
which aims to improve the security of pupils and school staff in educational
institutions.18 The positive outcome of the project should be pointed out – solving the problem of selling alcohol to juveniles, controlling the whereabouts of
school environment. To become included in the project "School without Violence" means
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The following chart shows the relationship between schools that have
school police officer and schools that do not have them. There is a clear distinction between 2010 and 2013 – there has been a significant increase in the
number of schools with police protection.
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Chart 2: Total number of schools with police officer and without them
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in school zones without a school police officer, while that number is approximately the
same in school zones with a school police officer throughout the entire period.
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Regarding the fact that the term security event is complex, that is, it covers various forms of manifestation, it is necessary to be more precise. To this
end, criminal offense and misdemeanor should be separated in view of their
violation character. The following chart presents security events in school
zones with a school police officer.
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Chart 4. Overview of security events in school zones
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School observation plan – the example
of Stari Grad municipality

The role of the police in preventing offenses in the school zone implies the
actualization of activities targeted at this goal. Regarding this, it should be
noted that making the observation plan for each school and for each school
year is within the jurisdiction of every police station. Among other things, this
implies making a security assessment of each school (primary and middle)
and for each school year separately. In order to ensure the accomplishment
of this task, the obligation of police stations to submit monthly reports on
security events on the premises of each school is established.
In this paper, the example of the Stari grad Police Station, i.e. the School
Observation Plan for the schools in the Stari grad Community is presented.
Some of the most important goals included in this plan are:
• creating contacts and establishing cooperation with the Department
for the Prevention of Juvenile Delinquency and the Department of
Narcotics;
• establishing contacts with school principals, teachers, and psychologists;
• control of high-risk persons and facilities (recidivist and serious offenders that live or stay in the vicinity of the school, any place where
violations of public order and peace occur, especially in school zones);
• control of persons registered as members of the “skinheads” or
groups of sports fans.
The accomplishment of these goals implies day-to-day patrolling, especially at the time of classes, controlling and legitimizing unknown persons,
examining persons and checking their luggage, along with checking the operational records.
Special attention should be paid to schools that do not have school police officers: before the classes start, during the breaks, and also after school.
In that sense, it is necessary to check out the courtyards where current and
former students gather together in cases when such gatherings disturb public
order and peace.
The goals that emerge from the School Observational Plan in the Stari
grad are:
• Prevention of criminal offenses and violations in school zones;
• Arresting offenders;
• Finding cases of criminal offenses – especially in school zones;
• Better education of children and parents on juvenile delinquency,
narcotics, and alcoholism.
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Finally, the importance of video surveillance in schools in the context of offense prevention in school zones should be highlighted. In regards to this, the
primary role is played by the police. New Belgrade is the only municipality in
Serbia that has an established command and security center.19 The Command
and Security Center of the Municipality of New Belgrade started operating in
March this year. In this way, all events in primary schools and kindergartens
in the territory of this municipality will be monitored by way of video surveillance. This is the first Belgrade municipality that introduced this system of
increasing the security of the youngest inhabitants.
The project covers 58 facilities: 38 schools and 20 kindergardens. Everything that is happening is monitored in the Command and Security Center, 24
hours a day with more than 350 cameras, and there is constant contact with
the police and fire brigade. During the day, specially trained personnel will do
the monitoring in order to be able to respond at any time. During the night,
all happenings will be recorded, and the recordings will be reviewed in the
morning, so, if necessary, police and other services will be notified.
The introduction of this system should be a step forward in the prevention of criminal offenses and the reduction of the number of potential incidents in schools and kindergartens in New Belgrade. In this respect, the idea
is entertained that all public places and facilities of public importance, parks,
playgrounds, and public parking lots are covered by video surveillance.
In any case, it takes some time to analyze the effects of introducing such
a system of video surveillance of schools and kindergartens in order to reach
a conclusion on its efficiency, advantages and possible disadvantages. Also, it
would be good that the example of New Belgrade is not the only one, but that
such a system be introduced in other municipalities, both in Belgrade and
elsewhere, because the analysis of the efficiency of a measure is not complete
if there is no more than just one example of its application.

19

Retrieved on 05.11.2016, http://www.blic.rs/vesti/beograd/otvoren-komandno-bezbedonosni-centar-na-novom-beogradu-video-nadzor-skola-i-vrtica-od/52nhh4
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Conclusion

In analyzing mechanisms for child protection and delinquency prevention, it is
necessary to start from the normative framework that should provide for these
goals. The latest legislative interventions and direct reactions to the wave of
moral panic related to pedophilia, child pornography, sexual violence, and harassment should in principle give positive effects. However, the very construction
of the text of the Draft Law on Amendments to the Criminal Code is such that in
this form it will not be able to achieve a positive effect since, as already shown,
it creates normative confusion. Any inconsistent standardization creates an additional problem of application of preventive measures, and ultimately it does
not allow the achievement of the primary goal, that is, the protection of children. In this respect, the actual state of juvenile delinquency should be taken
into account in order to make the implemented measures effective.
Bearing in mind that every normative framework lives only through its
practical application, it is necessary to point out the importance of police activities, especially their preventive aspect, which is manifested through the
police activities stipulated by the law, and through other activities which are
based on less formal but significant documents.
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THE IMPLEMENTATION
OF A SECURITY RISK REDUCTION
CONCEPT IN EDUCATIONAL
INSTITUTIONS

Summary
Security risk reduction is a contemporary concept used by international legal
subjects in their efforts to achieve a high level of security of citizens, primarily
with the help of civil society organisations. The concept has arisen from the
concept of disaster risk reduction which is used, on a global level, by the international community, states and local communities, and by whole societies,
as a part of their proactive approach, to mitigate and prevent adverse consequences of natural and anthropogenic disasters. The most important component in the development of both of these concepts is the education and security
risk reduction in educational institutions. The authors have tried to outline a
comprehensive approach to security risk reduction in educational institutions.
Along with their considerations on the disaster risk reduction concept, the authors have endeavoured to present current trends in research on security risks
related to violence, criminal offences and other kinds of security violations in
schools. The implementation of a security risk reduction concept in schools
requires knowledge and preparation of all important institutions of local community, from private and public sector, as well as participation of civil society
organisations, international organisations and international funds. During
recent years, security researchers have paid special attention to increasingly
frequent sexual harassment by peers and teachers. The concept of security risk
reduction relies on preventive and pre-emptive activities within schools, which
is in accordance with disaster risk reduction. Therefore, it is primarily about
the education and learning on security, i.e. security culture.
Keywords: educational institutions, education, security risk, risk reduction
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It is a general opinion that schools, i.e. educational institutions belong to the
group of the safest places for children, pupils and students, and that all kinds
of violence take place mostly outside school grounds. Based on statistical
data, overall crime rate in schools has decreased during past years. Nevertheless, gangs and drugs are still present in school settings and some, seemingly,
minor accidents often escalate during crisis situations (National Crime Prevention Council, 2003). To be more precise, all the incidents that take place
outside school grounds are often transferred to school facilities and tend to
endanger regular school activities. Along with endangering regular school activities, these events may instil fear in students and faculty.
Schools are faced with different challenges, risks and threats from different types of crime, antisocial behaviour, robbery and vandal behaviour along
with emergencies, natural and anthropogenic disasters. These occurrences
provide potential for more serious risks, which can influence the wellbeing
of students and staff. All these kinds of security threats are actually forms of
aberrant behaviour in young adolescents. The adequate risk assessment is
a crucial part in creating safe and secure school setting. In order to make a
high-quality risk assessment, it is necessary that it be performed by experts
and professionals, and that local community and school’s immediate surroundings become in charge of school security.
Crime prevention and training of students and staff on how to behave
in aggravated school conditions caused by emergencies and disasters represents an issue of the highest priority. It is far beyond student protection provided by technical devices used for surveillance and maintenance of regular
school educational activities, and thus disturbances caused by and threats
from robberies and different forms of damage and fear are to be prevented.
A detailed assessment of all risks is a vital initial step in proactive action and
creation of a safe and secure setting in educational institutions. The issue of
security during school classes must be paid special attention by the security
programmes of educational institutions (Department of Education and Early
Childhood Development, 2011). It is also important to pay attention to the
security of school grounds after school classes.
School location, design (architecture), present condition of all facilities,
along with current crime trends, number of entrances, presence or absence
of fence, relatively easy access to windows and roofs all influence and create
potential risks. Recognizing these elements is the first step in a risk assessment, since this is how the scope of the problem is defined and its importance
is underlined. One of the key elements that could contribute to the reduction
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of all risks is fostering good relations between school and its neighbourhood.
Support by local government is of immense importance for the development
of favourable attitude towards school and for the provision of informal surveillance functions.
Along with students and staff, parents must take part in creating peace
and order in schools, and together with their children bring their culture into
school environment. A number of schools provide the so-called “whole-day
classes” for children whose parents have to work. There are also numerous
governmental and non-governmental organisations which can contribute to
safer schools by their voluntary activities, donations, educational courses and
other forms of creative support for school activities. Thus, it is important to
underline that a number of different governmental and non-governmental
organisations, international institutions, local communities and individuals
must make effort and contribute to the safety of schools and educational institutions.

Security risks and educational institutions

Security risk can be explained as a potential loss of human life, change in
health conditions, threats to life, assets and services – everything that can
threaten individuals, communities or a whole society due to natural, technological, criminal and other dangers that threaten human life, assets, basic human rights, etc. Security risk reduction concept is a systematic and systemic
approach to identifying, assessing and reducing the above mentioned risks.
Security risk reduction concept tends to reduce vulnerability and risks from
threats to the security of a whole society in order to avoid (prevent) or limit
(mitigate the consequences and prepare how to respond) the negative impact
of threats to the security of citizens, with special emphasis on implementing
the concept of sustainable development. Security risks also include the adaptation to climate change, which is in accordance with the concept of disaster
risk reduction.
There is a growing body of evidence that students and pupils of all ages
can be trained to actively participate in securing their schools together with
their professors and other adults in their local community and minimize the
risks before, during and after potentially tragic events. School activities must
be connected with their local community’s activities, and integrated into the
overall education sector and policy. Common efforts of schools, local community and international organisations (e.g. ICEF) can create a single front
for empowering the endangered, thereby promoting not only school safety,
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but also children’s capacity to acquire skills to act independently. By launching different initiatives within schools, relevant and high-quality education,
as well as high-quality knowledge on potential security problems, can help
the endangered and marginalized communities acquire adequate knowledge,
skills and attitudes on local community and how to reduce risks. In this way,
pupils and students will be properly prepared and empowered to cope with
risks and find solutions to potential security problems in their environment.
All the schools should be provided with the adequate security measures.
Security is not only about measures and tools, it is about the attitude. In order
to provide the support by the staff, they should be included and actively participate in planning security measures. The entire school staff, both professors
and support staff, should be acquainted with security procedures. Security is
their common responsibility; it is the sum of all individual responsibilities.
Security and personal safety should be viewed from the risk management
perspective, i.e. they should be taken into consideration when taking steps
aimed at reducing possible losses and damage to the school facilities or harm
to individual members of the staff and students. It should include the security
and health protection plan (policy) for schools and always be on the agenda
of the local community authorities and parental meetings, even if there is no
urgent need for that. It should be constantly discussed by the members of the
local community.
Changes in considerations on security risks must be directed to and focused on individual perception of potential risks and security, and on changes
in security culture. In recent years, little has been done to increase the capacity of both staff and students to spot potential risks. It means that ongoing
changes must incorporate changed and updated security methodology and
standards, particularly and primarily in the areas surrounding schools, and
subsequently within school facilities. It is of vital importance to consider and
discuss security related issues pertaining to the school surroundings. Careful
consideration must be given to crime type and rate in the surrounding area.
It is equally important to analyse whether basic human rights are abused,
whether public order and peace are disturbed to a greater extent, or whether
they are faced with burglary, armed robbery, murder etc. The following step
implies that school social environment and context must be thoroughly studied, whether it is a poor area, elite one or a mixed one, etc. It should also be
checked if there are any objects nearby that may cause certain problems for
the regular school activities and disturb the staff and students, such as casinos, cafes or restaurants that are visited by individuals with criminal records,
etc. It is not to be underestimated if there are any important state institutions
nearby, such as police stations, military facilities, local community/municipality offices and buildings, etc.
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It should also be carefully analysed if there are any industrial facilities
in the surrounding area since they can cause serious health problems in students and staff. It is often neglected that some facilities belonging to pharmaceutical, chemical or nuclear industry, likely to be affected by accidents,
may endanger lives and health of students and staff. We are often faced with
a situation where illegal dumping and takes place near school facilities and
the authorities take no action to solve it. As far as the construction of school
facilities is concerned, these facilities are often old, in very poor condition
,and the debris can pose a threat to students. If any of the school facilities is
under construction, the absence of adequate security measures can create a
problem.20
The organisation of school trips is a separate security problem since it has
not been defined who is responsible for students’ safety. These school trips
are often improperly organised, which can have fatal consequences.21Beside
school trips, students’ safety can be endangered even during classes if safe
environment has not been provided.
Security risks to educational institutions refer not only to primary and
secondary education, but also to faculties, universities and other educational
institutions. In higher education institutions, security risks refer to the issue
of open and free access to university lectures and possible criminal actions,
even terrorist attacks. Thus, securing higher education institutions is of vital
importance for every state.

Disaster-related security risks in schools

Emergencies and disasters can disrupt school classes and cause psychological traumas. According to the UN Convention on the Rights of a Child, children
have the inalienable right, under all the circumstances, including disasters,
when faced with threats to their lives, to participate in decision-making processes that may impact their destiny (UNICEF, 2011).
Natural disasters are not incontrollable accidental events. Climate
change can influence the intensity and frequency of storms, cyclones, floods
20
21

An example of “Svetozar Markovic” Primary School in Novi Sad; in December 2011
few students suffered injuries when mortar fell off the wall and injured them during
school reconstruction.
An event that seriously disturbed Serbia occurred in October last year, when, during
a school trip in Budapest, a high school student from Sremska Mitrovica slipped off
the hotel window and died. Another example is a poorly organized school trip to a
monastery on Kablar, when a group of 100 students got lost and were in agony for
almost 3 hours before they were evacuated.
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and droughts. The impact of these disasters depends on the vulnerability of
people and their preparedness to cope with them. Building disaster resilient
communities help people adapt to climate change, which can reduce the effects of some future disasters. Numerous cases worldwide illustrate the fact
that children are more vulnerable to disasters, but, at the same time, they
can play important roles in facilitating efficient communication on disasters.
Quite often, children retell and apply the lessons they have learnt at school to
their family members at their homes (Action Aid International, 2011).
Disasters, no matter whether natural, technological or other, can destroy
everything that has been achieved in the field of education and slow down
further development of the education system. Hence, the concept of security
risk reduction, along with the concept of disaster risk reduction, as its integral
component, can influence the development of the education sector in general.
It is in the best interest of the education system of the country to integrate
security risk reduction measures into the education development plans. This
concept builds and strengthens education system in the long run.
Every country must develop its education system disaster protection
programme in order to achieve a high level of education system disaster resilience. Education system disaster protection programme must be based on the
Platform for Disaster Risk Reduction that was organised, for three consecutive
years (the latest one in November 2011) by Croatia. The Platform for Disaster
Risk Reduction, as a comprehensive document for disaster prevention and preemption in a country, is a process which includes all types of living and working
within a country, whereas the education is both a subject and object of security.
Subject of security refers to the need for continuous education of all civil servants on the disaster prevention and protection; while as the object of security,
school is a part of a complex security system which should be protected from
the impact of natural and other disasters and emergencies.
One of the most important prerequisites for the disaster prevention and
research is the training and education of both youth and whole community
population. To that goal, it is the education, as one of the pillars of disaster
risk reduction, which should be given special attention. The Global Platform
(UN document promoting disaster risk reduction concept and policy, and the
development of platforms by each member state) has defined that the education towards disaster risk reduction must play a key role within the process
of implementation of security risk reduction policy (UN International Strategy for Disaster Reduction, 2007).
The Global Platform has defined ways:
• To increase awareness of schools – teachers should undergo training and actively participate in quizzes and competitions on disasters, school contests on disaster risk reduction, campaigns for safety
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against disasters, and student training to enable them to become initiators and promoters of disaster risk reduction;
• To build a culture of prevention – the initiative includes the development of educational material on disasters, integration of disaster risk
reduction into school curricula or national education systems, the use
of alternative and/or new innovative ways of education for children,
youth, teachers and parents on the issues relating to disaster risk reduction, as well as the initiatives for children to train and gain experience in the activities in the field;
• To build safe school facilities – good practices include assessing the
vulnerability of school facilities, reconstruction of school facilities,
construction of schools resilient to earthquakes, slides, flooding, and
other disasters; relocation of schools from the high-risk zones, construction of new schools in low-risk zones (United Nations International Strategy for Disaster Reduction, 2007)
It is in the best interest of a country’s education system to integrate
disaster risk reduction measures and conflict prevention measures into its
education development plans. The concept of disaster risk reduction, and
consequently the concept of security risk reduction, helps build long-term
resilience of an education system. It is a fine line that connects humanitarian aid and development programmes that enable younger generations exercise their right to education. Improving education in the field of disaster
risk reduction and emergency planning is one of the most important goals of
the education system. Proactive approach to the education system during the
process of disaster risk reduction promotion in educational institutions is of
paramount importance. However, responsibility for disaster risk reduction
policy lies with the state authorities (UNICEF, 2008).
Standards must define minimal rules for school construction, bearing
in mind that schools belong to critical infrastructure. School facilities should
be built on a meticulously studied and checked location, which is not prone
to crisis, and which has been explicitly designated suitable for the purpose
and its construction should be overseen by national, regional and/or local
authorities. Besides, all new school buildings should comply with minimal
international regulations. The authorities must find organisations authorized to build schools independently, define the standards and offer technical
support and, if necessary, some guidelines for engineering and construction
measures and activities.
With the aim of preventing and avoiding loss of lives and injures of students, school buildings must meet some security standards. Buildings not
meeting minimum security standards must be replaced by new safe building.
The employed should:
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• Recognize the risks, at school premises and in the immediate neighbourhood;
• Provide resources resilient to fire and prepare evacuation procedures;
• Prepare resources for rescuing the injured during earthquakes, necessary equipment, material and means for protection from floods;
• Prepare early warning signs and communication systems in case of
storms, earthquakes and other emergencies (Ahmedabad Agenda for
School Safety, 2007).
During the 60s of the twentieth century, most projects of the World
Bank devoted to the development and construction of education institution facilities were managed by architects and engineers. Over time, this
‘hardware’ approach evolved to a ‘software’ approach, shifting focus onto
the needs of education process. Today, most projects are managed by the
education specialist and experts, while the World Bank still accounts for
the largest portion of individual investment in all loans for the construction
of school facilities (around 45% of all loans). Construction and building of
schools is greatly influenced by politics today. The World Bank invests in
building schools worldwide, and these schools are equipped with movable
inventory so that it could be relocated in case of emergencies and disasters, terrorist attacks, riots, etc. Many schools are still built without electricity, water, and sanitation facilities, and proper access to school buildings
for disabled children is almost unthinkable. Those are issues demanding
urgent attention by the donors funding school construction. To that goal,
there are some basic rules they should adhere to. These rules are, in a way,
‘lessons learned’
• If donors intend to build schools, they will do it in the shortest possible period;
• Everything that has been built, must be timely and adequately maintained;
• Modern technologies operate best during school construction;
• Schools must have proper sanitation facilities and drinking water;
and
• Participation of local community, state and civil society organisations
are crucial to cost reduction (Theunynck, 2003).
A comprehensive emergency and disaster management plan for schools
is organized into four management phases: prevention – mitigation, preparedness, response and recovery. The four phases of management lead up to a
successful and effective emergency planning. These successive phases help
create a comprehensive, plan-based environment and school in cooperation
with partners from local community, such as Public and Mental Health Insti-
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tute, emergency management services and other local agencies having expertise and resources to help before, during and after emergencies.
Plans should include everything necessary for their implementation and
maintenance: chain of command, roles and responsibilities of staff, students
and relevant partners; activities to be performed; defined parameters and
deadlines for each task; resources necessary to achieve certain results. These
procedures must be provided in writing and adequately conveyed to the staff,
students, families, respondents, and trained through mock drills and exercises.
It is important to assess the security and integrity of school facilities, as
well as weather conditions influencing the process of education in order to
provide safe and sound learning and teaching environment. Prevention implies that an action is to be undertaken in order to reduce the probability of
an event or crisis occurrence and may include already established communication procedures between the staff, parents, students and the media, but
it can also include a comprehensive threat assessment. The activities to be
undertaken in order to mitigate the impact of disasters on schools and their
immediate neighbourhood should eliminate or reduce the probability of the
loss of lives and damage to the assets.
Members of the school board and management should cooperate with
local community. Local community should be prepared to respond and implement laws relating to fire protection, to provide medical assistance, as
well to follow the procedures and protocols for evacuation, shelter and lockdown. Lessons learned on disasters illustrate the importance of developing
protocols and procedures, strictly and clearly delegating roles and responsibilities both to school staff and members of the local community. School
management should closely cooperate with local officials and partners in
implementing emergency plans and effectively and efficiently resolve the crisis. Proactive efforts of the school community in preventing (mitigating) and
during the preparedness phase should result in an efficient response. Before
declaring state of emergency, school officials should cooperate with their local colleagues and respond in cooperation with their partners so as to ensure
mutual understanding of their respective roles and responsibilities during
emergencies.
Only through close cooperation with their partners from local community, government officials and other stakeholders, can they provide the resources to help students and staff during the healing process, and to facilitate
reconstruction and rehabilitation of the facilities aimed at creating favourable learning and teaching environment. Schools together with their immediate neighbourhood must develop pre-crisis plans or emergency plans for a
complete physical/structural, emotional, business/fiscal recovery followed
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by the recovery of educational processes. Local community should develop
plans for short-term and long-term reconstruction and rehabilitation of its
schools, whereas the range of activities would depend on the scope of disaster impact. These plans must meet different needs of students and staff,
including the disabled persons and those with special needs.
The inclusion and participation of the school board members is of vital importance for the effective emergency management in schools and local communities. Disasters and crises occur suddenly, develop quickly and
emergency protection and rescue units are not likely to be in the immediate
vicinity of schools. Schools must develop and enhance their own capacity to
rely on (Emergency Response and Crisis Management Technical Assistance
Centre, 2011).

Daily security risks in educational institutions

Members of the school boards are usually occupied with their regular, daily
activities and duties, and they pay little attention to security issues and plans,
as if it were about publishing new books and organizing parental meetings,
unless they are faced with tragic consequences of disasters and socially unacceptable behaviour in their facilities,
Only by taking a comprehensive approach to security issues and personal safety, we can create safe environment and security culture which
will promote positive communication between students and staff, and thus
prepare all members of the school and local community for possible violent
incidents. Although no plan can prepare school absolutely for and protect
from tragic consequences of violence, there are some steps which can be
taken by schools to enhance school security and raise the security level prior to any possible incident. The following precautionary measures should
be incorporated into every security risk reduction plan for educational institutions:
• To conduct regular school security checks;
• To consider violence prevention programmes; state school system
should focus on mediation, problem solving and communication, as
well as on ways to manage emotions, particularly anger, but without
violence;
• To communicate with school security staff continuously; school board
and expert consultants should cooperate closely with school security
staff in order to identify students who have had certain problems in
school and who might need additional assistance and resources;
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• To assess what the unusual and non-traditional school activities that
may be offered to students are;
• To take interest in and discus different forms of violence, to attend
courses on violent acts in the state; to discuss how these and similar situations should be solved in their school and if the school plan
incorporates prevention measures or not; to take someone from outside the school on a tour of it; to build stable relationship with local
community; to meet other citizens and religious leaders in order to
discuss personal safety and security issues, and to talk about how to
include and engage teenagers in community work in a positive way
(Mayo, 2000).
Some basic rules have to be obeyed in order to preserve school safety.
Those rules include: efficient signalling (accompanied by adequate signs
stating the location and way the visitors should go when in school), school
entrance (there should be one school entrance and it should be guarded by
security personnel), gate leading to the school building (it must be equipped
with access control system, such as remote control electronic locks, or maybe
with digital locks),crime acts and other forms of socially negative and deviant
forms of behaviour in the school setting after school classes (which requires
a holistic approach, i.e. the combination of electronic and physical security
measures), the use of cutting-edge cameras, cooperation with local community, police and other security stakeholders (Bedfordshire County Council,
2008).
Money spent for the reconstruction or relocation of school facilities and/
or services, or for repairing the damage caused by vandal behaviour and different types of crime, as well as for the purchase of damaged or stolen equipment and for the repair of the damage caused by disasters can actually mean
less money that would be at the disposal of schools for their regular daily
needs. The damage to the assets and to the school property is the result of
vandalism/malicious behaviour, robbery and fire. High level of security is
achieved by the combination of physical, electronic and procedural measures.
However, neither enormous physical security nor electronic surveillance can
completely eliminate risks from attacks and vandalism, but overall enhancement of security measures would certainly reduce the risk from damage by
introducing rigorous sanctions and by instantly discovering the perpetrators.
However, all schools are actually different and all solutions must be adjusted to the relevant context. Robbery and intentional damage to the school
buildings occur mostly after classes. Security problems do come up even during school classes, during school work hours. Most of these problems can
be partially or completely resolved if there are clear procedures. Reception
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lounge (waiting room) for quests within the school should be connected with
the main entrance and located close to it. If the reception lounge is far from
the main entrance, the use of intercom or telephone system is recommended,
together with electronic surveillance at the entrance. In this situation, it is of
immense importance that the staff be able to see all the visitors at the reception lounge. This can be only achieved by the use of video-phone system for
data input or if the surveillance cameras are located in the reception lounge.
If there are no cameras, it is advisable to establish a school security committee or action team. Security committee or action team is a group in charge
of assessing the risk and security threats, and of developing action strategies.
They should introduce changes, facilitate school management and operations,
enhance security and assess possible outcome and performances. Formal research helps the action team to confirm or dispel their doubts about their
personal security and security of the staff and students, as well as to point
to some other issues they are not aware of. This is a process of identifying
the areas and aspects of school security requiring immediate improvement.
During the process of school security assessment, there are three types of
information that the action team, i.e. committee, should provide: current data
(statistics available at school, police or other social group or organisation),
survey data (attitudes of students, staff and parents towards school and safety) and the data resulting from the assessment (views on safety and security
threats arising from a detailed school environment assessment).
At the same level, it is equally important to establish a school disaster
management group to oversee and assess security risks and to design and implement security strategies. Disaster management group can consist of stakeholders beyond school personnel (businessmen and entrepreneurs), school
personnel, students, local community representatives and parents. The size of
the group depends on the size and complexity of school facilities and location,
The goals of the group might include all or only some of the following: consideration of different opinions ,making decisions on the actions to enhance security; assessment and monitoring of possible damage, and acts of crime; risk
assessment; monitoring the efficiency of the undertaken actions; possession
or acquisition of knowledge and expertise; continuous communication with
the school, students and personnel, and the organisation of the training for the
staff, and activities to raise the awareness of both students and staff.
In order to identify the immediate and potential problems, it is useful
to assess security risks. The different aspects to be taken into consideration
are: the type and scope of real and potential risks; it requires precise record
keeping of all the data related to previous incidents and how some potential
changes can influence school security; problems that occur, such as reparation costs; costs of potential losses due to e.g. the cessation of education.

Formal and Informal Reaction of Society on Security Risks in Educational Institutions ...

149

It is recommended that the design and location of each office or room
used by the staff provide them with the opportunity to talk to the visitors
and parents in privacy. The issue of security should not be neglected or underestimated at any moment. A far as the reception lounge is concerned, the
following is to be taken into consideration: chairs and seating order should
be organised so as to enable the staff to be close to the door and exit the room
quickly if necessary; panic alarm should be placed in an inconspicuous, but
easily accessible location; it can be connected to the main alarm system so as
to be connected to the local police station, or can be connected to the local
alarm in the nearest room or office (Zürich Municipal, 2009).
Abuse, intimidation and isolation are quite often present in schools.
These traumas can, at worst, reduce the level of self-esteem, and result in
poor school results and depression in students. Some students subjected to
different forms of maltreatment and abuse can avoid going to school, while
others, when exposed to violence, can respond by violent behaviour. Sexual
harassment is also present among students. It includes different forms, physical contact, gestures and rumour spreading. Victims often suffer from psychological traumas, resulting in low self-esteem and different forms of emotional
distress, and avoid attending school (Dwyer, Osher, 2000).
Although robbery rarely poses a direct threat to personal security, it can
influence people and their sense of security in schools. Consequently, students
and staff can pay less attention to their regular learning/teaching activities.
Guns and other types of firearms, luckily, can rarely be found in schools. Even
if it accidentally happens, they are rarely used. However, the very idea that
someone might possess firearms (or fear from firearms) can influence students and divert their attention from learning. Gangs and clans can increase
the tensions and violence in school setting. This problem is not limited just
to schools in urban environment; an increasing number of rural schools are
faced with it. School administration and management should react quickly
and define strict rules implying that gangs and clans will not be tolerated, followed by severe disciplinary measures.
Security in schools primarily refers to preventive measures influencing
and shaping social climate, such as conflict resolution programmes, ‘zero tolerance’ policy, violence prevention programmes, community service policy
and programmes. It is necessary to provide school facilities with so-called
‘hardware’ such as cameras, locks and lighting devices and clearly and consistently follow the operational procedures and communication plans (Trump,
2003). The research has shown that school security is best achieved if there
are clear security policy and action programmes in schools, systematically addressed and in accordance with real needs of students, staff, local community
and the very school facility. Schools that have implemented a comprehensive
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preventive approach to violence, designed and implemented plans based on
previous experience aimed at improving student performances, have significantly reduced student suspension activities and created more favourable
environment for learning/teaching activities and boosted morals of the staff
transforming schools into safer places to live and work in.

Conclusion

Given that educational institutions belong to the group of critical infrastructure objects, they are often targeted by criminal activities, robbers, often used
for illicit drug distribution and susceptible to emergencies and disasters. A
comprehensive security risk reduction concept, which is the latest disaster
risk reduction concept, has been implemented.
Along with creating a favourable security environment and defining clear
rules and procedures during classes and after them, it is equally important
and necessary to bear in mind security issues and problems which might occur during the school construction process, from its very beginning till the
end. To that goal, security risk reduction concept is useful for the prevention,
mitigation and neutralization of the impact of security challenges, risks and
threats.
Alongside with organizing private security within school facilities and
with training students to reduce tensions so as not to provoke violence and
maltreatment, it is important for students to learn actively, through different
forms of seminars, workshops, etc., about security and security culture. Students and staff should know how to respond adequately to natural and other
types of disasters, how to cooperate with local community, state security actors and international and non-governmental organizations.
School security risk reduction concept has been derived from the disaster risk reduction concept which has been devised by the UN in order to
influence its member-states and encourage them to prevent or mitigate the
impact of natural and other disasters on all their citizens and global human
community by a responsible preventive policy. The centrepiece of the policy
is dedicated to the education aiming at increasing security culture, and serving, at the same time, as one of the major goals of the disaster risk reduction
policy which is at the core of security risk reduction concept.
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Božidar Banović
Aleksandra Ilić

MEDIA REPRESENTATION
OF SECURITY RISKS IN SCHOOLS

Summary
The authors examine the media representation of security risks in schools,
analysing reports from selected printed media sources over a five-year period.
Media puts their focus the most on school violence as a security risk, but also
exaggerates, shaping a misinformed public opinion. On the other hand, there
are security risks analysed here, which were rarely represented in the printed
media, although they may pose a greater threat to school security. The media
are also interested in how security issues in schools could be resolved, which
is why they give a lot of significance to the role of school police officers. The
printed media also discusses the effectiveness of private security, video surveillance and other technological means of protection in schools.
Keywords: media, security risks, schools, violence, school police officers

Introduction

The media are undoubtedly dominant in shaping public opinion on all important social issues, including security. School security is a current topic which,
consequently, attracts a lot of public interest. Some of the latest criminological research indicates that four fifths (80%) of citizens form their opinion on
crime in general, and on its specific forms, based on the information obtained
from the media (Ignjatović, 2009). This could also be applied to the way citizens form their opinions on all important social issues, and school security
is, certainly, one of them. Most stereotypes and erroneous interpretations of
certain aspects of social phenomena stem, largely, from their media representation. This is why it is necessary to examine the mechanisms employed
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by the media, so as to process information about social events, with special
emphasis on whether the media representation of the range and character of
these events differs from their real proportions, and whether they are, therefore, being distorted. The same goes for the media representation of security
risks in schools.
It could be argued that numerous media reports are produced as the
need for sensationalism in reporting on current social issues. When reporting
on school security, the media mainly puts their focus on the violent behaviour
of students, thereby vastly exaggerating the issue. This is, however, only one
view of school security, which is a far more complex phenomenon that needs
to be studied from all perspectives.
The aim of the current study is to analyse a selection of printed media
reports on security risks in schools. Although there are numerous security
risks, it is noticeable that media are interested in school violence the most.
The media puts too much focus on this issue, clearly neglecting other factors
that could jeopardize school security. This paper will, therefore, first critically
examine media reporting on school violence and highlight how this issue has
been exaggerated. It will then examine the media representation of other security risks and point out how certain risks are ignored, although they could
pose a much greater threat than violence, which always receives a great deal
of public attention. It is difficult to provide a list of all possible security risks,
because the circumstances concerning security differ from school to school.
One thing is certain: the availability of alcohol and illegal drugs to schoolchildren is a universal issue and a considerable security risk, along with the availability of weapons or other dangerous items and their use in schools.
We should, nevertheless, bear in mind that the media has a particular
way of reporting on security risks. In public, different ways to resolve security
issues are more frequently discussed than their cause, thus, the significance
and role of school police officers, the need to engage the private sector and
introduce surveillance and other means of protection have received a great
deal of attention. Therefore, these different ways of resolving security issues
in schools will also be discussed in this paper.

Media coverage of security risks in schools

We analysed how the media reports on security risks, by examining articles
which deal with this topic. They were taken from daily newspapers Blic,
Večernje novosti and Politika – published between 2006 and 2011.

Formal and Informal Reaction of Society on Security Risks in Educational Institutions ...

School violence as a security risk

155

School violence is a phenomenon which is increasingly grasping public attention. For many years has the issue’s alarming range and the need to tackle
it been discussed. Although it is only of the numerous security risks in educational institutions, school violence has received the most extensive media
coverage. It is a phenomenon which can be observed and analysed from many
angles.
On the one hand, it can refer to violence whose perpetrators are solely
students, and these cases are particularly interesting to the media who have
coined a particular name for that form of violence, the so-called – peer violence. Of course, violence involving young people/children does not always
occur in schools, but if it does, it causes an emotional reaction of the public.
There are numerous stereotypes and misconceptions associated with peer
violence. Misrepresentations of this issue in the media, especially in cases
which involve judicial proceedings, do not contribute to its resolution; therefore, other solutions should be thought of and we must always bear in mind
that the protection of minors is a priority.
On the other hand, there are some situations where adults can also take
part in school violence. These can be teachers, other staff members, parents, former students (mostly former secondary school students who were
known to engage in inappropriate behaviour and have unresolved issues with
schoolmates or teachers). In this respect, the media often focuses on conflicts
between resentful parents and teachers, which provides us with a new perspective on the phenomenon. Since attacks are becoming more frequent,
teachers, especially those in Belgrade secondary schools, fear for their safety; so, in 2008, they requested the status of public servants. They also have
complaints regarding the parents and have proposed that they are prohibited
from approaching the teachers at the end of the school year, when many of
them insist on having their children’s grades altered, threatening the teachers
or even physically assaulting them (Novosti, 17 April 2008). The inefficiency
of the existing system of punishment has been underlined, where the most
severe form of punishment for students is receiving the lowest grade for their
conduct – 1. At the same time, this grade does not count towards the students’
overall grade point average, so it is understandable why such a form of punishment for misconduct does not have an adequate preventive role.
Nevertheless, can the issue of violent behaviour in schools be mitigated, if teachers are granted the status of public servants? Teachers are neither passive participants in the educational process, nor silent observers of
events that take place in schools. Their role is to guide educational activities
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in schools. If teachers are too lenient with their students, they cannot expect
to receive respect from them. It is already familiar what could be allowed, and
what should be sanctioned (Novosti, 28 June 2009).
Although violence is generally a major issue in all societies, including the
Serbian one, it is necessary to underline certain exaggerations linked to it.
A part of the blame regarding how minors’ views on violent behaviour are
shaped, should be attributed to the media. In public opinion, no age group
is more associated with risk than “the youth” (Tompson, 2003). Newspaper
headlines constantly warn of new dangers arising from the deterioration
of moral principles, while television programmes reiterate this narrative in
sensationalist documentaries. When such headlines and sensationalist programmes are accompanied by ambiguous videos that have, for example, been
uploaded to YouTube and allegedly clearly show bullying where minors were
perpetrators, it becomes clear to most of those who see these videos how
alarming the issue of peer violence is. Since these are, in most cases, unknown
situations to the authorities, with publishing these videos comes the danger
that their response will be affected by them. Although the media will not disclose the identity of the minors involved in an incident, their identity can, in
most cases, be determined by using circumstantial information, such as the
name of the school where the incident took place.
Contemporary sociologists, who have demonstrated that the media regularly promulgates and arouses concerns about the “pathological” nature of
younger generations, also have a role in the analysis of the moral panic issue
surrounding youth violence created by the media. There is a vicious circle
of media-driven concern, which constantly reminds us that younger generations have a dark side, and that this violence, most likely, stems from the
disillusionment of our progeny – the spectacle of the ‘youth problem’ (KiddHewitt, 1995). This is why a regular argument or fight among schoolchildren
can be characterised as “an attack”, which turns children into victims. Teasing
is, most certainly, hurtful to those who are exposed to it, however, today it
seems to have vanished as everything is considered to be abuse, “mobbing”,
which when categorized like that can inflict lifelong damage to a child (Laš,
2007). Being noisy in class, making fun of the adults, unruly behaviour in
physical education classes and outside the classroom, stealing and freshmen
mischief are certainly not recent patterns of behaviour. A school has never
been, including the past few decades, a quiet place. In the past, however, both
deviant behaviour and violence were somewhat better controlled and easily
limited, because teachers knew how to distinguish between “ritualistic” disorder from perilous disorder and between attention-seeking noise and real
violence. The teachers were able to decipher and “read” their students (Mucchielli, 2008).
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The question is, to what extent are today’s educators capable of tackling school violence, not simply because times have changed, but because of
the lack of their willingness and motivation to resolve the issue. This is why
every unfamiliar situation tends to be labelled as alarming, even if there is a
way to resolve the issue within the school where it has occurred. The media
mostly ignores this side of the story, either portraying teachers as entirely
innocent victims who have come into conflict with students in higher grades,
or pillorying them, if they dare pull a younger student by the ear, even if this
is an educationally neglected child and is, therefore, very difficult to manage.
In both cases, these situations are presented as catastrophic ones and it is
insisted upon a repressive solution to the problem, which contributes to the
creation of moral panic. Creating moral panic will not contribute to the resolution of these issues and will, instead, make them more prominent by portraying minors as socially deviant. In fact, it highlights deviance, because it
dissociates, more and more, the image of the perpetrators from the image of
“normal” members of society (Howitt, 1998). This kind of inaccurate representation of minors, by the media, also affects the response of the relevant authorities, who then adjust their actions to demands of the public. In this case,
we will face a more serious issue of protecting minors from disproportionate
responses of the authorities, in those situations which could be resolved by
using other, less repressive means.

Media representation of other security risks in schools

Our analysis of printed media articles revealed some factors that could pose
security risks. These risks do not entail violence per se, but are usually indirectly linked to it. It is usually only after violence has occurred in a particular school, in the school yard or in its vicinity, that the society becomes
concerned with the level of school security. In those cases, various social participants – politicians, NGO members and others – comment on the issue of
school security, while the media tend to indiscriminately report their statements, which regularly overemphasize the issue and contribute to the creation of moral panic.
Which security risks does the media report on, i.e. to what extent do they
even report on different security risks? It seems that identifying these risks
is, by no means, an easy task, given that they are often reported on as part of
a larger story which deals with how to enhance security in schools. The media highlights the role of school police officers and various means of physical
and technological protection, as discussed previously. These reports are all
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prompted by school violence. As the media does not report on security risks
explicitly, the way the reports are analysed needs to adapt accordingly. At this
point, we will discuss certain security risks that can be identified in this way.
Situations where students bring firearms, ammunition or other dangerous items to schools represent one of these security risks. This is a complex
issue, not only limited to the necessity to improve the surveillance of students
upon their arrival to the school, but also implies a series of other questions,
such as why are these items not seen by the parents or other family members,
because, the matter of fact, such things should not be available to children at
all. School security can be at risk if, for example, a child finds a firearm because other members of the household have not restricted access to it. Such
items fascinate children and the desire to brag about them to their schoolmates could result in a tragic outcome, often as a consequence of children’s
thoughtlessness and their lack of awareness of the danger it entails – even
carrying, for example, a gun without the intention to use it.22 The media occasionally reports on this problem, relating it to the role of the school police
officers, due to unrealistic expectations that their presence could deter students from bringing firearms, knives and similar items to school. Although
the presence of school police officers can be a deterrent, it would be misguiding to think that it could completely resolve the issue. School police officers
can react if they notice that a child is carrying a weapon or a similar dangerous item, but they cannot search students’ backpacks preventively (Blic, 4
February 2008). The same applies to private security, whose authorizations
are not clearly defined. Video surveillance is, also, limited and cannot detect
when someone brings a dangerous item to school, so once an incident occurs,
cameras are not of much use.
Various hospitality facilities and shops in the vicinity of schools (which
offer not only food, but also alcoholic beverages to students), green markets,
hotels, parks, bus and railroad stations, can also pose security risks. These
places attract a large number of problematic individuals, prone to crime and
misconduct, prone to abusing psychoactive substances, loitering, begging and
gambling, as well as pickpockets, prostitutes and other individuals, who with
their example influence minors in a negative manner (Politika, 22 July 2007).
The availability of alcohol and drugs in the proximity of schools, in their im22

In the “Rastko Nemanjić” primary school in Nova Pazova, the fifteen-year-old V. S.
shot himself in the left palm, in the changing room during a physical education class,
when he took a gun from a schoolmate and pulled the trigger, unaware that the gun
was loaded. The gun was brought to school by the fifteen-year-old B. S., who allegedly wanted to sell it. The boys were playing around with the gun, looking at it and
pretend-shooting when the gun fired and hit V. S. in the hand. Blic, 4 February 2008.
Ebart Archives – Media Documents.
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mediate surroundings, and even on the school premises, is a major security
risk. Drugs are much more prevalent among schoolchildren than what is suggested by the newspapers. Children are, most commonly, used as drug dealers
and the last link in the supply chain, because they can easily attract other children and pull them into the world of drug addiction.23 School police officers
and private security have made schools a safer place. Nevertheless, this often
just removes the problem from the schoolyard into another setting. Problematic individuals simply retreat to parks, nearby alleys and playgrounds, where
they continue to target schoolchildren more and more. This raises the question of how to protect children while they are returning home from school
(Blic, 27 January 2010). Video surveillance has, also, had a positive impact on
mitigating drug-related issues – according to the principals of some schools
with video surveillance, they no longer come across syringes in schoolyards
(Blic, 3 September 2011).
The more frequent use of information technology’s achievement, mobile phones, computers, etc. also present a unique security risk. The rise in
the number of mobile phones used by students has resulted in a new type
of criminal behaviour among children of all ages – the so-called electronic
violence. Ordinary text messages have been replaced by provocative content,
threats, blackmail and various inappropriate offers. It is “a hit”, as children
would say, to record almost anything that goes on inside the school and in its
surroundings – from pranks to incidents involving schoolmates, sexual intercourse and violence (Politika, 7 March 2008). Once it is uploaded online, this
content becomes available to the general public. Often, screenshots from provocative videos of nude schoolchildren appear on the covers of daily tabloids.
In some extreme cases, this can constitute a criminal offence – displaying pornographic material and using children for making pornographic material and
taking unauthorized photographs (Politika, 7 March 2008). This brings up the
question of whether banning mobile phones from schools would resolve this
growing issue.
Unfortunately, violent incidents involving schoolchildren are more frequently being recorded with mobile phone cameras and made available to
an unlimited number of people online. It seems that the very possibility of
recording an act of violence spurs some children to do commit it. Is this really
the case and would imposing limitations help mitigate school violence?
23

The prominence of drug abuse is so high that the police arrested two drug dealers
in the schoolyard of a secondary school in Palilula, Belgrade. The police arrested and
handcuffed minors who were selling drugs to their schoolmates. They were carrying
fourteen packets of cannabis. Novosti, 17 April 2008. Ebart Archives – Media Documents.
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In the end, we should also address “bomb threats” i.e. false anonymous
tip-offs regarding these threats. In 2010, bomb disposal units conducted over
fifty searches for non-existent explosive devices in schools, which accounted
for over 50% of such tips. Bomb threats are always a justified reason to cancel classes and, according to administrators, they mostly occur on those days
when tests or oral examinations are scheduled (Politika, 6 November 2010).
All tip-offs received so far have been false, but certainly not without consequences: classes have been cancelled, the educational process disrupted,
children have waited in cold weather and rain for bomb disposal units to do
their job. While these are not real security risks, they are circumstances that
disrupt regular school activities.
Finally, we should, also, examine how security risks are regulated, which
has also been reported on in the printed media that we analysed here. Safety
and security rules, which apply for all schools, require institutions to continually cooperate with the Ministry of the Interior in order to protect children
from violent groups and individuals. So as to be able to do that, educational
institutions must file a request to the authorities to have a school police officer assigned to them. They are also required to cooperate with municipal
services to ensure that schoolyards have adequate lighting and to protect
children from stray dogs. To increase security, some schools have introduced
ID cards for students and employees. Almost all regulations require students
to conduct themselves in a courteous and appropriate manner and respect
their peers; students are expected not to run, slide down the banisters, participate in or provoke fights. The regulations also promote the role of parents by
anticipating that student disputes are resolved peacefully, in a spirit of goodwill, and with the help of school staff, form teachers, advisors, principals, etc.
(Novosti, 12 February 2010).

Media representation of school police officers
and their role in security risks management

Since 2002, Serbia’s Ministry of Interior has been working with the Ministry
of Education and Sports on the “School Police Officer” project, which aims to
improve the safety and security of students and school staff in educational
institutions (Politika, 22 January 2007). If we consider how school police
officers, whose role and significance in decreasing security risks have been
discussed in the media for many years, are represented in the media, we can
conclude that the insufficient numbers of these officers and their limited authority in resolving security issues are treated as a security risk itself.
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Since their introduction, school police officers have been regarded as entirely synonymous with school security. The reality is obviously different and
it is misguiding to expect that one person, even a person in a uniform with
a certain authority in resolving security issues in schools, can make schools
safe.
How did, exactly, the media report on the role and significance of school
police officers? Over the whole period analysed here, they insisted on the
need to assign a police officer to every school and quoted promises from various officials that the idea would be put into practice. However, this has yet
to happen. In the first year we analysed (2006), the media reported on the
number of school police officers provided by the Ministry of the Interior, following a study conducted in cooperation with the Ministry of Education in
the most vulnerable schools in Belgrade, prior to the start of the school year
of 2006/07. In late September 2006, 232 school police officers covered 535
schools, out of which 319 were primary and 216 secondary schools (Politika,
22 January 2007).
The discrepancy between the number of officers and schools was attributed to financial issues. At the same time, the results of the project, achieved
by that point, were assessed and certain conclusions were drawn. The success achieved in tackling alcohol sales to minors, controlling the presence of
alcohol and drug abuse in schoolyards, and the school police officers’ success
in approaching students and gaining their trust and, consequently, in having a
positive impact on preventing conflicts among students, were all highlighted
(Blic, 13 September 2006).
Two years later, in 2008, the importance of assigning a police officer to
every school was still in focus, with emphasis on the need for these officers
to receive special training, which was approved by the parents, principals
and teachers. Three years later, however, the situation remained virtually unchanged. According to the latest data, 131 police officers were in charge of
maintaining school security in 293 Belgrade schools at the beginning of the
school year of 2011/12, with approximately one police officer in charge of
two schools (Blic, 3 September 2011).
In November 2008, Blic newspaper conducted a rare investigative journalist research on the topic “How can school security be improved?” The results revealed that teachers, children and parents trusted school police officers the most and found their very presence reassuring. With these results
and the well-known public opinion about the significance of the school police
officer in mind, the Ministry of the Interior proposed some ideas on how to
deal with the chronic lack of school police officers. One way was to hire retired police officers, another to recruit young people who had just finished
secondary school. They would undergo police officer training and the extra
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advantage of this idea is that they would be closer in age to the students, so
their issues would be more familiar to them (Blic, 19 November 2008).
Why does the presence of school police officers have a reassuring influence? Is it simply their uniform or is it something else, given that their limited
authority certainly does not allow us to claim that they can resolve security
issues in primary and secondary schools. This effect is more likely due to a
psychological, subjective feeling of security, which does not mean that schools
are truly safe. Having a police officer in every school can be considered a utopia and, it might not be a good idea, because school security would definitely
be reduced solely to the activities of the police. The school police officer, along
with physical security and video surveillance, should only be additional support in creating a safe school environment (Politika, 31 October 2008). Too
much reliance on the school police officer can create a false perception of
school security and draw attention away from the important fact that schools
cannot be safe unless good interpersonal relations are developed between all
those who are involved in the educational process – staff, students and their
parents.
The media has also had a role in shaping the false perception about the
role of the police officer, creating the impression that a school which has a police officer is safe in every way and that other aspects of security do not need
to be addressed. If violence breaks out at a school that does not have a police
officer, the incident will be attributed to the absence of the officer and the
real causes will be overlooked. The real issues, such as poor communication
between students and teachers, the lack of teacher authority and their unwillingness to tackle issues, are disregarded. Media articles also sometimes
note that police officers are in charge of security around schools, not inside
the school where issues need to be resolved by the staff, while the police are
there to help if major issues arise (Blic, 13 September 2006).

Media representation of the importance
of different physical protection measures
and technologies in security risk control

As the realization that having one police officer per school was unrealistic,
had set in, the media increasingly turned to the significance of private security and the need to introduce video surveillance and other school security
technologies. This was also the result of a more realistic understanding of
the role of school police officers. In that case, we can mention the analysis of
school security in Belgrade schools, conducted in 2008 based on reports from

Formal and Informal Reaction of Society on Security Risks in Educational Institutions ...

163

principals of primary, secondary, special and music schools. These reports
served to highlight two aspects of school security. The first referred to physical security and security technologies such as, for example, sufficient lighting
on school grounds, fences as a form of protection, video surveillance, private
security, etc. The second referred to communication i.e. cooperation between
teachers on one side and students and parents on the other (Blic, 19 February
2008), which represents an important part of enabling a safe school environment as we have already mentioned. A lack of cooperation between the two
parties could, therefore, be considered a security risk in schools.
In 2009, the city of Kragujevac examined the state of school security
and made plans to improve security for students. The idea that all schools
in Kragujevac could adopt certain security standards, which were formulated based on the experiences of the US National Security Service, was put
forward. These standards were strict, but formulated in such a way which
has everyone, from administration to parents and students, following them.
They included: close access control of school entrances during classes, having teachers and police officers carry out supervision duties, installing cameras, installing lockers for students to prevent the theft of valuables, and even
metal detectors, which would prevent students from bringing knives or metal
bars to school. These were only some of the conditions that schools in Kragujevac had to fulfil so as to be declared safe and secure. The Safety Council and
the police in Kragujevac designed a survey with over a 1000 questions for
principals, so as to determine which schools were safe and secure. On the first
day of the following school year, the Council was supposed to begin monitoring nearly everything from school surroundings (traffic, road and access to
schools, fences, video surveillance) to the schedule organization in schools.
However, as the printed media, which we analysed, had not followed up on
the story, we are not certain if the idea was ever put into practice.
How much does the introduction of different physical protection measures and technologies have an impact on managing security risks in schools?
Newspapers have reported that, unofficially, around one third of Belgrade
schools have private security (Blic, 3 September 2011). Some schools, which
share a police officer with other schools, also have private security, but both
the school and the parents, who pay for the additional security, need to
agree to hire it. On the other hand, according to newspaper articles, video
surveillance is very significant in security risk management. In this sense,
several municipalities in Belgrade have gone the furthest in implementing
this form of protection. In 2006, the municipality of Palilula implemented
a project introducing cameras in schools and kindergartens with the ultimate goal of launching a monitoring centre in the municipality’s offices and
having schools and kindergartens under video surveillance round the clock.
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The aim was to enable the police to continuously monitor schoolyards, but
also to react rapidly in case of an incident (Novosti, 20 February 2008). Students and teachers in primary schools in the municipality of Savski venac
have also been protected by video surveillance since March last year. The
police station of this municipality has set up a control room where an officer
monitors all primary schools in Savski venac via more than 36 cameras and
responds immediately when the need arises. The same system should be introduced in the municipality of Stari grad in September, and the city’s plan
is to have surveillance installed in schools from other municipalities too;
one third of Belgrade schools does not have video surveillance (Blic, 10 May
2011). The police in the municipality of Zemun have also obtained a monitoring room and a surveillance network that covers ten schools. Schools in
the municipalities of Novi Beograd and Vračar also have video surveillance
(Blic, 3 September 2011).
The question arises whether surveillance cameras can be used to resolve
security issues and manage various security risks in schools. Newspaper articles reveal different attitudes towards the effectiveness of introducing such
protection systems in schools. On the one hand, they note the positive effect
that cameras have had in reducing various types of crime. For example, in
the “Arčibald Rajs” primary school, the adoption of surveillance has entirely
eliminated the previously frequent incidents which left the façade vandalized, windows and doors broken and had students engaging in fights (Novosti, 20 February 2008). On the other hand, there is the opinion that video
surveillance is a poor investment, because schools do not have the mechanisms to punish perpetrators even when they catch them in the act. The lowest grade for conduct (one) is the most severe punishment at their disposal,
but given that this grade does not count towards the students’ grade point
average, sometimes even students with top grades are undisciplined (Novosti,
20 March 2008). If the perpetrators are younger than fourteen, they have no
criminal liability and cannot be prosecuted, even if they have committed a
crime which would entail criminal liability if they were older. It is, therefore,
certain that video surveillance has the largest influence immediately after its
introduction, when those, who know they will be filmed by a camera, adapt
their behaviour. However, if the system of sanctions is inefficient, the positive
effect will soon be reduced and even nullified. Cameras cannot replace teachers who need to monitor and control students as well. It would be dangerous
if they thought they no longer needed to do so and they cannot allow the concept of Big Brother to become a rule. Cameras cannot be placed everywhere
and there are always ways to “trick” them. On the one hand, video surveillance is an effective deterrent of unwanted behaviour inasmuch as students
are aware that they are being monitored. On the other, cameras have a limited
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viewing angle and if students want to engage in unruly behaviour, they will
choose a “blind spot” (Politika, 18 November 2009).
As there are unrealistic expectations in the case of school police officers,
too much is expected of private security and video surveillance. The media
has examined this issue to an extent. A 2009 article in the daily newspaper
Novosti pointed out that the number of police officers and security personnel
guarding school entrances, video surveillance systems and violence prevention programmes had never been higher, but that the overall impression was
that the number of incidents had never been higher as well. This raises the
question whether all these measures are counterproductive and ineffective,
and whether violence has escalated in recent years (Novosti, 28 June 2009).
What is certain is that these protection measures cannot eliminate security
risks – they merely help manage them better, because even various protection
measures are not sufficient in some situations.

Conclusion

Security risks in schools are a complex issue, which needs to be addressed
in a comprehensive way. This is an important social mission, whose every
aspect needs to be taken into account. School violence is by no means the
only security risk in schools. Anything that can pose a threat to the safety of
students is a risk, and all those who have the students’ best interests in mind
need to be aware of this. It is not possible to tackle security risks in schools
successfully without identifying them first.
It is of utmost importance that the schools become safe and secure places, capable of addressing even those issues that involve the use of violence.
A timely and appropriate response to problems, before they escalate, is the
only way to tackle them and prevent graver consequences such as criminal
offences. This requires a sound strategy and an active participation of all the
parties involved in working with minors, such as teachers, school counsellors,
psychologists and others. Students are also a crucial part of this process, and
their parents should become aware of their role in the matter as well. Finally,
we must not forget the significance of launching a media campaign which
would support these strategy.
The media and other representatives of civil society also bear a great
deal of responsibility when it comes to ensuring this type of protection. They
need to consider the impact of ill-advised public statements, on the development of children and young people. It is particularly dangerous to associate
young people with violence and insist on this in daily media reports. Instead

166

Security in Educational Institutions in Serbia

of reporting on the “alarming” data on the range of the issue, there should be
discussions on how to protect young people from violence and other security
risks.
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CIVIL SOCIETY’S RESPONSE
TO SECURITY RISKS AT SCHOOL

Summary
Non-governmental organizations, professional associations, the media, religious
organizations and religious groups, local initiatives for community development
and other collective participants of the civil society, are regularly included to
help design and implement the programs and projects that identify and solve
problems of vital importance to a society. The purpose of this paper is to analyze
and assess the role of these increasingly important participants, both globally
and locally, in the search for, preparation and creation of the response to security
risks in a school. According to the availability and openness of the source of finance, the results of the project and program activities, with the evaluation of the
relevant institutions, will be included with the analysis of the Republic of Serbia
and reflected through some foreign experience in this particular field.
We tried to show how the mentioned organizations are innovative, efficient, and
transparent and how they contribute to the strengthening of the civil and social
infrastructure, which along with timely and responsible work done by the state
institutions, should provide more secure and safe school environments.
Key words: civil society, security risks, school environment

Introduction

The contemporary understanding of the civil society concept can be seen in
two ways. According to the first one, it is determined through the economic
activity (the field of material life reproduction), while according to the other
one, it is determined through the political significance (and it implies the
concern for the greater good) where the gist of the civil society is linked to
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the plurality of the association (Paunović, 2006). It is exactly because of this
other domain of the civil society that it is seen as a non-military, amateur and
civilized society, which was elevated to a certain civilization degree of free
people, and based on respect of basic human rights and civil freedoms, tolerance, democratic republic, rule of law, along with the economic, social and
political pluralism.
Trying to determine, through various sources, at least a close number of
civil society organizations within the Republic of Serbia, we encountered an
issue, as there are no synced records of them. Namely, the structure of the civil
society is heterogeneous, fluid, and many organizations shut down right after
being entered in the records, thus, the records become old very quickly and
competent institutions are not able to update their database in a timely manner.  In this particular case, the civil society is analyzed from the point of view
of non-governmental and non-profit organizations (citizens’ associations and
foundations), youth organizations, youth council offices, not including other
participants of the civil society in the analysis. Apart from presenting their
work and activities, we have included some quantitative data, in advance being reserved towards the possibility of a 100% precision and truthfulness. 
The point of this paper is to analyze and estimate the role of the increasingly important participants in the developing civil societies, and to also
make sure schools are more secure and safe. Taking into account everything
that was already said, the following text will give general guidelines on the
civil society, on how it should be defined, how it acts, the interest to security
subjects and it will give an outline of the situation in Serbia with numerous
examples. Special emphasis and attention will be given to the security of children, school safety, along with the examples and ideas for resolving those issues, provided by these organizations.

	

	

For the necessity of this paper we have partially leaned on the record evidence of the
CRPS and APR, with no success of getting adequate information and reports from
the Statistics Bureau, and we partially used secondary sources (from the literature)
which are often unclear, incomplete and do not quote the relevant institutions. The
problem occurs because the content of a civil society consists of various organisations, associations, media, syndicates etc, which also do not have a unique and consistent manner of keeping records.
As we have determined from the literature, most of the research was based on the
Internet-search. If we take into account that one third of civil society organisations
does not have access to the Internet, the research teams are not able to get a truthful
image when it comes to the actual picture and scope these organisations quote in
their programs and strategies.
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The sector of the civil society is part of the conceptually complex social territory which is found outside of the market and the state. Despite its growing significance, civil society organizations in developing countries (this includes transitioning countries as well) are still not understood or accepted
completely. This means that not even basic descriptive information on these
institutions – their number, size, scope of work, funding source and political
framework – is available systematically. The civil society sector encompasses
various organizations, such as country associations, religious institutions,
human rights organizations, business and professional associations. As such,
the all-encompassing and understanding role and importance of the civil sector still has a great lack in the materials, especially in the context of less developed countries.
The concept of the civil society stems from Ancient Greece, but the modern idea of it appeared in the 18th century, under the influence of the political
theorists from Thomas Paine to George Hegel, who have developed the concept of a civil society as a domain that exists parallel, yet separate from the
state itself (Cerothers, 1999). This new trend of democracy made way for the
civil society and for covering up the increasingly large emptiness in the field
of social services created by structural appropriation and other reforms in
the transitioning countries.
The civil society (further in the text CS) can be defined as an interaction
sphere between the family and the state which is manifested through a community (cooperation), a structure of a voluntary associations and the network
of public communication norms, trust, mutual respect, tolerance, inclusion
– all of which are key factors for cooperation and problem solving processes
within a community. The association structure can also refer to the full range
of non-formal and formal organizations through which citizens achieve mutual interests (Veneklasen, 1994).
It can, also, be said that the civil society is made up from independent
associations which develop a lush and diverse pluralistic network. While it
is evolving, a civil society is being built from a string of local groups, specialized organizations and their relations, highlighting the collective voice of the
civil society as the government’s and market’s partner (Connor, 1999). Not
all social acts are relevant for the civil society development. Acting within
the private sphere, i.e. a civil life does not mean that we can talk about a civil
society. Only private actions of the citizens, directed towards public affairs
and the greater good, can lead to those relations which are the foundation
of communication and other actions that create the civil society. Those links
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and actions are realized through collective participation, i.e. CS organizations
which have different aims and methods of action (Paunović, 2006 ).
Key characteristics of successful civil societies, stemming from different
definitions include, above all, separation from the state and the market and
the fact that it was formed by the people who have common needs, interests and values such as tolerance, inclusion, cooperation, equality and mutual
development achieved through fundamentally endogenous and autonomous
process that cannot be controlled from the outside.
The role of the CS in one society can be seen in its widespread acceptance
and perception that it is a “third” sector, and that its force can have a positive
influence to the state and the market. When we talk about the dimensions of
this sector, taking into account the importance of its potential, a commonly
asked question is whether the CS organizations are present enough in the
society so that they can contribute to it as much as it is expected from such
potential. It is difficult to answer that question, especially if we bear in mind
the lack of existing quantitative and qualitative information, particularly in
the developing countries. There is some partial research, which shed a light
on certain sizes of CS sectors in different countries and regions.
When talking about the importance of advocating the role of a CS in protecting the basic human rights, we should also include its role in identifying the unsolved problems and incorporate it into the public discourse. This
helps us uncover a wide array of political, ecological and social problems and
interests of a society. Apart from a political function, a CS has wider expressive function of providing resources through which artistic, spiritual, cultural,
ethnic and professional societies represent a forum that enrich human existence and contribute to the social and cultural vitality of life in a community.
Furthermore, CS organizations are important in creating the “social capital”. Web societies, networks and norms (trust and tolerance) are examples of
the social capital and they allow people to cooperate with each other for the
greater good. Just like economic and human capital, social capital is a resource
that develops by using the institutional arrangements and values which make
up the social capital and represents a foundation for a better government,
economic prosperity and healthy society.
	

Thus, for example, it is not possible to calculate the number of CS organisations, but
it can be said with some certainty that it is a rather great number. According to the
report of the Commonwealth Foundation, Britain has over 500.000 non-governmental organisations, with the turnover from 175.000 registered charity organizations
in Great Britain which was 17 billion British pounds a year. Non-governmental organisations are just one of the participants of the civil societies. See: http://www.
commonwealthfoundati- on.com/Howwedeliver/Civilsocietycapacitydevelopment
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Visibility growth of a CS in Serbia began in the late 80s of the previous century and is connected to the creation of multiparty system and certain civil
initiatives which would later transform into political parties. More precisely,
the 90s were marked by the legalization of pluralism, unrestrained citizen
associations and a sudden increase in various forms of civil initiatives and
NGOs.
Mapping of the power ratio between the Serbian society and a civil society has shown the overwhelming domination of political parties, state officials
and central government which points to the influence of socialism still being
present. The forces of CS are not numerous and do not have much power. The
overwhelming opinion is that the political parties, religious and spiritual organizations, and business organizations are the most influential ones, while
the NGO sector and professional organizations dominate only within the CS.
Action research Index of a Civil Society (ICS), conducted in the period
from 2004 to 2006 in Serbia, had the goal of establishing the key challenges
and possibilities of the Serbian CS and to enable the data comparison with the
other countries. In both public and expert discourse in Serbia, CS is defined
as an antimilitaristic and exclusively positively orientated association of free
citizens based on upholding the basic human rights, civil freedoms, tolerance,
democracy, the rule of law and economic, social and political pluralism.
Having analyzed the values practiced and promoted by the Serbian CS,
a conclusion has been reached that encouraging tolerance, non-violence and
environmental awareness are being worked on relatively intensively, while
its activities in terms of further democracy development have somewhat lost
its intensity and that its activities on transparency and reducing the poverty
are weak.
Experts and their representatives of all sectors of society included in the
aforementioned research, think that the Serbian CS promotes non-violence
and peace, but neither continuously nor sufficiently. That is how it was assessed that the CS does not deal with the question of violence among youth
	

	

This research was conducted by the Research and Analytic Centre ‘Argument’ in collaboration with the Centre for the Development of the Non-profit Sector, the national
coordination organization and its network of regional associates, large number of
experts from different fields, organizations, individuals and members of the National
Council Group, along with the support from the Program for the UN development
and the European agency for reconstruction.
Unlike the ICD definition of a civil society, other types of organizations and citizens’
movements are not perceived as a part of the civil society and fall under the category
of extremism, nationalism, racism or non-civil activities.
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in high school sufficiently. Activities of CS organizations intended to promote
non-violence and peace do not have much media coverage, so the public can’t
see the extent and effects of CS organizations’ work.
If we take violence as an example of work done by the CS organizations,
actions of the CS promoting non-violence on a general level got a 2 on a scale
of 1-5, according to that same research (http://www.argument.co.rs). Although it must be admitted that the biggest accomplishment of the CS sector
is that the violence is being talked about in the first place, the CS organizations are taking the lead in the promotion of non-violence, tolerance, peace
and peaceful conflict resolution. Their activism was pronounced throughout
the 90s of 20th century during the wars. Today’s peace campaigns mainly deal
with the problem of facing the past and represent the most important form of
fighting against violence and protecting human rights.

Civil society organisations focused on security subjects

CS organizations were founded much earlier in the developed Western countries, while they have just recently been established in the countries of West
Balkans. Their aim is to research security subjects and questions of resolving security issues. It is referred to the independent research centers (think
tanks) – no matter the formally-legal status they have (it can be the citizens’
association, public or private institutes, university departments, etc.). First
CS organizations in Serbia, specialized in security subjects, were founded in
the second half of the 1990s. They introduced subjects such as human and
minority rights protection and resolving disputes peacefully to the political
and public discourse in Serbia.
According to the results of the research conducted by the Centre for
Civil-Military Relations (now the Belgrade center for security politics) on
CS capacity to be a competent participant in the security sector and on the
development of their interest in security subjects, interesting findings have
been discovered. Based on their results, nearly one third of CS organizations
which were a part of this research, chose security studies as their main field
of interest. More than a half confirmed that security is the subject, among
	

The results are presented based on the research which CCVO published within the
project “Mapping and surveillance of the security sector in Serbia” (2007 – 2009)
and “Citizens’ participation in security politics” (2007/2008). See a part of these results in the Security of Western Balkans, (2009), Topic of number 12, “Independent
research centres ”, CCVO, Belgrade.
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others, they deal with and that there is a certain, smaller number of organizations that deals with security subjects from time to time (Atanasović, 2009).
These organizations cover various subjects within their activities, such as
human rights or minority rights. More than a third of organizations is interested in keeping track of work within the military, police and security intelligence community, which, according to Atanasović, represents a good starting
point for the development of surveillance capacities. The organizations are
interested in narrowly specialized fields like organized crime, energy security, terrorism, security cooperation and integration, which, also, makes a good
starting point for further specialization.
Such a specialization can be found in the subjects connected to the security of young people (children) and all the security risks that occur in school
environments. Children are the part of the overall population which is disproportionately exposed to pressure created by negative political and socio-cultural tendencies. In everyday life, they are faced with society criminalization
on all levels – drugs easily available in elementary and secondary schools,
still hidden and omnipresent domestic violence, violence within the school,
uncontrolled alcohol consumption, abuse of or easy exposure to weapons,
etc. Security of the young people – children, and school security, represent
a significant reference framework for state (government) authorities to take
a continual systematic care of it. However, CS organizations have gradually
been included, as well, through partner and planned actions.
Security programs and strategies for the young population, have just
been introduced in the past few years in Serbia. The National Youth Strategy
systematically studies this issue, and aims to create an Action plan to resolve
it (www.mos.sr.gov.rs). That is why, for example, the number of programs
and projects that deal with youth violence, realized by the state institutions
or NGOs is constantly growing. For this security issue to be overcome successfully, certain pre-requisites must be met – young people must be informed
efficiently and educated accordingly, with alternative activities organized by
the communities through an environmentalist approach.
Engaging the community, through alternative and environmentalist approaches to problem solving when it comes to youth security, is still insuffi	
	

There are, for example, very powerful female organizations (such as the Autonomous Female Centre) which started cooperating with institutions, centers for social
work and police in regards to issues of pedophilia, incest, domestic violence over
children, abuse and neglect of children.
The National Youth Strategy was founded in 2008, and the Action plan was introduced shortly after. Within the National Youth Strategy and general strategic goals,
the aim which implies the youth development was also defined. Several individual,
i.e. specific goals can be separated within the general goal – such as creating a safer
school environment.
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cient, even though a noticeable difference can be seen. The UNICEF program,
which includes a certain number of Serbian Ministries and institutions – the
“School without violence” is the most famous and media promoted example of community engagement regarding resolving the issue of the growing
number of violent incidents in Serbian schools. This program includes children, parents, teachers, school staff and the entire local community. Within
the mentioned program, UNICEF started a campaign against cyber-bullying
as well (http://www.unicef.rs/elektronsko-nasilje.html). 
The NGO projects from that field have been financially supported for realization by the Ministry of Youth and Sports. One of the first projects of that
sort, implemented after the creation of the National Youth Strategy and the
Action plan for youth security, was the “Research and raising awareness on
security culture among young people”, conducted by the Centre for Civil-Military Relations (http://www.ccmr-bg.org/ cms/view.php?id=1) in cooperation with the colleagues from the Faculty of Security Studies in 2008/09. The
concept book10 of the security culture, designed for that occasion, was printed
and distributed by the youth offices all over Serbia (especially in schools) and
its aim was to educate young people on the significance of those security concepts they can see daily in the media, their school, their family and on the
street, etc.
CS organizations, youth offices and non-formal groups have the leading
part in that sort of education. NGOs, as one form of CS organizations, have
a great capacity, within the local communities, to support young people to
be active within their communities, therefore, it is impossible to avoid them
when it comes to making life quality better in school environments in Serbia.
The number of programs and projects focusing on youth safety is insufficient
at the moment, and the majority focuses on the problems with the biggest
representation in the media (school violence for example), neglecting the
less visible, but equally present ones (violence in adolescent relationships,
domestic violence, traffic safety, cyber violence, drug addiction, inadequate
safety culture among the youth, etc.)
In the overview of the programs and projects funded by the Ministry of
Youth and Sport realized in the period from 2008 to 2010, which aimed to improve youth safety within the National strategy for youth, we can see that the
	
10

Electronic violence (cyber-violence) includes any type of correspondence through
the Internet or mobile phones. Its goal is to hurt, disturb or abuse in any other way
the child, a young adult or even an adult who cannot protect themselves from such
actions. It appears in the form of a text or video-message, a photograph or a call.
The concept book of the security culture – download at: http://www.scribd.com/
doc/18765795/Pojmovnik- bezbednosne-kulture
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most of them11 dealt with traffic safety, suppression of peer violence, raising
awareness about environmental issues, drug addiction and similar. Analysis
of the solutions offered through project activities, at the first glance shows
that the solutions have a creative approach12 and very often include sports
organizations and cultural institutions, peer education, street performances,
forums, theatres, creative workshops, and outside simulations (going out into
the nature, camps, youth work actions), musical manifestations, etc. There
are many activities, numerous participants, often with modest financial resources, but the participants’ enthusiasm is obvious and excellent results are
pointed out as final products of the projects.
Neither efficient formulation, the implementation of youth politics, nor
the organization and realization of programs and services intended for young
people can be conducted without the participation of the youth population.
To be able to participate in the activities intended for them or in the work
done by services specialized for youth questions and problems, young people
must know about them, no matter if they come from the official state institutions or CS organizations. This is why being well informed is crucial for
their participation in the life of a social community and enhancing life quality.
Information and news about school and extracurricular activities, informal
education, possibilities to take part in projects, scholarships, employment,
volunteering, social and health insurance, legal protection, sport and cultural
activities, travelling and similar are very important for young people. Alongside official state institutions which are directed at the production and distribution of information useful and important for the youth, there is an increasing number of CS organizations taking that role.
Research conducted by Youth NGO (YNGO) from Novi Sad (www.ono.
org.rs, www.agencijatim.co.rs)13 has shown that the majority of young people
11
12

13

To be more precise, within one project cycle the financial aids needed to realize a
project are given to, generally, 20 to 40 projects. Out of that number, one third of
them can be categorized in the group that deals with security subjects and within it
with youth and school security.
The creativity is seen in the choice of motto that goes along with the main name of
the product and in the way how the whole realization of the product is conceived.
Some mottos are: “The seatbelt is the safety-net, don’t press the gas-pedal”, “Be a
man”, “Serbia, the area of non-violence”, “Words have power”, “Young and safe”, “Let’s
find another way”, “Tolerance and mediation – better than fighting”, “Your safety is in
your hands”, and the “Conflictheatre”.
Youth Non-governmental organization (YGNO) conducted the research (Researching
young people’s need for information) in cooperation with the Agency TIM in 2006.
As an incentive for this research, the existing info centers for youth in some European cities were used, such as the info center in Paris CIDJ (www.cidj.com), in Wien
wienxtra – jugendinfo (www.wienxtra.at) and youth info center in Prague. In some
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think that the information dedicated to them is not readily available (83%),
and that they are at the same time very interested in being up to date with all
the events from the selected fields. Furthermore, 62% of the youth population
thinks that there is not enough information from the fields that interest them
(professional knowledge that could help ameliorate their quality of life). According to the data provided by YNGO, youth organizations, and even schools
are the main source of information for only 1% of the research participants.
The most common sources of information quoted are: media, friends, parents
and the internet. Civil initiative research results14 show that 41% of the participants didn’t know anything about the organizations in their environment
that deal with problems of young people, while only 7% have been a part
of conducting the youth organizations’ programs, and only 3% were a part
of one of the programs. The lack of traditional youth info-centers in Serbia
significantly affects how much the young people are informed and engaged in
the community. The existing youth organizations are still not integrated and
connected enough, which leads to their influence being limited both when it
comes to space and time, and reflects on the number of young people who are
included in their work.15
In Serbia, specialized media dedicated to the young people are rare (television, TV shows, magazines, radio-stations, etc.), although a CESID research

14
15

countries these centers have been working for 30 or more years, and since 1980s
the contact, exchange and cooperation between different European countries has
increased. That cooperation is often bilateral, financed through bilateral agreements
between youth sectors and their governments with the main goal of promoting the
exchange of experience and good practice. Increasingly often is helps counties which
initiate founding and functioning of youth info centers. In 1990 the Europe Council
has adopted the recommendation R-(90)-7 which advises the member countries to
pay bigger attention to the information and advices given to the young people. In
early 2001 more than 7000 info centers have been registered throughout 36 European countries.
Civil initiative (2005), the report: examining the status and needs of young people in
local communities. For the purpose of this report, the focus was put on those aspects
of the research that deal with the status, needs and participation of young people
– from their perspective and from the perspective of the older citizens.
After enacting the Youth law (from January 16th 2012), more favorable conditions
were created when it comes to supporting young people in organizing, socially contributing, developing and realizing the potentials for personal and social benefit. In
order to apply the Youth law, a Rulebook was created, on the content and record
keeping for different youth associations, organizations for young people and similar
unions, based on which keeping track of the youth sector will be done and measures
for its development can be taken – higher visibility of data regarding the associations
and their unions which are a part of the youth sector, and the funds from the public
budget, used for the public interest within the youth sector, can be given only to official associations through a tender.

Formal and Informal Reaction of Society on Security Risks in Educational Institutions ...

177

(http://www.cesid.org) proved that television is still the number one source
of information. Since the tendency of young people to avoid TV shows that
deal with the real state in the society16 was noticed, it is necessary to open
info-centers, specifically created to answer the needs of the young people and
influence their own media space.
The National Youth Strategy and the Action plan for its realization recognize solving the issue of raising awareness as the most important goal – directed towards improving their life quality. Within the activities, the Ministry
of Youth and Sport created a portal “Zamisli život”, conceived to be the main
place to get informed. Youth offices, with the same role, were open nationally
and regionally. With the aim to connect the youth organizations, the National
Youth Council of Serbia was also founded (http://www.koms.org.rs).17
The Action plan anticipates hard work on developing informational literacy, since the largest amount of information, today, is available online. The
most significant portals, behind which are mostly CS organizations, are:
Zamisli život (http://www.zamislizivot.org)
Omladinski informativni centar (http://www.oic.rs/index.html)
Mingl, portal for secondary school students (http://www.mingl.org/index.php)
Portal posvećen bezbednosti dece na internetu (http://www.kliknibezbedno.rs) Volonterski servis Srbije (http://www.mis.org.rs)
Infostud, a group of useful websites (http://www.infostud.com) Studentski svet (http://www.studentskisvet.com)
Volonterski centar Vojvodine (http://www.volontiraj.rs)
Građanske inicijative/Program za mlade/Info-centar (http://www.gradjanske.org) Youth/džepni zip za mlade (http://www.youth.rs)
Kancelarija za mlade gradske uprave grada Beograda (http://www.kancelarijaza- mlade.rs)
Internet-addresses of local youth offices in different cities in Serbia.
Youth education in violence prevention and youth safety is currently included in the field of already mentioned informal education. Youth safety was
just now confirmed as an emergency problem in the National Youth Strategy
– which made way for the institutional, yet independent solutions for raising
youth safety levels.
16
17

This research was conducted for the needs of the Youth Politics Action plan in Vojvodina and was supported by the Provincial Secretariat for Sports and Youth, Youth
Association of Vojvodina, Novi Sad, March 2005.
National Youth Council of Serbia was founded in 2011 as a benevolent, non-governmental and non-profit representative union of the associations, with the aim to work
long-term on the realization of goals within the youth politics.
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It is of utmost importance to broaden the scope of these participants onto
the media and successful public figures (from the domain of science, culture
and sports), who represent youth role models. The state and independent
foundations must support the projects that deal with youth education on the
complicated matter of their security in a more concrete manner. On the other
hand, young people must be encouraged to be a part of the creation and realization of such programs, equally and actively, by researching their attitudes
and needs, educating leaders in youth communities and passing the acquired
knowledge to their peers.
An acceptable example of the described actions is the “Youth Human
Rights School” organized for Serbia since 1995 by the Helsinki Council for
Human Rights, in cooperation with the Norwegian-Helsinki Council. Human
Rights School was recognized as an opportunity for young people to share
their conclusions, develop their critical way of thinking, debate with other
participants and renowned experts, make friendships and cooperate further
with their colleagues, and also become a unique part of the alumni network
of the Belgrade Human Rights Center which is made up of all the participants
from previously organized schools.
Youth offices currently have the major role in organizing alternative activities for young people through language schools, workshops dealing with
current matters, street performances, promotion of a healthy life-style, encouragement of cultural creativity, volunteering and practices within local
and state companies and institutions, etc. (http://www.mos.gov.rs).18 Such
programs and projects can, indirectly, reduce and control the level of risks
linked to the school environment, where young people are gathered in a large
number. Those programs and projects are often directly aimed at elementary
and secondary schools in their local communities, and include the general
school population of young people as direct or indirect participants.
NGOs, also, take part in organizing the mentioned activities, although
they need to put in more effort into solving the problems of the youth population in Serbia. One great example of this is the NGO Grupa 484’s action
(http://www.grupa484.org.rs), “Don’t walk the street without a trace”, created for young leaders whose job was to apply for a competition with their
ideas on how to promote diversity. The teams with the most creative ideas got
a chance to fulfill them. The objectives of that action were:
• Developing contacts among young leaders from different environments and strengthening their media network with other young people from the country;
18

More information on mentioned activities can be found on the official websites of
youth offices all over Serbia. Internet-addresses and youth office contacts is available on the official website of the Ministry of Youth and Sport.
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• Getting acquainted with different cultures in Serbia and with the importance of inter-ethnic dialogue;
• Empowering young leaders to develop their skills in event organization, media appearance and social marketing;
• Developing leadership skills;
• Acquiring analytic and argumentative knowledge and skills in the domain of minority rights realization.
This action was successful when it comes to its work with young people from Kikinda, Vranje, Bela Crkva, Vršac, Čoka, Bosilegrad, and Kovačica,
where common suggestions were reached, on how to make the minority
rights realization better and how to have an inter-cultural dialogue in Serbia.
The publication “Don’t walk the street without a trace” – towards inter-culturality, sums up those attitudes and suggestions.
Similar results were given by the Center for Alternative Conflict Resolution, through its project “Conflictheatre”, which was aimed at making young
people more sensible towards respecting diversity and transforming conflict
by accepting that diversity. By creating a safer life environment, we would
create conditions for equal opportunities for all groups of young people to
participate in the social life, including those from marginalized groups. The
mentioned goal was realized after young people from Belgrade elementary
and secondary schools were given the opportunity to think about alternative,
constructive solutions to those problems they face and to gain experience in
situations that should be alternative to violence, by participating in the Forum Theater, and by making young people from Belgrade, Paraćin, Vlasotince
and Zrenjanin more sensible to conflict transformation through interactive
performances and diversity acceptance (htpp://www.cars.org.rs).
Youth mobility is a significant factor in reducing their dissatisfaction, the
feeling that there is no perspective and further development of numerous
frustrations. The European Movement in Serbia and the Austrian Embassy
in Belgrade have been organizing, for the past few years, trips for the most
successful students to European Union countries. The title of this program is
“Let’s travel to Europe” (http://www. putujemouevropu.org/index.php), and
with the help of numerous sponsors, it makes it possible for those students
who have never or rarely left the country, to visit European countries.
The project “Let’s travel to Europe” is motivated by the obvious lack of
experience of the young generation when it comes to first-hand knowledge
about Europe. Young people who study at Serbian universities, who should be
the ones to develop Serbia in the following years and decades, never got the
chance to travel outside of the country, because of the financial/social situation, and many have barely even seen a different city from their hometown.
The gist of the “Let’s travel to Europe” project for 2012 was, as in the previ-
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ous years, very simple – to make it possible for 70 best students from Serbian universities to get inter-rail cards and pocket money for the summer of
2012 so that they can chose the route through Europe themselves. The aims
of the “Let’s travel to Europe” project are: enabling an indirect meeting and
acquaintance of young people with the EU, along with the popularization of
European ideas and values in Serbia. This action represents a strong promotion of education as a valid way to life success as well.

Conclusion

A CS as an area for an organized social life implies a collective action in the
public sphere of life, expresses the interests, moods and ideas, exchanges information with the aim of realizing common goals reflected in the security sphere
as well. It represents a constant potential critique of each eventual attempt of
the state to become a dominant power, imposing the obligatory cooperation
and partnership (frequently created in conflict situations) and their dynamic
and continual relationship. CS in Serbia is developed to a certain extent, however, further development and its strengthening will depend on accepting new
cultural and value patterns, along with creating a stronger network of different
civil initiatives, organizations and institutions. Empowering the CS conditions
the success in resolving sensitive security problems which are particularly difficult when it comes to children, young adults and the environment where they
spend most of their time – the school environment.
New approaches to solving recorded problems of a society maintain
three priority roles of a CS:
• The role of participant in projects and strategies
• The role of a service provider through social organizations and national NGOs
• The role of an observer who is supposed to make sure that the government fulfills its duties
In many countries these roles are implemented either rarely or gradually,
while the government and state institutions continue to dominate in making decisions, developing strategies and programs, and their application. To
make certain processes, which are supposed to contribute to development,
more transparent, it is necessary for a CS to gain stronger foothold in creating the policies and implementation of strategic solutions which improve the
social standing of all members of a society.
The success used by the CS organizations to practice and promote transparency is very worrying, because transparency as a concept compiles to
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almost all the norms and values, and is crucial for the society as a whole.
Securing a higher degree of transparency of the CS organizations will be an
important step towards improving the management, simultaneously considerably raising their capacities to promote transparency in a wider environment. In the longer run, that can contribute to an increase in trust in their actions and intentions and accelerate the dynamics of accepting the promoted
values.
Socio-cultural environment of the young people (as a wider population),
children and youth as a part of the school population, must enable and develop a wide spectrum of services and CS organizations that work for and
with those young people and help them overcome and deal with safety risks
in school. The approaches offered by CS organizations so far, have a necessary
dose of creativity and innovation, which makes it possible to find solutions
which represent an adequate response to new forms and contents of safety
risks. Furthermore, activities proposed in programs and projects make the
complete realization interesting, more presentable and closer to young people and their sensibilities.
All members of a social community, on a local, regional and national level
have an obligation and a responsibility to take part in a mutual cooperation
with the plan for enriching the life of young people and preventing negative
occurrences among them in those places where they spend the most of their
time (schools). CS organizations represent a new form of support to young
people and they show that the society as a whole deals with young people’s
problems and dilemmas and that they care about them. They are important
as they push young people to be active and take self-initiative, and it has
been shown that it is the best way for them to get acquainted with the world
around them and take part in changing it. In regards to that, it is necessary
to separate and promote examples of good practice, improve the position of
young people and resolve the safety problems that surround them. A layered
approach is of utmost importance in terms of solving the problems that grasp
the attention of all society members. That is why it is recommended to finance and encourage initiatives and approaches which are innovative and
cooperative.
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DEVELOPING A CRISIS MANAGEMENT
PLAN – STANDARDS FOR EDUCATIONAL
INSTITUTIONS

Summary
This paper emphasizes the importance of crisis management planning in educational institutions, deliberates on a number of relevant issues and presents
a sample emergency operations plan suggested by FEMA. It also describes the
current situation in Serbia and offers possible solutions related to risk assessment, and protection and rescue plans in Serbian educational institutions.
Keywords: schools, educational institutions, crisis, crisis management plan,
crisis management

Introduction

During the past decades we have witnessed not only that schools are no more
‘safe havens’ exempt from crisis situations, but that they have become easy
targets susceptible both to peer violence, and to a range of different traumatic situations affecting students, teachers, other members of the school
personnel, parents, relatives, and, due to sensational media coverage, the
public (Kešetović, 2014). Therefore, crisis preparation phase must play an
important role, primarily the development of crisis management plans and
programmes. This evident need has incited professionals and members of the
academia, especially of Anglo-American provenance, to make special effort,
which has resulted in an increase in professional literature, new curricula and
resources that adequately address crises intervention and response issues in
school settings (Knox, Roberts, 2005).
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Prior to developing a school crisis management plan, it is necessary to
define a school crisis situation and what it means. Brock, Sandoval and Lewis
(Brock, Sandoval and Lewis. 1996:14) offer a school or an educational institution crisis definition. According to them, crises are sudden, unexpected events
having the ‘emergency character’ and potential to influence the whole school
community. Any situation causing extremely strong emotional reactions in
students and staff that can influence their performance and behaviour, at that
moment or later, is considered a crisis. Crises are considered to surpass normal experience of both the participating individuals and majority of people.
Consequently, an individual has learnt very little from his/her previous experience how to deal, i.e. how to respond to the event. Students, certainly,
possess even less experience than the adults and have at their disposal fewer
possible ways how to respond. Their sense of control and self-efficacy will
be reduced. Students will probably look up to the adults, who usually provide support and guidelines and take up managerial posts, expecting them to
continue with their roles even during crises. Problems may arise after only
one extremely traumatic event or after several less serious, but emotionally
exhausting events. Exposure to crises may also cause serious emotional reactions and responses. These could be reduced during time both in intensity
and duration. Best practices show that adequate support may minimize the
duration and intensity of these reactions.
A school crisis management plan is designed mostly from a psychological
point of view. Allen, Marston and Lamb (2001) analysed specialized journals
during the period of 30 years (1970-2000). Excerpts from these journals on
school psychology were coded in order to define the type of article covering
the issue of crisis and related topics during the period of 30 years: School
Psychology International, School Psychology Review, and Psychology in the
Schools, School Psychology Quarterly and Journal of School Psychology. This
study arrived at some conclusions based on a narrow list of journals. The
authors included the following crisis issues in their coding pattern: suicide,
mourning due to the death of a person, aggression/violence, posttraumatic
stress disorder and school phobia, relations with the media during crisis situations, natural hazards, development of crisis management plans and crisis
teams, abuse (physical and sexual), gangs, drug/addictions, critical diseases
(cancer, AIDS), incidents with weapons and other crisis situations (e.g. wars,
crisis in general etc.) Approximately 4% of all the papers published in the
journals on school psychology during these 30 years covered the above mentioned ‘crisis’ issues.
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When preparing a portfolio of possible crises and responses, it is useful to put
relevant policies and procedures into the following categories:
1. Crises caused by humans, including some events such as terrorist
attacks or threats, shooting, abduction or the death of a student or
other members of the staff etc.
2. Natural disasters, including fires, tornadoes, earthquakes, other extreme weather conditions, or floods;
3. Technological crises including power and telephone outage, gas/dangerous material/explosive leakage (Reeves, 2010).
Preparedness is a phase within the crisis management and it refers to
planning the response to a crisis and to adequately allocating resources in
order to efficiently respond to a crisis. These activities help save human lives
and minimize devastating consequences by preparing people to respond adequately to crises when they occur or after they have already occurred. Timely prepared plans are essential in cases when there is certain probability of
a disaster occurrence, which means in most parts of the world. Crisis management plans must be clear, long-lasting, flexible, able to endure tests and
changes, and functional in difficult circumstances (Kešetović, 2014).
Many local educational authorities (school districts) in western countries, particularly in the USA, have developed a crisis management plan framework for schools. However, it is frequently based on local knowledge and
experience, common sense, clinical assessment and biased professional perspectives, rather than on a systematic insight into data and evidence, which
implies a kind of risk that undertaken actions, although in good will, may deteriorate the actual situation in the short or long run. Given that data bases
are scattered, different in quality and often difficult to access, local education
authorities are left with few options. On one hand, emergency agencies are
trained to cope with emergency and crisis situations, but, on the other hand,
they are not familiar with local needs, context and other circumstances.
The crisis management process in schools is described by a number of
authors, e.g. Sorenson (1989), Pitcher and Poland (1992), Whitla (1994).
Pitcher and Poland (1992) have analysed crisis intervention during forty
years as well as techniques used in school settings, together with recommended approaches and components necessary to establish a comprehensive preventive crisis intervention programmes.
Reviewing the literature, Knox and Roberts have revealed similarities
between recommendations by some authors how some plans and responses
to school crisis may be integrated into an intervention model (Knox, Roberts,
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2005). This model defines levels and types of intervention and offers the
framework for crisis response plan development and its implementation including school system and local community. Poland (1994) recommends that
schools should organize crisis intervention models at three levels:
Primary prevention – activities such as conflict resolution, improving
firearm safety behaviour, safe driving courses, and alcohol and drug awareness programmes to increase public awareness, safe sex and parenthood and
suicide prevention.
1. Secondary intervention – post-crisis steps to minimize its consequences and prevent its escalation, including the evacuation of students to safe places, immediate crisis intervention in accordance with
the emotional status and physical security requirements of all stakeholders, notifying parents, and the media.
2. Tertiary intervention – long-term counselling and assistance.
These three intervention levels require participation and support of
key personnel at different levels of school system, from the school council to
school principals and other staff. Principal stakeholders and their tasks may
vary and depend on the community needs and the size and number of school
districts and campuses. Newgass and Schonfeld (2000) recommend that the
following hierarchy model should be applied:
• Regional team is a multidisciplinary team comprised of school
administration representatives, staff in charge of mental health,
police members, academic staff, as well as members of social security services which are supposed to meet once in four months
and revise the programmes, protocols, and policy; to offer support
and provide training for teams on a district level; information is
collected and shared within a regional team.
• Crisis teams on a regional level supervise school systems and
should include members of the central office and mental health
professional to supervise regional policy and procedure, allocate
resources, and provide training for the staff and technical support
to regional schools during crises.
• School crisis teams comprise school administrators, medical
and social workers, school counsellors, support staff, teachers in
charge of crisis intervention and counselling.
The combination of three kinds of interventions and three levels of response has its advantages. A comprehensive and all-inclusive model must
comprise all levels of intervention and resources, and provide adequate planning and implementation of responses to different school crises which can be
anticipated. Coordination and implementation of a number of versatile needs
during a school crisis may seem confusing and cause a late response if an
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adequate plan has not been previously prepared. Table 1 shows how needs,
actions and roles of a school system can be organized within a single comprehensive model.
Table 1. School Crisis Response Model

Intervention
Level

Primary
intervention

Secondary
intervention

Tertiary
intervention

Regional Level
Crisis response plan;
Community-level
policies and procedures;
Support and resources;
Networking;
Activate crisis plan
and response team
on a local community
level including school,
the police, healthcare
and social workers;
Technical assistance;

Networking with
community resources;
Policy and procedure
evaluation;
Ongoing planning
and needs assessment
on a regional level;

Source: Knox and Roberts, 2005

District Level

School Level

Crisis response
policies and
procedures;
Security issues;
Training and
education;
Communication
systems;

Emergency action
and evacuation
plans, and drills;
Prevention
programmes;
Support services;
Crisis intervention
teams;

Ongoing support and
resources;
Crisis management
plan and programme
evaluation;
District team meetings
in order to improve
prevention and
response strategies
and procedures;

In-depth analysis;
Follow-up support
for school crisis team
members;
Evaluation of
intervention and
programmes;

Activate plan and
procedures on a
district level;
Coordinate school
crisis teams;
Link to a regional
level;
Communication and
the media;
Resource allocation
for schools;

Activate school crisis
plan and teams;
Evacuation and
emergency response
procedures;
Notification/
communication/
debriefing/
demobilization;
First analysis;

The table does not include all the activities and operations on each separate level, but it does offer a framework how to further organize steps and
procedures in order to implement timely and coordinated crisis response.
Specificities of each school and each local community must be taken into account and considered separately within this framework.
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In the literature, special attention is paid to school crisis team members.
Newgass and Schonfeld advocate that school crisis teams should, above all,
be composed of school staff capable of coordinating activities for crisis prevention and of conducting interventions and providing support to students
during crises (Newgass, Schonfeld, 2000).
The responsibility of a school crisis team is to delegate roles and duties
prior to, during and after the crisis. The size of a crisis team varies and depends on the size of a school district and each school within the district, but
usually there are four to eight members within a team. If a team is too big, it
may be difficult for team members to cooperate and work successfully, and if
it is too small, there may not be enough team members to take charge of key
tasks (Knox, Roberts, 2005). It is recommended that teams should be multidisciplinary, comprising school administration, pedagogical and social professionals, healthcare workers, teachers and additional staff (Garfinkel et at.,
1988; Johns, Keenan, 1997; Petersen, Straub, 19992; Pitcher, Poland, 1992;
Watson et al., 1990).
In order for a crisis team to operate effectively, it is necessary that its
members share common goals, play well-defined roles and be prepared to
cooperate and work together closely. It is particularly important that their
activities be coordinated with the police which are in charge of problems surpassing immediate crisis response, such as crime investigation or detection
and apprehension of crime perpetrators (Cornel, Sheras, 1998).
Suggested roles within a school crisis team include a team leader, who
is responsible for planning their meetings and how to manage them, for the
team and supervision of all the team members and their actions, and an assistant leader, who helps in fulfilling all these tasks and is responsible for the
team activities if the team leader is absent. Other important roles include media coordinator, who is a contact person for the media, staff notification coordinator who establishes telephone tree for team members and other school
staff and coordinates communication after classes. Pyramidal telephone tree
is aimed at organizing communication with people struck by crisis, such as
students, their families, and staff.
An in-house communication coordinator is an important team member
who is in charge of incoming calls, of a telephone diary and who helps the
staff notification coordinator. A crowd management coordinator cooperates
with the school staff in charge of security, local police during evacuation and
in providing safe movement of students and staff to reduce the level of possible harm (Schonfeld et al., 1994). Brock and his associates recommend that
the crisis team should include an evaluator whose main job would be to organize and conduct crisis exercises and drills, i.e. simulations and to check the
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level of preparedness by way of conducting a number of interviews and data
collection (Brock et al., 1996).
Compared to the authors advocating only a wide school crisis team, Cronstedt (2002) finds it better to transfer the crisis management from schools to
local community. Johnson (2000) underlines that despite the fact that crisis
teams located in a local community have often offered their assistance, i.e.
resources to schools, they have never been asked for that help. Johnson finds
that ignorance of school organization, organizational culture and procedures
is a limiting factor for teams located in a local community and points out that
key differences in principles, decision making and possible responses aggravate the coordination. If representatives of emergency response agencies and
other stakeholders outside schools were included in the planning process,
crisis situation responses would be considerably more efficient to the mutual
benefit of both schools and community (Mac Neil, Topping, 2007).
A crisis team must have a detailed and up-to-date facility plan, including the plan of energy and water supply systems and other installations. It
also has to prepare rooms for medical assistance, shelter, communication and
other needs during an emergency situation, as well as control room to manage the crisis from, and press room for reporters.
Members of a school crisis team must develop guidelines for cooperation with students and how to follow their status, as well as procedures for
obtaining parents ‘consent for medical treatment of students and for other
types of support during and after crisis. The team should be prepared to offer
their condolences to the class, school, parents, should plan how to deal with
personal belongings of the deceased, ceremonial issues (candles, flowers and
wreaths, photos etc.), how to organize funerals, and similar events without
escalating the crisis, but paying tribute to the victims (Schonfeld et al., 1994)
School crisis management guide pays special attention not only the development of crisis plan, but also to its implementation (Johns, Keenan, 1997;
La Pointe et at., 1996; Petersen, Straub, 1992; Pitcher, Poland, 1992).
Cornel and Sheras agree that the plans are integral components of crisis
response, but they underline that their implementation by professionals in a
school is equally important, whereby special attention should be paid to the
leadership quality, team work and their responsibility as they are key elements of a successful crisis management (Cornel, Sheras, 1998).
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Key elements of a school crisis plan

A sample school crisis plan of the US Federal Emergency Management Agency
provides an example how this kind of plan should look like (FEMA, 2011).
According to FEMA methodology, a crisis plan consists of three elements
1. Basic plan
2. Functional annexes
3. Hazard-specific annex (Kešetović, 2008).
This plan drafts an organized, systematic method for mitigation, prevention, preparedness and response to, as well as recovery from a crisis.
BASIC PLAN

Basic plan defines the approach to crisis management, including policy,
plans and procedures. Its elements are:
I. Introduction

The Purpose of the Plan is to identify and respond to incidents by outlining the responsibilities and duties of Springfield School and its employees.
Developing, maintaining, and exercising the plan empowers the employees
to act quickly and knowledgably. In addition, the plan educates the staff, students and other key stakeholders on their roles and responsibilities prior to,
during and after the incident. This plan provides parents and other members
of the community with the assurance that Springfield School has established
guidelines and procedures to respond to incidents/hazards in an effective
way. This plan offers a kind of legal protection, since schools without a plan
are considered responsible for not having it.
Scope of the Plan outlines the expectations of the staff/school; roles and
responsibilities; direction and control systems; internal and external communications plans; training and sustainability plans; authority and references as
defined by local, state or federal mandates; common and specific procedures;
specific hazards/vulnerability and response/recovery.
	

Since common procedures, such as evacuation and reunion of parents and students,
may differ at a local, regional or state level, they have not been included in the annexes, although they are referenced to throughout the plan. It is recommended that
planners act in coordination with the police, fire fighters and other emergency managers while developing these procedures. Annexes are mentioned in the sample
plan just for the reference purposes only; annexes are not included in the plan. This
sample plan has been created for training purposes and is based on a fictional school
and county. The plan is just a basis every school should adapt to its specific characteristics.
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Situation Overview/Hazard Analysis Summary presents school population, i.e. staff and students per years, as well as vulnerable populations structured according to their special needs, information on the school building and
other facilities on the school grounds with clearly marked evacuation routes,
shelter locations, fire hydrants, fire extinguishers, first aid kits, hazardous
material storage etc. Hazard summary gives a description of high-priority
risks including floods, severe storms, fires, chemical accidents, civil disorders
and terrorism.

Preparedness, Prevention and Mitigation Overview
Planning Assumptions and Limitations – a school is exposed and subject
to hazards described in the Hazard Summary, as well as to lesser hazards
that may develop in the future; a major incident may occur at any time, at
any place, without warning and school employees will react without delay
in order to save lives, not waiting for emergency teams; after a disastrous
incident, the school may rely on its own resources for up to 72 hours; major incidents may increase serious injuries, but a rapid and appropriate response will reduce the seriousness of injuries; the assistance from external
emergency managers will be available in case of most serious incidents; until
they arrive, it is vital that the school staff be prepared to carry out the initial
response on the scene; proper prevention procedures and mitigation measures will reduce losses; maintaining and exercising the crisis plan with all
the stakeholders will improve their readiness to respond to the incident; a
spirit of volunteerism among school employees, students and their families
may result in their providing assistance and support to the common crisis
management efforts and goals. As far as the limitations are concerned, there
are no guarantees that the implementation of this plan will result in a perfect
crisis management. As its personnel and resources may be overwhelmed, the
school can only endeavour to make every reasonable effort to manage the
situation with the available resources.
II. Situation and Assumptions

It is the heart of the plan since it defines how certain duties are assigned
in case of a crisis in order for the plan to be carried out. However, this part still
does not define how the plan will operate. Its only purpose is to define precisely the persons responsible for key functions. It defines the roles of local
authorities within crisis management, and relations to government officials
and representatives and managers of different agencies and departments.
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III. Concept of Operations

It is based on the concept that the incident management functions are
performed along with some other routine day-to-day functions. To the extent possible, the same personnel engaged in day-to-day activities will be employed during the incident. Since the personnel, resources and equipment are
limited, some routine functions not contributing to the incident management
may be temporarily suspended, and resources intended for regular activities may be redirected to crisis management. National Incident Management
System – NIMS and Incident Command System – ICS are to be implemented
(see: Milašinović, Kešetović, 2011). As far as the initial response is concerned,
school personnel are usually first on the scene in a school setting and they are
expected to assume control and manage the incident according to appropriate guidelines, until it is resolved or specialized services arrive at the scene.
School principal, depending on the incident, will appoint an Incident Commander who is most qualified for the type of incident.
IV. Organization and Assignment of Responsibilities

This section establishes the operational organization to be relied on to
manage the incident and it includes: a list of the kinds of tasks to be performed by individuals and organizations and an overview of who does what.
Incident Command System favours a team approach to manage incidents.
It is difficult to form a team while a crisis is unfolding. Roles must be pre-assigned based on previous training and qualifications. Every staff member and
volunteer must be aware of his/her role and responsibilities before an incident occurs.
School principal should serve as the Incident Commander or can delegate
the authority to a qualified colleague, still retaining the overall responsibility
for the safety of students and employees. However, delegating the authority
to manage the crisis enables the principal to focus on coordination with other
agencies and parents. The Incident Commander takes steps according to the
crisis plan in order to provide safety of students and school staff, decides on
crisis management protocol implementation (e.g. evacuation, shelter, lockdown) as is thoroughly described in functional crisis plan annexes, organizes
transfer of people to safer locations, works with emergency services personnel (law enforcement and fire department) and keeps the principal and other
officials informed of the situation. Teachers are responsible for the supervision of students and shall remain with them until directed otherwise, shall
undertake all the necessary measures to ensure their safety, provide first aid
assistance etc. Social workers, psychologists, counsellors, custodians, and employees in charge of the building maintenance shall also be delegated some

195

Security Risks Control Models in Educational Institutions

responsibilities in accordance with their qualifications and posts. Students’
responsibilities shall include: cooperation during both crisis simulation exercises and real crisis, they will be responsible for both themselves and the others in the incident, they should develop awareness of natural, technological
with
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against violence, crisis preparedness programme within the school, and consequently
participate in volunteer service projects, provide the school with relevant information,
V. Direction, Control, and Coordination
understand their roles in crisis situations and at home, and undertake some measures
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Figure 2 – Incident Management Team
Figure 2. Incident Management Team
Source: FEMA, 2011

Incident Management Team establishes the Command Post, organizes the incident
Source:
FEMA, 2011
management and determines strategies
for protocol
implementation, monitors safety
conditions and develops measures for ensuring the safety of all persons present at school
facilities, coordinates media relations and information dissemination with the principal,
serves as the on-scene contact point for outside agencies and first responders, and
documents all activities.
Operation Section directs all tactical operations based on the defined procedures and
protocols, provides care of students, first aid; it is responsible for crisis intervention
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Incident Management Team establishes the Command Post, organizes
the incident management and determines strategies for protocol implementation, monitors safety conditions and develops measures for ensuring the
safety of all persons present at school facilities, coordinates media relations
and information dissemination with the principal, serves as the on-scene
contact point for outside agencies and first responders, and documents all
activities.
Operation Section directs all tactical operations based on the defined
procedures and protocols, provides care of students, first aid; it is responsible for crisis intervention response, search and rescue, site security, damage
evaluation, evacuation, the release of students to parents. Specific responsibilities include: the implementation of a crisis action plan, planning the parent-student reunification, monitoring site utilities (electricity, gas, water, air
conditioning etc. shut off, if needed), establishing medical triage and first aid,
supervising the care given to the injured, distribution of food and water supplies, providing psychological assistance, and documentation of all activities.
Planning Section collects, assesses and disseminates the information
needed to understand the size, scope and seriousness of the incident and
plans appropriate crisis management activities.
Logistics Section supports incident management operations by securing
needed personnel, equipment, facilities, resources and services required for
incident resolution; coordinates the personnel; forms and deploys volunteer
teams and facilitates cooperation between them. This function may be of extreme importance in an extended incident.
Finance/Administrative Section oversees all financial activities, including the purchase of necessary material, tracking incident costs, arranging
contracts for some services, providing photo/video documentation of the
damage and submitting documentation for the reimbursement, and monitors
recovery after the incident.
School crisis plan is to be coordinated with the crisis plan of a wider social community.
VI. Communication

During a crisis situation it is of vital importance to enable clear and effective internal and external communication between the school, personnel,
students, parents, first responders and the media.
This Plan describes in detail internal communication between the school
management and the staff (telephone tree, morning faculty meeting, end-of	

Schools in the USA have contracts with private companies to provide security, food,
water, sanitation supplies etc.
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day faculty meeting, communication with the school authorities and particularly external communication with parents and the media, how to handle
rumours, communication with first responders and communication after the
crisis, i.e. during the recovery phase. A special part of the crisis communication plan is dedicated to the tools to be used for communication during
crisis.
VII. Administration, Finance, and Logistics

This part defines resource management, requirements for support and
other different services, as well as all kinds of needs related to a comprehensive crisis management. The plan defines policy pertaining to the provision
and use of facilities, material and services, as well as other resources essential
for any aspect of the crisis management.
VIII. Plan Development and Maintenance

It presents some details pertaining to the establishment, updating, approval revision, acceptance and distribution of the plan. It is particularly important to update the plan taking into account all the changes in organization,
setting, new experience, risk profile change etc.
IX. Authorities and References

It enumerates the authorities crisis management is based on: school statutes, regulations and provisions by the school authorities, orders, rules and
formal agreements relating to some types of crises, as well as other documents, plans of other agencies and state bodies.
X. Definition of concepts

Glossary of terms which are not well-known and can be mistakenly understood (e.g. mutual assistance, dangerous material etc.)
Functional Annexes

Functional Annexes define all-hazard critical operational functions including:
• Common procedures, and
• Specialized procedures
Each functional annex describes the policies, processes, roles, and responsibilities relating to the function. All functional annexes should include:
• Situations in which the procedures should be used,
• Who has the authority to activate the procedure,
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• Specific actions to be taken during the procedure implementation.
Functional annexes do not represent the content of the basic plan, but
build on the information contained in it. In the following section, there is a
sample functional annex pertaining to psychological assistance during recovery phase.
I. Purpose

Recovery: Psychological Healing Procedure

These procedures have been developed to provide emotional relief to
students/staff impacted by trauma at school or in the community. Following
the traumatic event or incident, the following recovery procedures should be
implemented to assist students, staff and their families.
II. Scope

The following procedures outline the steps to be taken by the staff/students following a trauma, a serious injury or death and/or a major incident
impacting the community. Mental health professionals in the school (psychologists, counsellors, social worker) should participate in the development,
implementation and evaluation of school crisis plan in its part that relates to
this annex. Additional advice will be asked from outside psychologist, psychiatrist and mental health experts.
III. Responsibility

To implement these psychological healing procedures:
• All staff will undergo training to learn how to recognize signs of
trauma.
• All the members of the Crisis Response Team will undergo indepth training in order to learn how to participate and assist in
trauma management.
• Parents/guardians shall be given advice on how to recognize signs
of trauma.
• Mental health experts shall review and provide input into the
plan.
IV. Specialized procedures

The following procedures will be implemented by staff when directed by
the principal or when deemed appropriate by the situation.
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Immediately following a serious injury or death and/or major incident,
• Convene a staff meeting in order to analyse the way the situation
is being handled, and to discuss the resources that are available to
the staff, students and their families (according to the communication procedures defined by the Basic Plan);
• Set up a crisis centre and designate private rooms for private counselling to help the traumatized. Outside mental health professionals should be engaged to help the grief-stricken staff;
• Encourage teachers to start the discussion on the incident and
allow students to express themselves openly, to talk about their
feelings, fears and concerns immediately after the incident. Any
students who are distraught should be referred to the School Crisis Response Team;
• Accept donations. In the first hours and days after a major incident, offers to help will probably be plentiful, however, offers will
diminish as time passes. Received donations which are not used
can always be returned.
Hospital/Funeral Arrangements
• Provide staff with the information on visitation and/or funeral
arrangements (time, place, and customs). If the funeral has been
scheduled during school classes, all students and staff will be excused from school;
• Encourage staff and students to attend the funeral to provide support for the family;
• Designate staff representatives to visit the hospital and/or attend
the funeral to represent school.

Post-Incident Procedure
• Allow for changes in normal routine or schedules to take care of
the injured or dead; however, students and staff should be advised
to resume their normal activities as soon as possible after the funeral;
• Follow up with students and staff and refer them to mental health
professionals if necessary;
• Donate all remaining items to charity;
• Consider and approve memorials, with the consent of the School
Board.

There are similar annexes defining procedures for evacuation, business
operations etc.

200

Security in Educational Institutions in Serbia

Hazard and Threat-Specific Annexes

Hazard and threat-specific annexes:
• Provide unique procedures, roles and responsibilities relevant to
specific hazards;
• Include provisions and applications for warning the public and for
the dissemination of important, emergency-related information;
• Do not repeat the information presented in the basic plan or in
functional annexes;
• Flood is an example of a specific annex.
Natural Hazards: Flood (Near or on School Grounds)
I. Purpose

Floods develop slowly, over a longer period of rain or following a heavy
snow melting. Flash floods appear suddenly and without warning. There are
also catastrophic floods associated with burst dams and levees, tsunamis,
storm surges and earthquakes. The purpose of this annex is to develop procedures to protect students/staff and school property in case of floods.
II. Scope

The annex outlines additional responsibilities and duties, as well as procedures for the staff responding to a flood near or on school grounds.
III. Core Functions

The City of Springfield Office of Emergency Management, the National
Weather Service, and other federal agencies have an extensive river and
weather monitoring system, as well as warning systems for schools via radio,
television, Internet and telephone. In the event of a flood, the incident commander or school principal will activate the emergency operations plan and
establish the Incident Command System. School sirens will act as a warning
system and notify students and staff of immediate flooding. If there is a loss
of power, a compressed air horn or megaphones and two-way radios serve as
backup communication devices.
A. Operational Functions/Procedures That May Be Activated

Operational functions or procedures that may be activated in the event of
a flood include the following:
• Evacuation
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• Reverse evacuation (when it is safer to be within than outside the
building)
• Relocation
• Parent-Student Reunification
• Special Needs Population
• Continuity of Operations
• Recovery: Psychological Healing
• Mass Care

B. Activating the Crisis Management Plan

The principal or the building administrator will determine the need to
activate the crisis management plan and appoint the Incident Commander.
1. Incident Commander Actions

• Issue stand-by instructions. In consultation with the principal/
Policy Group determine if the evacuation is required.
• Notify the police of the intent to evacuate, of the location of the
safe evacuation site and the route to be taken to the site.
• Delegate a team to ensure that all the students have been safely
evacuated.
• Activate communications plan.
• Determine if additional procedures should be activated.
• Issue directions for students’ safe transportation if they are to be
transported by buses or cars.
• Notify the principal/Policy Group of the undertaken actions.
• Notify the principal/Policy Group, Incident Management Team
and Section Chiefs of any change.
• Do not allow students and staff to return to the building until the
authorities have determined that it is safe to do so.
• Communicate with the bus drivers.
• Determine whether the school will be closed or remain open.
• Document all the undertaken actions.

2. Incident Management Team and Section Chiefs Actions

• Stay informed about the flood via radio and the Internet and report any developments to the Incident Commander.
• Review procedures with the staff if needed.
• Disseminate the incident information as well as other kinds of information, such as school relocation or parent-student reunification procedures.
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• Implement the internal and external communications plan.
• Notify the relocation centres and establish alternative relocation
centres if necessary, i.e. if primary and secondary centres have
been flooded.
• Implement additional procedures as instructed by the Incident
Commander.
• Take appropriate actions in order to protect school property.
• Document all the actions taken.

3. Staff Actions

• Execute evacuation procedures as instructed by the Incident Management Team or Section Chiefs.
• Take the class roster and emergency to-go kit. Take attendance before leaving the campus.
• Stay with students during the evacuation process.
• Upon arrival at the safe site, report any missing or injured students to the Incident Commander.
• Do not return to the school building until it has been inspected
and declared safe.
• Document all the actions taken.

4. Bus Driver Actions

• If evacuation is organized by bus, do not drive through flooded
streets or roads, do not try to cross the bridges, overpasses and
tunnels that may be damaged by severe flooding.
• If the driver is caught in an unavoidable situation, seek higher
ground momentarily. If water is rising within the bus, leave the
bus and seek higher ground before the situation gets any worse.
• Use two-way radios to communicate with the Incident Commander, Incident Management Team or Section Chiefs.
• Document all the actions taken.

These specialized annexes are often written for other natural, technological and man-made hazards.
Developing a school crisis management plan in Serbia

Compared to some western countries, the research and awareness of
the importance of crisis management in general, as well as of a school crisis management, have been undeservingly neglected in Serbia and neigh-
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bouring countries. Beside few papers in two thematic collections of papers
published by the Faculty of Security Studies (Popović-Ćitić, Đurić, Kešetović,
2012; Kordić, Kovačević, Banović, 2012), we have managed to find only two
more texts on this topic (Katić, 2010, Kešetović, 2014) in domestic academic
literature. Researches and practitioners in the field of education have focused
primarily on interpersonal conflicts and school violence, and only lately on
cyber violence.
Educational institutions in Serbia do not have standard crisis management plans, but only regulations on student safety as required by law. According to the Act on the Education System, Article 42 relating to the education system fundamentals and defining institutional responsibility for
children and student safety “The institution is obliged to determine the
measures, actions and procedures to protect and safeguard children and students during their stay at the institution, and all the activities organized by
the institution in cooperation with the authorized local community body”. In
addition to this, the institution is responsible and obliged to implement these
measures. These Rule Books contain general provisions defining the duties
of teachers who should ‘during their work with students, particularly during
class meetings, notify students of the threats they may be exposed to during
their stay at school and while performing other activities the school is organizing, as well as instruct them how to respond to these threats, how to avoid
or prevent them.’ Besides, these documents lay down preventive measures
such as: control of the access to the school, video-surveillance, fire prevention, cleanliness of school premises, periodical medical check-ups for teachers and students, daily maintenance of electrical installations, systems and
devices for the protection against fire, flooding, lightning strikes and other
emergency incidents that can threaten student safety etc. Fire protection is
deliberated in more detail, since measures for the protection against fires are
defined by the law and imply that schools must have the adequate number
of fire extinguishers, personnel trained to use them and how to behave in
the event of fire and organize regular exercises and drills to check their preparedness in cooperation with the Fire Department. Schools must also have
first-aid kits (although training how to use them is not provided). Rule Books
focus on violence and discrimination prevention, they outline detailed procedures, measures and actions to be undertaken by the authorities. Rule Books
usually designate institutions schools are supposed to cooperate with during the process of defining and undertaking these protective measures (local
community departments, city departments, Ministry of Education, Ministry
of Transport, Ministry of Interior, as well as student parents).
	

These documents are often named the Rule Book on Measures, Actions and Procedures to Safeguard Students.
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Crisis Response Team is not mentioned, although, pursuant to the Article
66 of the Act on Education System, the principal shall organize the team to
perform a task, implement a programme or project. In accordance with this
provision, principals could delegate crisis response teams.
It seems that these Rule Books pertaining to crisis management are too
general, oriented primarily to prevention, insufficient, with obscure division of responsibilities and do not cover a number of threats and hazards.
Consequently, it is vital to develop more adequate crisis plans based on risk
analysis. It is, anyway, required from educational institutions by the Act on
Emergency Situations, Article 16 which defines that “Companies and other
legal entities in the field of medicine, education, social security etc. whose
activities incorporate protection of a number of people are obliged to plan,
organize and perform actions and tasks in the field of civil protection in accordance with this law and other general regulations”. It also stipulates that
“companies and other legal entities as defined in Paragraph 1 and 2 of this
Article shall develop and adopt their protection and rescue plans in accordance with the protection and rescue plans for emergency situations adopted
by emergency departments of the local community they belong to, and that a
company manager, i.e. manager of a legal entity is charged with the preparation of the company, i.e. legal entity for the protection and rescue from disasters.”
To sum up, pursuant to this Act, educational institutions are obliged to
assess risk based on the already agreed methodology, and only later to develop and adopt adequate protection and rescue plan. It is to be seen how
this task will be performed. The actions, principles, rules and procedures that
have been mentioned and described in this paper can be adjusted to local circumstances and creatively implemented in Serbian educational institutions.

Conclusion

Each crisis situation is a unique and unrepeatable event, so even the most
comprehensive crisis plans cannot anticipate and include all the possible scenarios and adverse effects that a crisis may produce. However, crisis plans
and adequate measures can help us reduce the traumatic effects.
Given the dimension, organization, functions, personnel, material, technical and financial resources of educational institutions in Serbia, as well as
Serbian legal and security system, organizational culture, administrative tradition and security issues, it is neither feasible nor necessary to copy FEMA
sample emergency operations plan and implement it in Serbian schools. It is,
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nevertheless, necessary to understand and adopt its logic and general principles and creatively adjust it to local conditions.
In the event of major emergency situations, school crisis teams, comprising the school management and staff, are not likely to manage the incident
and restore the pre-incident situation and activities on their own.
It even should not be a goal in itself. It is necessary to increase crisis
awareness of all stakeholders, to spot weak warning signals that might anticipate a crisis, to implement all precautionary measures in order to avoid a
crisis and to drastically improve actions in a post-crisis period, which is quite
realistic to expect. As far as the immediate crisis response is concerned, the
school principal cannot be expected to negotiate with terrorists, but basic
knowledge of all employees on the use of e.g. fire extinguisher can prevent a
minor fire from escalation into a serious emergency with devastating consequences.
The upcoming drafting of the documents defined by the Act on Emergency Situations is a chance for adequate crisis plans to be formulated and put
forward. However, there is a real danger that, without adequate preparations
and training of, above all, principals of educational institutions, this process
remains at its initial level providing just a form without necessary essence.
Crisis management plans which have not been the result of a team work, first
of all, of school management and personnel, and their cooperation with other
stakeholders in a local community are likely to be filed away and used only
during inspections by the authorized bodies. Hence, their practical value is to
be questioned and they will probably fail to successfully meet the challenges
posed by the next emergency situation.
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Danijela Spasić

GENDER-BASED VIOLENCE IN
EDUCATIONAL INSTITUTIONS:
A POSSIBLE EDUCATIONAL PROGRAM
FOR TEACHERS AND STUDENTS

Summary
Recognizing instances of gender-based violence in educational institutions,
as a great hindrance when it comes to social and economic development,
along with a negative effect on the educational and health-care system,
makes it much easier to understand early incidents and how the behavior of
young people of both genders sets the ground for their interaction later on
in life. In developing countries, where the economic differences are extremely
high, literacy rate low, basic education is more of a universal goal than reality,
and HIV pandemics destructive, the question of gender-based violence and its
influence on education and health-care is extremely prominent. However, little
has been done in the world when it comes to a more systematic attempt
at documentation and information gathering in regards to the prevalence
of gender-based violence in educational institutions and its consequences,
and even less was done regarding creating educational programs which
would serve as preventive strategies when it comes to responding to this
issue.
Keywords: violence, gender-based violence, curriculum, education.

Introduction

“Gender-based violence or violence based on gender is a type of discrimination which gravely prevents women from using their rights and
freedom when it comes to equality with men. Gender-based violence
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is directed towards a woman either because of her gender or because
women in general are disproportionally affected. It includes all instances
where someone hurts someone physically, psychologically or sexually
and causes them pain, or even threatens them with such acts, coerces
them or limits their freedom in any other way.”
UN Committee on the Elimination of Discrimination against
Women General proposal number 19

Gender-based violence is a global phenomenon directed towards women
and girls all over the world, no matter the country or culture they are a part
of, no matter which social structure they belong to, what is their religion, values or beliefs. It is omnipresent and occurs on a daily basis and that is why
more attention has been paid to this issue in the past few years. Gender-based
violence has many extensive consequences, not only to the victims, but to the
society as a whole. It is believed that its roots come from the patriarchal tradition and that changing the malicious gender stereotypes and abolishing gender-discrimination (discrimination based on gender) can reduce or even cut
out completely gender-based violence as one of the most extreme forms of
discrimination (Spasić, Nikač, 2012: 26).
Gender-based violence encompasses various forms of abuse towards
women, based on gender inequality and the submissiveness of women in society. It also represents each instance where the result is, or will be, physical, sexual or psychological injury or pain, including threatening women with
such acts, coercing them or limiting their freedom, no matter what happens
in their private or public life (Seftaui, 2009).
According to the Act 3 (d) of the Convention on the Elimination of Discrimination against Women and Prevention of Domestic Violence, “genderbased violence over women” signifies violence directed towards a women
because of her gender or, more precisely, it disproportionally affects women.
Gender-based violence includes the following, but it is not only limited to it:
1. domestic violence, including among other things, physical and mental assault, emotional and psychological abuse, rape and sexual abuse, incest,
non-consensual sex, with the partner – marital or the occasional/non-marital
partner, honor killing, genital mutilation and other traditional rites that harm
women, like forced marriage;
2. violence that occurs in a larger community, including rape, sexual
abuse/misuse, mobbing in the workplace, other institutions etc., women trafficking for the purpose of sexual and economic abuse and sexual tourism;
3. violence committed or tolerated by the state or its officials/employees;
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4. violating human rights during war and armed conflict, kidnapping,
forced migration, systematic rape, sexual slavery, forced pregnancy and human trafficking for the purpose of sexual and economic abuse.
In the broadest sense, gender-based violence signifies domestic violence,
violence within a community and violence committed or tolerated by the
state.

Forms of gender-based violence

Research and official reports of international organisations and the UN indicate that there are three most common types of gender-based violence in the
world: sexual abuse, domestic violence and human-trafficking.
SEXUAL ABUSE

Sexual abuse includes all physical, visual, verbal or sexual acts which at
the time of happening or afterwards, presented a threat or an attack on a
woman or a girl and hurt her or degraded her and deprived her of any control
in an intimate contact (Kelly, 2009:4). Sexual abuse occurs when sex is nonconsensual, or when there is a consent, but the person is too young and immature (children and minors). It is, also, important to be aware of sexual violence which can happen on a daily basis. This type of violence degrades the
person’s self-esteem and can, in some instances, lead to abuse. Sexual abuse
has many forms, including repeated provocations or causing uncomfortable
situations for others, for example, by touching someone inappropriately,
pinching, using inappropriate hand gestures, repeated phone calls, demanding various sexual favors from the employees or students, etc.
According to the Work Law, (act 21 paragraph 3) “every verbal, non-verbal or physical act with the goal of hurting someone’s dignity when it comes
to their sexual life, be it when searching for a job or as an employed person,
which creates fear and an uncomfortable, degrading or offensive environment” is considered to be a form of sexual abuse which is regulated by steep
fines.
DOMESTIC VIOLENCE

Domestic violence and violence towards women perpetrated by their
partners represent a criminal, criminological and socio-pathological phenomena which connects all cultural, religious and regional boundaries, where
physical violence is one of its most drastic forms. Gender-based violence represents cruel behavior which is present in all societies of the world, especially
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in developing countries where the violence rate is higher and personal relationships have been significantly deranged. Domestic violence has become
synonymous with gender-based violence and these two forms of violence
have been equated in real life.
According to the Act 3 (point b) of the Convention on the Elimination of
Discrimination against Women and Prevention of Domestic Violence (2011),
“domestic violence” represents every form of physical, sexual, psychological
or economic violence that occurs within a family or a household, between
current or ex-partners, be it the perpetrator shares or had shared the household with the victim.
According to the same Act (point a) of this Convention, “gender-based
violence” represents violation of human rights and discrimination towards
women, along with all actions included in the gender-based violence which
can lead to: physical, sexual, psychological, financial pain and suffering of
women, including threats with such actions, coercion and any kind of freedom deprivation in their public or private life.
HUMAN-TRAFFICKING

Human-trafficking represents a grave social issue as it greatly endangers
basic human rights – the right to life, freedom of choice and freedom of movement. Millions of women, children, and also men, are forced into prostitution,
indebted servitude, plantation work, begging and other types of coercion.
Human trafficking happens within the borders of a single country (internal
human-trafficking) or intercontinentally (transnational human-trafficking),
hence every country is faced with this grave issue.
Human trafficking, especially with the aim of sexual exploitation is a
“highly profitable – low risk” criminal activity, which affects the quality of
life, and sometimes even ruins the life of the victims themselves. It is a form
of modern slavery whose victims are most frequently women and girls. In
many cases, the gravity of physical and psychological injuries the victims suffer from is so extreme and permanent, that it is not possible for them to heal
their physical and mental state completely.

Gender-based violence in educational institutions

Gender-based violence (GBV) in educational institutions represents a form
of violence in a wider community. It encompasses every type of violence or
abuse that is based on gender differences. That violence can be physical, sexual, psychological, or it can be a combination of all three. It happens in a school,
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in its immediate surroundings, when going or coming back from it. Teachers,
other students or members of the local community can all perform violent
acts towards others. Both boys and girls can be perpetrators or victims of the
violence. The negative consequences of it reflect not only on the educational
system, but also on the reproductive health of the youth. (Kivet et al., 1997).
The etiological, phenomenological and victimology features of GBV and
its consequences are linked to the economic growth of the community, its
historical and cultural background, social situation, quality of education, religion etc. Gender-based violence in developing countries happens whenever there is gender or economic inequality, specific cultural background and
widespread traditional stereotypes on gender roles (especially those linked
to male and female sexuality), and in some cases even when there are longterm political riots or armed conflicts. Research, in such cases, makes it possible to observe gender-based violence, to understand it and to think of ways
how to prevent its malicious consequences when it comes to the educational
and health-care system, especially its wider social implications. This issue
was not resolved systematically, not even in the developed countries. However, many initiatives have been taken in educational institutions, directed towards implementing and developing a curriculum, training teachers, forming
peer groups and presenting the issue, including certain community resources
and developing individual prevention programs.
The largest number of research is linked to developing countries for
many reasons. Recognizing gender-based violence in these parts of the world
began recently. In the last few decades, it was discovered that gender-based
violence in the public sphere of life is a significant obstacle for improving
their position in the society and the wider community. The line between private and public, personal and political, became so blurred that some questions and so-called subjects which are not appropriate for public debates and
actions, appeared as serious questions of the public politics. Simultaneously,
the standpoint that how the youth acts in an educational setting represents
the base of the quality of their social interaction later on in life, was adopted.
In developing countries, where the economic imbalance is extremely high and
the literacy level low, basic education is more of a universal goal then realty.
Hence, gender-based violence and its influence on education bears immense
weight. Besides that, little has been done to document and analyze information on the frequency and consequences of this form of violence in formal
education. Neither were any strategies for intervention, when this issue is
concerned, considered with the aim of helping resolve it.
All the activities, implemented to observe and analyze gender-based
violence in schools have for the aim to create, what the researchers of the
Wellesley Centers for Research on Women (Stein et al. 2002) called gender-

214

Security in Educational Institutions in Serbia

safe schools. Gender safety is based on the hypothesis that many aspects of
traditional gender roles have a negative influence on studying, participating
and student mobility within the school. Therefore, when a school is gendersafe, both boys and girls have the same opportunity for education, skill development through studying and extra-curricular activities. They, also, have the
same right to be psychologically, socially and physically safe from any threats,
abuse, sexual coercion or other forms of violence, in any part of the school
– be it classrooms, toilets or the schoolyard.
The concept of gender-based violence in schools is not only limited to
sexual and physical violence, but also includes all other types of violence
where victims are chosen based on the gender roles attributed traditionally
to their gender. The range of this form of violence varies, from asking girls to
clean the classrooms and the schoolyard to verbally insulting them and degrading their self-esteem (using terms like whore, homo, gay-boy or slut).
The analysis of the GBV from the point of view of the victimology dimension shows that, in certain countries, despite the stereotype that boys are
perpetrators of the violent acts, as is the case in developing countries, there
are different forms of sexual abuse or sexual violence, as proven by research
conducted in developed countries (the USA, Canada, Australia, Western Europe and Japan), and that it can take the form of the student-student and the
teacher/professor-student relation, frequently in religious establishments,
as well (Stein et al. 1993; Hendrie, 2003; Duncan, 1999; Fineran, Bennett
1999; Schmidt, Peter 1996; Rosenfeld 1998; Peterson 1998). Boys who are
victimized, experience the same range of psychological consequences as girls.
Research on adolescents as victims of school violence, found a connection
between psychological consequences of rape and some negative forms of behavior, including skipping class (WHO, 2002: 154).
Apart from that, there is more than one piece of evidence that shows
that in the West, sexual orientation of young boys is just one of the reasons
for their victimization in schools (Garofalo et al., 1998). This research observes the boys, perpetrators of violence over girls, as victims. Furthermore,
as victims of narrowly constructed gender roles which bound their possibility to express their manliness, and approve, even encourage exercising their
power.
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Researching the prevalence of GBV in schools encompasses developing countries for the most part. In Ecuador, 22% of adolescent girls, in an educational
surrounding, reported being victims of sexual abuse (World Bank, 2002). Qualitative research, conducted in Ethiopia, in Adis Abeba, discovered that abuse
and attempts at rape were the main reasons for a low rate of enrollment when
it comes to university studies or even a high percentage of dropping out of highschool, when girls are at stake (Terefe, Mengistu, 1997). The respondents taking part in this research, both male and female, identified women/girls, their
clothes and behavior as causes for abuse and sexual violence.
African non-governmental organisations have, in their research, found
that sexual violence over girls in schools is an enormous problem in many
African countries, including South Africa, Sudan, Zambia, Nigeria, Democratic
Republic Congo (Hallam, 1994:1). The reports mention incidents of sexual
abuse of girls committed by teachers in schools and Universities. These acts
include various forms, from telling sexist jokes and making allusions, to coercing students to sex by promising good grades or threatening to have them
removed from the school. The record shows that there had even been some
cases where students had sex with teachers for money.
In Kenya, according to Omale (Omale, 2000), various forms of violence
over girls are mundane in the primary, secondary and higher education.
Moreover, all the research deals solely with teacher-student violence.
Research based on the sample of 10.000 girls from the Sub-Saharan Africa, discovered that one third of the examinees are sexually active, with 40% of
these girls coerced into having sex with other students (Mensch et al., 1999).
A large number of research was conducted in African countries by Leach and
his alumni (Leach et al., 2000, Leach, et al., 2003). Results of their research
which included Zimbabwe, Ghana and Malawi, showed that girls of all age are
exposed to aggressive sexual assaults committed by older students and teachers. Numerous forms of sexual abuse go unpunished, school administration
does not look into these cases, while poverty, lack of education and the ambivalence of parents, teachers and victims leads to these kinds of situations
becoming long term.
The World Bank research (World Bank, 2002) conducted in Peru, showed
that going away to school increases the risk of abuse when girls come back
home. Risk of sexual abuse, rape, and unwanted pregnancy influenced skipping school at a high rate, or attending the same grade all over again, dropping out of school.

216

Security in Educational Institutions in Serbia

Empirical studies conducted in developed countries have proven that
there are various forms of gender-based violence. In American schools, some
reported cases of sexual abuse and violence were between pupils (students)
and teachers and students (Stein et al., 1993, Hendrie, 2003). Research conducted in four schools in Great Britain, among 10 and 11 year old students,
and 14 and 15 year old students, showed that boys generally abuse girls
verbally, calling them names and trying to get in physical contact with them
(Duncan, 1999). For a long time in Japan, when it comes to sexual abuse, there
has been a tendency to blame the victim instead of the perpetrator, and those
cases were rarely reported. However, in the past few years, state reports indicate that the public tolerance towards sexual abuse and rape is fading, hence,
there were some cases where the victims and their families filed reports
against the perpetrators (French, 2003).

Gender-based violence in Serbian schools

In 2013, for the first time in the history of the Serbian educational system,
research on gender-based violence in primary and secondary schools was
prepared, conducted and analyzed. This research was conducted by the Centre for Gender and Political Studies, within the Faculty of Political Sciences,
University of Belgrade. It was conducted with the aim to determine the frequency of gender-based violence in primary and secondary schools, and to
consider and suggest possible ways how to prevent it and intervene in those
cases of violence.
Both in Serbia and worldwide, GBV has been researched primarily among
adults (most commonly in the private sphere of life – the family) and children
and young adults were seen only as passive victims. Furthermore, all other
research conducted in Serbian schools, which took gender into account, had
analyzed, above all, the textbooks or were conducted from the teachers’ perspectives. This research does not differ solely for its scope of interest, but
also for researching the experiences of gender-based violence, attitudes towards it and towards gender roles; then, it includes both students and teachers of both sexes and, finally, it includes both primary and secondary schools.
Hence, this is the first research in Serbia that examined, on a large sample, the
presence and frequency of various forms of gender-based and sexual violence
in schools.
The sample was made up of students of both genders, from 4th grade of
primary school to 4th grade of secondary school, along with the teaching staff
and expert associates (about 25000 examinees). Data was gathered from 50
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schools (35 elementary and 15 secondary schools) in December 2013, by using both qualitative and quantitative methods. The questionnaire on genderbased violence was divided into two sections. The first section contained a
scale that determines attitudes towards gender roles both in the private and
the public sphere of life, along with the scale that determines the attitudes
towards gender-based violence. The second part of the questionnaire contained questions in regards to the experience on different forms of genderbased violence, like for example: verbal, visual, electronic, sexual, physical
sexual abuse and violence committed by ex or current partners.
This research, without a doubt, proved that there is gender-based violence in Serbian primary and secondary schools. Overall 69% of students of
both genders in primary school and even 74% of students of both genders in
secondary school answered that they were victims of gender-based violence
at least once since the beginning of the school year of 2013/14.
Based on the data acquired from both boys and girls, most of the examined forms of gender-based violence were more frequently committed by
boys (over other boys or girls). Besides that, the results show that not many
students of both genders report gender-based violence to the school administration or staff. This conclusion was reached after comparing the percentage of students of both genders who have answered that they were victims
of gender-based violent at least once in their life (69% in elementary and
74% in secondary schools) and the percentage of school administration and
staff who said that students of both genders came to them in these situations
(30% of school administration and staff in elementary and 17% of school administration and staff in secondary schools).
The results of this research indicated that both school administration
and staff and students of both genders need and are ready to address this
subject openly within their school. Overall 77% of students of both genders
in primary school say that they would like to have these subjects discussed at
school, while the same was said by 69% of students of both genders in secondary school. Moreover, 75% of school administration and staff in primary
school and 68% of them in secondary school say that they would like to be
trained for those kinds of situations (gender roles, gender equality, and gender-based violence).
Based on these requests, we suggest a curriculum, teaching plan and an
educational program for teachers and students in primary and secondary
schools within Serbia, as a way to develop gender sensitive and gender-safe
school environments.
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Educational programs creating the curriculum

The curriculum on gender-based violence, its dynamics and gender relations should be created for all academic fields, mostly because there is a
high percent of gender-based violence and its consequences to health-care
and educational systems of each country. For instance, back in 1996, Wood
(Wood, 1996), suggested to American health-care institutions to introduce
school programs on sexual health and gender violence over women as their
main subjects. A few other studies confirmed that sex-education is a necessity, along with gender and gender roles and gender-based violence (Desgupta, 2001; Kumar et al., 2001; Mirembe, Davies, 2001; Mitchell, Smith,
2001; Morrel, 2001; Omale, 2000). These studies highlight the importance
of young women empowerment and male education on cultural, ideological and religious features that give free rein to men to exert domination
over women in the economic, political and private sphere of life and lead to
violence. Practitioners and theoreticians call this program a life skills approach. Based on the UNICEF definition, the term ‘life skills’ encompasses
a large group of psychosocial skills that help a person make rational decisions, communicate efficiently and lead a healthy and productive life-style.
Life skills can signify all individual actions directed towards the individuals
themselves, activities directed towards others and activities with the aim of
affecting the environment and creating a healthy surrounding. That is why
the educational program on gender-based violence is often found within
the life skills curriculum. Defined like this, the curriculum can help students
analyze and examine attitudes and social norms, social relations such as
discrimination and peer pressure.
However, even the best school plans and programs, and quality curriculums are not efficient and cannot be applied, if the teachers who use such
materials are not gender-sensitive, i.e. cannot recognize gender-based violence and other types of discrimination. Teachers are a part of the society and
most frequently carry traditional gender roles. That is why their education in
this matter is a pre-requisite for a successful application of the curriculum on
gender-based violence.

Teacher education program

The general goal of this teacher education program is to help teachers broaden their knowledge regarding the matter, i.e. to correct their attitudes and
behavior so that they can prevent gender-based violence in schools, and ade-
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quately and professionally communicate with the students who were victims
of GBV.
Individual goals. Teachers should, until the end of the program, be enabled to: recognize their role in protecting children; prevent gender-based violence (identify and recognize the violence); adequately help those students
who were victims of gender-based violence by directly supporting them or
directing them towards relevant institutions, with parental agreement; restructure classes with the aim of preventing GBV; promote a safe environment for all students.
Activities

Module 1: Defining and differentiating concepts of sex and gender

• Sex – a biological term (male, female), universal definition, nonchangeable, culturally non-changeable
• Gender – social construction, changeable term, culturally conditioned
• Gender roles – roles of a man and roles of a woman
• Gender identity
• Gender equality (legal scope and de facto state)
• Gender mainstreaming
• Discrimination (mechanism behind it) – forms and types of discrimination

Module 2: Gender-based violence

• Forms of gender-based violence – psychological, physical, sexual
violence

Module 3: Gender-based violence factors, victimisation consequences,
the need to protect the victim
• Etyological point of view
• Victimology point of view
• Health consequences

Module 4 : Human rights

• The Universal Declaration on Human Rights
• The UN Convention on children's rights
• European Council suggestion 1905(2010) on children protection
program when they are witnesses to domestic violence
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• The resolution 1714(2010) of the Parliamentary Assembly of the
European Council on children as witnesses of domestic violence

Module 5: Creating a safe school environment
• The culture of security
• Discipline versus punishment

Module 6: Responding to gender-based violence – supporting the victims, giving information and further directions

• Basic listening skills
• Using available school and local community resources so as to
help and support the victim of gender-based violence
• Recognising the syndrome of ‘an abused child’
• Organising special case Conferences

Module 7: Applying international and national normative Acts

• International Declaration on Professional Ethics
• Rules of behavior in educational institutions as an example for
prevention of GBV
• Law on Gender Equality
• Anti-discrimination law
• A special procedure for how should police officers act to protect
minors from abuse and neglect
• Portraying actions taken by educational institutions in cases of
abuse of girls and domestic violence

Module 8: Reporting cases of gender-based violence at schools

This education should include both teachers in primary and secondary
schools in Serbia. Within all presented modules, education is realized through
different case studies, which deal with a concrete example of GBV and outcome analysis. Themed activities are conducted in the period of 5 to 10 hours,
which means that the complete process of teacher education takes between
40 and 80 hours. Based on the module content, lecturers should encompass
experts and practitioners from various fields (sociologists, psychologists, security managers, police officers etc.).
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This education program targets school children, 10 to 16 years old, from 3rd
grade of elementary school just up until 3rd grade of secondary school. This
age group was chosen because any intervention in this category helps children
protect themselves from adults who would try to take advantage of the physical and emotional changes they go through. These educational programs may
contribute to the development of healthy relations between boys and girls by,
at the same time, helping them avoid risky sexual behavior incited by gender
stereotypes (a larger number of older partners so as to prove the “masculinity” etc.). Simultaneously, early adolescence enables a higher degree of efficiency of the prevention program and it provides a timely protection from
HIV/AIDS or other consequences of risky behavior. The educational program
should be created in such a way to improve interpersonal communication between students, to make them apt to face their problems and solve conflicts,
to critically and creatively think, to have great decision making skills, and to
help them prevent and/or react in instances of gender-based violence.
The general goal of this student education program is to help them prevent and react to gender-based violence at schools.
Individual goals. By the end of the program, students should be enabled
to: protect themselves from gender-based violence; empower their psychological capacities as a reaction to experienced abuse; develop healthy relations with their peers and adults.
Activities

Module 1: Defining and differentiating concepts of sex and gender

• Sex – a biological term (male, female), universal definition, nonchangeable, culturally non-changeable
• Gender – social construction, changeable term, culturally conditioned
• Gender roles – roles of a man and roles of a woman
• Gender identity
• Gender equality (legal scope and de facto state)
• Gender mainstreaming
• Discrimination (mechanism behind it) – forms and types of discrimination

Module 2: Gender-based violence at schools within the local community
• Defining violence and gender-based violence
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• Forms of gender-based violence – psychological, physical, sexual
violence
• Consequences of gender-based violence
• Students’ experiences when it comes to gender-based violence
• How and who to inform about gender-based violence

Module 3: Human rights
•
•
•
•

Human rights and the UN Convention on Children's rights
Children's rights: whose responsibility are these rights
Violating children's rights
“Your body is yours only” (“Good and bad touches” or “How to protect yourself “)

Module 4: Life skills necessary to prevent and react
to gender-based violence
•
•
•
•

Good communication skills
Problem-solving skills
Emotion-management (empathy; body language )
Empowerment and self-confidence

Module 5 : A healthy friendship

• What makes a good friend?
• Boys and girls as friends
• Peer pressure and peer groups (positive and negative sides to being a part of a group)

Modules 6 : Body health

• Puberty and adolescence (physical and psychological changes)
• Male and female reproductive system
• Protection from pregnancy

Module 7: Summary (overview) of the activities

• The possibility of testing the knowledge and skills acquired during
this program of education
• Opening “new doors” (defining subjects for a new education program).
Each module starts with an introduction that includes a short explanation on why this particular subject is important for preventing gender-based
violence, a short description of each activity and a list of printed resources,
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available publications, websites and other materials that provide more information on module content. Each module contains 1 to 5 sessions. Due to
the interactive character of the program, and the time needed to create and
polish the skills, it is recommended to have groups with a maximum of 20
students. The work methodology within one module encompasses: brainstorming (where all students are actively engaged to analyze a concrete question, idea or problem, show their attitudes which are noted down so that all
students can see them); group discussion (includes students’ reaction to a
certain subject or question and is started by asking the so-called open questions); role-play (an effective way to practice and model new skills in safe,
secured circumstances); outcome analysis; case studies; warm-ups (games
that help the participants relax and have fun, used at the end of the session or
between the activities).
Around 50 hours of training are necessary so as to complete the planned
activities. The sequence of modules was set up logically, and each new module represents an upgrade of knowledge gathered in the previous one, which
is exactly why the whole program should be held in continuity. The education program can be held during or after school hours, within a school environment or within clubs for violence prevention (if they exist within that
school).

Conclusion

Educational institutions are a part of the society, which uphold traditions, historical and cultural values and play a key role in social changes. A great part
of the local community must understand and support these changes, so that
major social changes can be implemented within the educational systems.
More precisely, without a clearly defined politics frame which defines, bans and
punishes gender-based violence in schools, all other efforts will be futile. According to that, regulations on gender-based violence and sexual abuse should
be developed, applied and spread out, so that the politics of reacting to this
issue would be efficient. This implies that schools should have at their disposal
means to report and record instances of violent behavior in schools and hire
assistants who can observe and analyze those reports. Schools should, as well,
work with the Ministry of Education so as to develop a teacher behavior codex,
and a special department within the Ministry should be created, which would
deal with these cases of violence and its prevention. Besides that, reporting on
cases of gender-based violence in schools should be mandatory, and the access
to legal remedies for punishing abuse and violence must be improved.
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The issue of gender-based violence in educational institutions is not only
an issue present within developing countries, but also a global one. Therefore, it is of utmost importance to research violence occurrence in various
geographic locations, so as to understand its complex nature and features.
Understanding the context of gender-based violence contributes to developing more efficient intervention programs and changing local and national politics. Within adapting to specific features of a local community, educational
content which will have a preventive role must be re-defined. Creating a curriculum means to modify the thematic fields, modules and to plan concrete
activities within the local context. That is why each educational program and
curriculum is unique and specific.
While creating the curriculum and educational program, it is necessary
to bring in researchers and practitioners who will create a balance between
the global perspective on the reaction to GBV and local experiences, and who
will help generate more successful policies and practical activities.
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HOOLIGANISM AMONG SECONDARY
SCHOOL STUDENTS IN SERBIA:
KEY ASPECTS FOR DETERMINING
PREVENTIVE STANDARDS,
PROCEDURES AND PROTOCOLS
IN SCHOOL ENVIRONMENTS

Summary
This paper presents some of the results of the research conducted in secondary schools in Serbia to determine to what extent and in what ways secondary
school children in Serbia participate in violence sporting events, the profiles of
minors who are members of fan clubs, and the role of schools, the police and
courts in preventing and suppressing hooliganism among minors. The results
were compared with results from previous research on this issue and similar
issues.
Keywords: hooliganism, schools, security, sport, spectator violence, fan
groups, youth crime

Introduction

Crime is universally regarded as a key social issue. Juvenile delinquency is
also indisputably a major issue due to the particularities of the complex need
to protect and care for youths, who are a vulnerable developing population

228

Security in Educational Institutions in Serbia

and society’s and mankind’s “future”, and the importance of preventing the
escalation of youth crime and crime in general. Spectator violence at sporting events has been an integral part of development in sport as merely one of
important human activities.
Sport is complex and ambivalent because it possesses both a homogenizing (integrative) and antagonizing (disintegrative) social potential (Armstrong, Giulianotti, 1999). It therefore brings together different groups, nations and cultures but it also incites various types of violence and related
criminal offences that jeopardizes security and provokes conflict. This is why
professor Đorđe Ignjatović points to the “naive belief that sport is a universal
crime prevention factor” and to the difference between professional and amateur sports activities, highlighting professional sport as undesirable since “it
has long been steeped in various types of criminal activity” (Ignjatović, 2004:
541).
The number of sport fans is increasing; there are groups in this population that are more interested, organized and prepared than others to support
their club. Sporting events have often been the venue for outbreaks of disorder when the behaviour of spectators and fan clubs was virtually impossible
to control or channel. Such groups therefore posed a threat not only to the authorities but also to the safety of the community. Although spectator violence,
as one of many manifesting forms of ever-increasing violence, does not pose
such as serious a danger to communities as some other forms of violence, this
phenomenon can be challenging to deal with in a more organized and systematic way because it is increasingly being accompanied by fatalities, large
numbers of casualties and substantial damage and because of its historical
continuity. The involvement of minors, who are adopting violence as a manner of communication, only compounds the problem.
Supporting teams and joining fan groups are becoming modern models
of behaviour, adopted mostly by youths, who tend to have a keen sense of
belonging to a group and identify strongly with it. They participate directly in
sporting events, turning supporting into a spectacle or ritual, but they often
also transpose violence from their social environment and generate violence
and inappropriate behaviour at sporting events. Such behaviour is mostly
associated with football fans but occurs in other events such as basketball,
handball or hockey matches as well, often incited by the same fans and fan
groups.
Spectator violence in Serbia has escalated in the last two decades, which
reflects global trends. The most important causes of the escalation of violence
and hooliganism since the 1980s and the 1990s are: the level of education of
fan groups, the fact that they are becoming more organized and more aggressive, and the politicization of fan groups and the escalation of fan conflicts
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into international conflicts (Mihajlović, 1997). Other causes include those
identified by UK researchers, which serve to complete the picture: social crisis as fertile ground for hooliganism (the more severe the crisis, the more
pronounced violence and hooliganism will be), the erosion of social values,
the crisis of ideas, the loss of meaningfulness, a lack of values, the marginalization of youths, a lack of perspective, unemployment, the state of affairs
in football and football organizations (criminalization, match fixing, betting,
departure of best players and staff), the institutionalization of hooliganism in
the form of fan groups, the protectiveness of clubs towards their fans and the
overall tendency of youths to engage in the kinds of behaviour that deviate
from social norms (Misić, 2010: 87).
Hooliganism is merely the visible and salient part of violence, which is
in itself a highly complex and singular security issue. Its complexity stems
from the variety of contexts, causes and sources of violence in both individual
and group (collective) behaviour, from their inevitable interplay and from the
different ways in which they can be interpreted (biological, psychological, sociological, criminological, etc.). Its singularity derives from its aetiology; its
relationship with sporting events, most commonly football; the participation
of multiple agents in planning and implementing security measures at sporting events, taking preventative measures and sanctioning illicit behaviour;
its various manifest forms (verbal and physical); locations where it takes
place (most frequently sporting events, the stands and sports halls but also
other public places, streets, means of transport, hospitality units, etc.);the
time when it occurs (before, during and after a sporting event or unrelated to
it); how it is manifested (fights, use and throwing of objects that could harm
a person or result in damage or destruction of property, scheduled fights
with other fan groups), its political dimension; the difficulties in identifying
offenders(because the offences are committed in a group or crowd); the difficulties in identifying perpetrators and proving offences (because the offences
have not been reported or because the perpetrator used the club’s insignia to
conceal their identity); its consequences (threats to life, bodily harm, damage
or destruction of property, outbreaks of public disorder, hatred or intolerance) and other particularities (excessive use of alcohol or narcotics, use of
pyrotechnic devices).
In addition, hooliganism also differs from other criminal activities in
terms of its underlying motives, which are often unclear and cannot be determined with certainty. Unlike other perpetrators, who avoid contact with the
police, hooligan firms commit violence and engage in disruptive behaviour
which is directed against police officers as well. Another issue is that such
behaviour violates multiple laws– the Law on Public Assembly, the Law on
Public Order, the Law on Weapons and Ammunition, the Criminal Code, the
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Law on Sport as well as other regulations, safety and security guidelines of
sports organizations, etc. It is due to these properties and particularities that
violence is so difficult to prevent and counter. The state faces difficulties in
mounting a response i.e. in its attempts to take measures to prevent violence
and disruptive behaviour because the actors can adapt very quickly, changing
how, where and in what form they engage in violence in order to escape penal
sanctions. On the other hand, fan violence and delinquent behaviour are an
international issue transcending the borders of a single country.
Members of fan groups can also become instruments of sports organizations (management, clubs, and coaches) as well as political and social organizations. Models accounting for fan violence, such as the unfulfilled existence
model, the successfulness of attaining goals by violent means, the deviant
model of anomie, the subculture model, the collective behaviour model, the
imitation model, the catharsis (purification) model, the imperative victory
model and, finally, the professional fan model (Koković, 2001) provide fertile
ground for shedding light on this issue.
Hooliganism is, therefore, a major social issue that has even greater proportions because it involves minors. In order to identify the main properties
of hooliganism among minors of relevance to determining preventive standards, protocols and procedures, we conducted a study among secondary
school children in Serbia. We present some of the results here.

Methodology and sample

This study was based on survey data collection (by means of a questionnaire)
and statistical methods. The survey was conducted anonymously using a custom-made survey instrument – a questionnaire – consisting of 42 questions.
The questions were mostly closed-ended. One question was an open-ended
(free-form) question only; in 11 closed-ended questions the respondents
were given the possibility of providing a free-form answer among the provided options. In the questionnaire, 7 questions referred to the properties of the
sample and the remainder was aimed at proving or disproving the proposed
hypothetical framework. The items in the questionnaire were therefore determined by the sample and the content of the hypotheses. They were administered as batteries of questions so that the basic content of the different
levels of the hypothesis being tested was divided into separate wholes.
We applied statistical methods to the quantitative data we collected on
the properties of hooliganism among youths at sporting events to determine
the characteristics of hooliganism among secondary school students relevant
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to formulating preventive standards, protocols and procedures. The statistical methods we employed included several data processing techniques that
were used to test the proposed hypotheses. These included: determining the
frequencies of responses, determining the percentages of certain responses
in the total number of responses and the χ2 test of independence to determine statistically significant differences between the compared groups or
statistically significant correlations between certain responses.
The sample population for the survey consisted of secondary school students from the Republic of Serbia. The sample was stratified according to the
following criteria:
1. The cities where the students’ schools were located had premier
league clubs in the Serbian Super Liga in the 2012/13 season;
2. For each selected city, we chose two secondary schools closest to the
home stadium of the club playing in the Serbian Super Liga in the
2012/13 season. 25 schools were selected in this way;
3. In each school, the respondents came from two classes in each year;
the first was the class with highest class attendance and the second
was the class with the largest number of class absences. The questionnaire was administered in 200 classes in total.
Using these stratification criteria, we arrived at a sample of 3662 students. According to the Statistical Office of the Republic of Serbia, there were
280,422 students at the beginning of the 2012/13 school year so the sample
included 1.3% of the secondary school population. Since this was a stratified
sample, its size is entirely representative of the secondary school population
aged between 14 and 19. Table 1 shows the main properties of the sample.
Table 1. Basic characteristics of causes

Cause characteristics

Place of residence

Subotica
Pećinci
Kula
Novi Sad
Belgrade
Smederevo
Kragujevac
Jagodina
Niš
Užice
Ivanjica
Novi Pazar

Frequency

Percent

319

8.7

319
172
328
224
613
298
290
260
370
331
138

8.7
4.7
9.0
6.1
16.7
8.1
7.9
7.1
10.1
9.0
3.8

232

Security in Educational Institutions in Serbia

Gender
Age

Results: discussion and analysis

Male
Female
14
15
16
17
18
19

2024
1632
10
569
991
1003
801
279

55.3
44.6
0.3
15.5
27.1
27.4
21.9
7.6

The main violent actors at sporting events in Serbia are highly organized
fan groups. Out study indicates that a significant number of minors take part
in these groups.
Table 2. Sorting the whole sample based on whether
the participants are or are not members of a fan group

Is the respondent
a part of a fan group?
No
Yes

Frequency
3.123
506

Perecnt
85.3
13.8

Of the total number of respondents, 506 (13.8%) said they were members of an organized fan group (Table 2). 33 (0.9%) did not say if they were
members of an organized fan group.
Each group has several hundred extreme fans and about a dozen “leaders”, who establish a hierarchy among them. One supreme leader, who engages not only in supporting activities but also initiates conflicts with rival fan
groups and the police force and fights inside the group itself, always emerges
in each group. Success and prominence in fights have a significant impact on
a leader’s popularity and once they have attained a certain position in the
group’s hierarchy, the leaders no longer participate actively in these fights,
aware that they will be recognized, and follow international role models inletting younger members “prove themselves” (Misić, 2010).
The question ‘What is your attitude towards the leader of your fan group?’
was intended to determine the relationship between members of fan clubs
and their leaders. The answers are presented in Table 3.
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Table 3. Sorting the answers based on the question:
What is your opinion on the leader of your fan group?
Answers to the question
The group leader is a good friend of mine
The group leader is just the first one among the equal
The group leader is “my” leader whom I always follow
I appreciate my group leader more than my teachers
and professors
I don’t think I should always follow the ideas of the
group leader as I don’t always agree with them
Something else

Frequency
91
95
64
52

Percent
18.0
18.8
12.6
10.3

45

8.9

132

26.1

The table shows that there is a hierarchical relationship between nearly a
quarter of fan group members (24.3% cumulatively) and the leaders of those
groups (“The leader is my “leader” and I always follow him” and “I respect my
leader more that my teachers”). This is a serious social issue because these
group members respect the authority of the leader above all other authorities (parental authority, state authority) and therefore become “cannon fodder” susceptible to manipulation and means to often personal ends that are
unrelated to sport and supporting and can be classified as criminal activity
(drug dealing, racketeering, etc.). The remainder of the respondents – 38.8%
cumulatively – had normal interactions with leaders of fan groups and normal social relationships with them (“The leader is a good friend of mine” and
“The leader is just the first among equals”) or did not consider the fan group
leader to be the ultimate authority (27.6%).
Statistical data gathered by the Serbian Ministry of the Interior do not
accurately reflect the participation of minors in spectator violence, especially
given that spectator violence was only criminalized in 2003.
Table 4. Age and gender structure of children and minors – criminal
offenders according to the article 20 of the Law on violence and sport
on the territory of Republic of Serbia in the period of 1990-2010

AGE
Up to 14
14-16
16-18

Gender
Male
Female
Male
Female
Male
Female

Frequency
7
0
58
0
263
1

Percent
2.0
0.0
17.6
0
80.1
0.3
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In her research on juvenile delinquency in Belgrade between 1998 and
2006, conducted on a representative sample, Biljana Simeunović Patić reports that violent behaviour at sporting events is a criminal offence whose
perpetrators in the sample were exclusively male minors. This offence is
quite distinct not only in terms of the gender of the perpetrators, the circumstances in which it takes place and the perpetrators’ motivations, but also
because – contrary to common practice in court proceedings involving minors – the accumulation of offences is very rare (it accounts for only 11%
in the sample); even when there is accumulation, this is usually in the case
of the same offence – hooliganism at a sporting event from Article 20 of the
Law on the Prevention of Violence and Disorderly Conduct at Sporting Events
(Simeunović Patić, 2009: 127).This was upheld by our research results, which
indicate that members of the male population are far more likely to join a fan
group (Table 5).
Table 5. Respondents taking part in fan groups sorted by gender

Gender
Male

Female

Is a member
of a fan group
Yes
No
Yes
No

Frequency
454
1570
84
1548

Percent
22.4
77.6
5.1
96.9

Males were therefore much more frequently taken into custody for violence at sporting events – out of 181 male respondents taken into custody for
violence at a sporting event, 114 were members of a fan group. Statistically,
females were far less frequently taken into custody for violence committed at
a sporting event– a total of 21 females were taken into custody of whom were
members of a fan group (χ2 (1, n = 3596) = 103.670, p = 0.000, with the phi
coefficient phi = -0.17).
In addition, male respondents were much more frequently charged with
a misdemeanour, with 119 charges against males and 6 against females, which
represents a statistically significant difference in the sample (χ2 (1, n=3606)
= 62.198, p = 0.000, with the phi coefficient phi = -0.131).
The situation was similar for criminal charges – there were 98 criminal
charges against men and 17 against women, which also represents a statistically significant difference in the sample (χ2 (1, n = 3587) = 44.125, p = 0.000,
with the phi coefficient phi = -0.111).
The most common actions of minors that constitute these criminal offences are: breaking chairs at football matches or basketball games and

235

Security Risks Control Models in Educational Institutions

throwing them towards persons in charge of maintaining law and order, onto
the playing area, throwing rocks onto the playing area or towards the part of
the stands where rival fans are located. The typical perpetrator of violence at
a sporting event is a minor aged 16 or above: the average age of perpetrators
in this category in the Belgrade sample was 16.23.
This was upheld by our research results, which indicate that the population aged between 15 and 17 in the sample was the most active in fan groups
(Table 6).
Table 6. Respondents taking part in fan groups sorted by age

Age
14
15
16
17
18
19

Is a member
of a fan group
Yes
No
Yes
No
Yes
No
Yes
No
Yes
No
Yes
No

Frequency
1
9
93
476
160
830
163
840
88
713
34
245

Percent
10.0
90.0
16.3
83.7
16.1
83.9
16.3
83.7
11.0
89.0
12.2
87.8

There was no statistically significant difference either in the number of
people who were taken into custody or the number of misdemeanour and
criminal charges in terms of the age of the respondents. Although the mental development of minors in this category did not diverge from the average
in the sample, one in two minors who had committed violence at a sporting
event was identified as having increased impulsivity, making this cluster the
“most impulsive” in the sample. Two minors in this category had been diagnosed as hyperactive in an earlier developmental phase. Half of the minors
in this category had regularly played or were regularly playing a sport, most
commonly football. Offending while under the influence of alcohol was also
highly typical of perpetrators of violent behaviour at sporting events.
The results of our research also indicate that there is a correlation between alcohol consumption and violent behaviour at sporting events.
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Table 7. A representation of alcohol consumption and its connection
to taking part in violent activities during sport events

Uses
alcohol
Yes
No

Frequency
2525
1137

Percent
69.0
31.0

Involved
in violence
Yes
No
Yes
No

Frequency
742
1783
184
953

Percent
29.4
70.6
16.2
83.8

The results clearly show that the respondents who consumed alcohol engaged in violence at sporting events more frequently. A statistically significant
difference was confirmed by a χ2 test (χ2 (1, n = 3662) = 71.642, p = 0.000,
with the phi coefficient phi= 0.141).
The situation was similar regarding the use of narcotics and violence
perpetrated at sporting events (Table 8).
Table 8. A representation of drug abuse and its connection to taking
part in violent activities during sport events

Uses
drugs
Yes
No

Frequency

Percent

3310

90.4

352

9.6

Involved
in violence
Yes
No
Yes
No

Frequency
185
167
741
2569

Percent
52.6
47.4
22.4
77.6

The results indicate that the respondents who used narcotics engaged
in violence at sporting events more often. The statistical significance of the
difference was confirmed by a χ2 test (χ2 (1, n = 3662) = 151.698, p = 0.000,
with the phi coefficient phi = 0.205).
The psychological “benefits” minors derive from being members of “fan”
groups are a strong sense of identity and a sense of belonging and importance:
adolescents’ pronounced need for belonging to a group and immersing themselves into peer group identity usually indicates a lack of reliable support in
their nuclear family. Although our research did not provide the opportunity
to test and evaluate the theoretical proposition that a lack of psychological
support in the nuclear family has an impact on whether an adolescent will
join a fan or other peer group, it is a telling finding that half of the perpetrators of violence at sporting events who were members of “fan” groups in the
Belgrade sample came from dysfunctional families with strained family relations; one in four minors from this category consumed alcohol excessively
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and this was the category of young offenders in which alcohol abuse by the
father was the most prevalent; dysfunctional family relations were prominent only for the group of perpetrators of violent offences against property
(Simeunović Patić, 2009: 171).
This was also upheld by our research, which confirms the link between
fan group membership and the need for a sense of belonging among those
youths who came from incomplete families. The respondents were asked to
say what being a member of a fan group meant to them. One of the provided
answers was that the group was a substitute for a family (Table 9).
Table 9. Completeness of a family and looking
for a replacement in a fan group

Replacement
for a family
Yes
No

Frequency

Percent

3604

98.6

58

1.6

Family

Complete
Incomplete
Complete
Incomplete

Frequency
39
19
2984
612

Percent
67.2
32.8
82.8
17.0

The results indicate that minors from incomplete families often searched
for a substitute for their family in the fan group and the statistical significance
of this correspondence was demonstrated with aχ2 test (χ2 (1, n = 3023) =
8.824, p = 0.003, with the phi coefficient phi = -0.052).
Some indications of the influence of delinquent peer groups can be obtained from the data on socialization with delinquent peers, most of which
were gathered from expert group reports of the relevant departments within
the City Centre for Social Work (Gradski centar za socijalni rad) or institutions of social protection. Two thirds of minors (62.5%) were found to socialize with peers who committed criminal offences or misdemeanours. This
was highly typical of perpetrators of sexual violence, violent offences against
property and violence at sporting events, where socializing with delinquent
peers was almost the rule (77 to 100% of these minors socialized with delinquent peers). This was less common for minors who had been charged with
the production, possession and sale of illegal drugs or offences against the
person (33.3% of minors in these categories regularly socialized with delinquent peers). Moreover, there was a strong correlation between socializing
with delinquent peers and dropping out of school. At least 23% of minors
from the sample belonged to a delinquent group – a group of youths who
repeatedly or occasionally committed criminal offences. All minors who had
perpetrated the criminal offence of violent behaviour at a sporting event belonged to a “fan” group (Simeunović Patić, 2009: 171).
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Discussion and conclusions

Issues accompanying the transformation of Serbian society in the last decade
of the 20th century and early 21st century have had an impact on its security
in the broadest sense. The most prominent were the overall crisis of morality
and social values, unemployment, growing poverty, issues in the work of government bodies, increased crime rates, especially youth crime and a dramatic
rise in violent crime committed by this social category. Despite privatization,
which will include sports i.e. some sports venues and clubs, the assumption is
that the violence and disorderly conduct of supporters as a broader social issue will continue to jeopardize societal security. This is a major and complex
issue, which cannot be resolved simply by introducing a ban on fan groups or
by repression. A consistent application of the rigorous provisions of the Law
on the Prevention of Violence and Disorderly Conduct and the recent adoption of the Law on Sport might force hooligans to think before they reoffend.
Nevertheless, preventive measures, which need to incorporate exchange of
information, the prioritization of hooliganism in the agendas of existing interdepartmental bodies and the implementation of best practices and experiences from EU countries that have successfully regained control over sporting
events are also needed. In order to improve the security of visitors, the most
popular sporting venues (The Red Star and Partizan stadiums, the Pionir
Hall) need to be reconstructed and the large number of minors participating
in hooliganism needs to receive increased attention (Savaković, 2010).
Besides existing strategies, the adoption of a national strategy for the
prevention of violence and disorderly conduct at sporting events seems like a
possible and acceptable solution, which could address the issue of hooliganism in a professional and comprehensive way. At the same time, the response
of the community at large, especially the media and the wider network of educational institutions that should take a more active part in educating youths
to accept positive social values and tolerance, is crucial for addressing the
issue of criminality in general, and thus of youth crime and hooliganism as
well.
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The Role of Technics and
Informational Technology
in Solving Problem
of Security Risks
in Educational Institutions

Milan Lipovac

VARIOUS ASPECTS OF USING VIDEO
SURVEILLANCE IN THE SCHOOL
ENVIRONMENT IN REPUBLIC OF SERBIA

Summary
Considering the fact that according to the results of previous studies the most
common technical application of situation prevention in school environment is
video surveillance. This paper aims to outline the various aspects of video surveillance. The study was initially designed as a secondary analysis of local data
sources, however, it turned out that there was no data on the existing model of
video surveillance in Zemun schools, so a comparative legal and meta-analysis
of previous studies had to be used. Legal, technical, human, financial, organizational and social aspects of video surveillance application are analyzed, and
the results can certainly be helpful in making decisions about applying video
surveillance in a particular school.
Keywords: the Republic of Serbia, school environment, situation prevention,
video surveillance, various aspects.

Introduction

The academic debate on using video surveillance to reduce crime in public
places is, at least according to the views of the domestic authors (Marina Kovacevic-Lepojevic and Vesna Zunic-Pavlovic), most often placed within the
theoretical framework of situation prevention. This kind of prevention is a set
of measures that exerts its effects on the environment, the surroundings, with
the aim of reducing the possibility of successful and unpunished committing
of certain types of criminal offenses or other delinquent behavior. The main
features of situation prevention are:
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• targeting specific forms of crime,
• managing, editing and controlling the immediate environment, and
• acting to increase effort and risk for the perpetrator, reduce the costeffectiveness of committing the act, and eliminate the option of its
justification (Clarke, 1997 according to Kovacevic-Lepojevic and Zunic-Pavlovic, 2010: p. 94).
According to Cornish and Clarke, situation prevention includes 25 techniques that are classified into five categories: making a criminal offense more
difficult, increasing the risk the criminal is exposing himself to, reducing the
criminal’s reward, reducing provocation and precluding justification (Cornish
& Clarke, 2003). Based on the classification of situation techniques, offered by
Cornish and Clarke, three types of surveillance in public space can be singled
out:
• formal surveillance (by formal institutions)
• secondary surveillance (by employees), and
• natural surveillance (surveillance per se).
The presence of police officers or of security are the most frequent formal
surveillance measures, which we can be defined as physical measures, and the
use of video surveillance, alarm systems, electronic access control, etc. that
are identified as technical measures. Based on the findings of a research made
on two Belgrade Municipalities (Zemun and Surčin) in 37 primary and secondary schools, the most frequent technical measure of situation prevention
is video surveillance (22 schools), while alarm systems are used in 5 schools
(Žunić-Pavlović; Kovačević-Lepojević i Merdović, Unpublished paper).
In this paper, many different aspects of video surveillance will be presented, which may be of importance for making the decision on applying
video surveillance in a school environment.

Video surveillance on the school premisses

The beginning of video surveillance application in our midst and in other
countries relates to the protection of employees, goods, and money in retail
facilities and banks. The main reason for applying video surveillance was supposed to be the prevention of crime, reflecting in the deterrence of making a
potential criminal offense. Also, the video surveillance in trade facilities was
supposed to have a repressive function, more precisely to enable the identification of a criminal offense should it be committed, and the the identification
of the offender. Most often, those were the offenses of petty theft, theft, robbery, and armed robbery.
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In due course, the video surveillance systems were used for recording
public places with a high frequency of people: squares, bus and railroad stations, shopping malls, streets with heavy traffic, public gatherings, sports
events, etc. By all means, each of these public places and/or concrete events
is videotaped for specific reasons. Today, it is not a rare case that concrete institutions have their own video surveillance: correctional institutions, police
stations, military facilities, hospitals and people’s health care homes, school
and university buildings, ministries and other important state buildings, but
also various business subjects like publicly owned companies, private firms
and other associations.
Video surveillance in the school’s surroundings most often presumes the
use of one or more video cameras, a network of cables, routers, monitors, the
power supply, at least one PC as a server, etc. Also, suitable software is needed,
more specifically, a computer program that enables the operator or the person
who is doing the surveillance of a certain space (and in most cases he or she
is the school police officer, or security officer) to manipulate the live feed: to
freeze frames, photograph, zoom, record, rewind etc. Video-surveillance systems can be additionally upgraded with movement, sound and light detecting
sensors, movable video-camera stands, additional infrared or white light that
enables good quality recording in limited visibility conditions, optical and/or
digital zoom, equipment for transmitting video feed on the Internet, etc.
The aim of video surveillance on school premises is, among other things,
primarily linked with the security of students and employees, both the teaching and administrative staff and also with the protection of school property.
In order for these aims to be achieved, it is necessary that those who spend
time on the school premises are aware of the fact that they are under surveillance and consequently are exposed to a greater risk to be detected should
they be doing something illegal. However, mostly this is not the case.
The incident that took place in a primary school in Zemun and that the
public is informed about through the media is definitely the example of this
state of affairs. Namely, during the 2008 New Year’s break, five students and
alumni broke into the building of the “Rade Končar Elementary School”. They
broke the bottom glass pane on the main entrance door, entered the building
and set fire on the premises. “The footage recorded by a security video camera on January 2nd shows that two girls and three boys broke into the school
building and set the fir tree by the school canteen folding door on fire. The
canteen folding door and bearing crossbeam, two video cameras, part of the
power cables, the pedestal of the Rade Končar bust and some other objects
burned down” (Press, 2008). The then Principal also said for the same daily
paper that on the day before, January 1st, eight windows on the school gym
had been broken (Press, 2008).
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According to the data published in Politika daily paper, the fire in the hall
was first seen by the tenants in near-by apartment buildings who called the
firefighting brigade. The school janitor also reacted in a timely manner. He
entered the school building together with the fire fighters and helped localize the fire, by which a larger material damage was avoided (Politika, 2008).
The incident was recorded by the video surveillance cameras both outside
and inside the school building, and the footage showing the students entering
the school building and setting on fire the school property was given to the
police.
We may only speculate as to the awareness of the offenders that the school
building was under video surveillance. Either they did not know about it or
were unaware of the fact that the surveillance video camera footage increases
the risk of them being exposed. Although the footage enabled the identification of these students, their criminal liability was excluded due to the fact that
they were under the age of 14 at the moment of doing the criminal offense.
The whole matter was dealt with on the school level by implementing school
disciplinary measures. However, the importance of this event is not in acknowledging the significance of video surveillance in view of the subsequent
identification, but in detecting the shortcomings of the preemptive application of video surveillance regarding the given way of organization. The whole
matter was dealt with on the school level by implementing school disciplinary
measures. However, the importance of this event is not in acknowledging the
significance of video surveillance in view of the subsequent identification, but
in detecting the shortcomings of the preemptive application of video surveillance regarding the existing way of organization.
Given that the event took place during the New Year holidays in the
evening hours, there was no one in the school building who could detect
something suspicious in real-time via video surveillance and prevent the destruction of school property. This makes the people in charge consider the
introduction of video surveillance in other Zemun schools and creation of integrated surveillance that would allow permanent surveillance.
After a series of preparations, the then Minister of Interior, together
with the Mayor of the Zemun Municipality officially opened the Monitoring
Center in the Zemun Police station, on Oct. 21st, 2010. Through an integrated
surveillance system, this Centers covers seven elementary schools (“Majka
Jugovića”, “Svetozar Miletić”, “Rade Končar”, “Petar Kočić”, “Gavrilo Princip”,
“Gornja varoš” i “Mihajlo Pupin”) and three secondary schools (“Zmaj Technical School”, “Zemun Grammar School”, and “Nada Dimić School of Economics”).
On that occasion, Ivica Dačić, the then Minister of Interior said that by
monitoring the parameters the police would be able to act preemptively
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and thus prevent possible problematic situations. (The Zemun Municipality,
2010). The Minister also said that “this will be a great contribution to students’ security, because in recent years there has been an increase in peer violence in schools, schoolyards, and around them.” (Danas, 2010) At the same
time, Branislav Prostran, the then Mayor of the Zemun Municipality said that,
“investment in education and security of students is one of the priorities of
the Zemun Municipality, which is funding this aspect of child protection with
20 million dinars. Next year, video surveillance will cover all elementary and
secondary schools on the territory of the Zemun Municipality, and all central
streets, and entrances to and exits from Zemun. This will significantly improve the overall security of both students and all citizens of this Municipality.” (Danas, 2010).
All stated above encouraged us to request from the competent state
authorities information regarding the work of the Monitoring Center, more
specifically, about the organization and standards of operation, along with
the results achieved, after almost three years from the official opening. After months of unsuccessful attempts to contact the staff of the Zemun Police
Station and seek information through official channels, and complaints to
the Commissioner for Information of Public Importance, we received rather
sketchy information regarding the work of the Monitoring Center. The information obtained can be conditionally reduced to,
1. “The monitoring center that exists in the Zemun Police Station is operational and one police officer works in it” (MOI answer, 9931/132).
2. “So far, the functioning of the Monitoring Center is positively evaluated by the Commander of the Zemun Police Station and the school
principals.” This logically poses the question that we asked the authorized person: on what grounds, results/indicators such rating had
been given. And the answer received was, “Information about the
concrete results is not contained in a specific document and cannot
be singled out as such” (MOI answer, 9931/13-2).
3. “In its total expenditure, Ministry of the Interior does not have any
specific expenses in relation to the functioning of the Monitoring
Center” (MOI answer, 9931/13-2).

	

Problems in accessing local sources of information related to the work of the Monitoring Center, difficulties in communication with the employees of the Zemun Police Station and the Zemun Municipal Administration, and non-compliance with the
principle of transparency and obligation to provide information of public importance may be the subject of a separate paper.
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4. Regarding the information about the “positive work evaluation” of
the Monitoring Center, based on the results of which “there is no information in the specific document”, thus “the evaluation itself cannot be singled out as such”, we sent a request for the answer to the
question where and when a positive evaluation of the work of the
Monitoring Center was given by the Chief of the Zemun Police Station and the principals of the elementary schools? The authorized
person’s reply was in a selected copy of the Minutes from the work
meeting held at the Zemun P.S., November 13th, 2012, and attended by
the Chief of Police Station, Commander of the Police Branch and Head
of the Criminal Police Section. At the meeting, “The P.B. Commander
asserts that the action of the mentioned schools is one of the current
tasks and that he expects increased work and maximum attention of
all police officers focused on the events around the schools, referring
to the occurrence of certain types of vehicles and interesting persons
security-wise and the maximum use of the Monitoring Center, which
plays a significant role in detecting criminal offenses and offenders.”
(MOI answer, 9931/13-5).
5. Further, in our second request, we reiterated the question regarding
the identification of positive legal regulations and the decision of the
state body to introduce video surveillance in elementary and secondary schools in Zemun. Unfortunately, we did not receive any answer
to this repeated question, too.

Based on the previously mentioned newspaper headlines, an average
reader could get a very favorable impression of the work of the Monitoring
Center. Guided by this impression, we contacted the competent state authorities in order to get more information regarding the work,standards of the
Monitoring Center, and its success (or failure) checked on the basis of the
results achieved in its work. Since such information does not exist, at least according to what we were lead to believe by the authorities, the only thing that
can be done is to present the current status on the basis of comparative legal
analysis and meta-analysis. This should be taken into account when deciding
on the implementation of video surveillance and designing the optimal model
of video surveillance in the school environment. The analysis of the current
status regarding the implementation of video surveillance in the school environment should cover six aspects: legal, technical, personnel, financial, organizational and social.
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Video surveillance of public space is regulated by both domestic and international legislation. International conventions mainly relate to the rights and
freedoms of citizens with regard to the protection of privacy and protection
of personal data. In this respect, the European Convention for the Protection
of Human Rights and Fundamental Freedoms, the European Convention for
the Protection of Individuals with regard to Automatic Processing of Personal
Data, and the Directive 95/46 of the European Parliament and of the Council on the protection of individuals with regard to the processing of personal
data and the free flow of such data should be mentioned here.
Domestic legal solutions regarding video surveillance apply solely to
specific public spaces or specific events. Thus, for example, the Law on Road
Traffic Safety (Official Gazette of RS, No. 41/09, 53/10 and 101/11) regulates
video surveillance of roads and intersections in Belgrade and, based on the
provisions of that law, on April 20, 2011, the Ministry of Interior passed act
No. 185/11, which designates 60 camera sites on the territory of the City of
Belgrade.
In accordance with the Law on Prevention of Violence and Misbehavior
at Sports Events (Official Gazette of RS, No. 67/03, 101/05, 90/07, 72/09,
111/09 and 104/13), the organizer is obliged to provide technical equipment for monitoring and recording the entry and behavior of spectators at a
sports facility. In accordance with the Law on Gambling (Official Gazette of RS
Nos. 88/11 and 93/12), the organizer is obliged to provide continuous audio
and video surveillance of the gambling tables and machines, the entrances
and exits to the casino, players and visitors, and keep the records of continuous audio and video recording for ten days, and longer upon the directive
of the Gambling Administration. Also, in accordance with the Law on State
Border Protection (Official Gazette of RS No. 97/08), the Border Police are
authorized to collect personal data through various technical means, including video surveillance, for the purpose of keeping records. Certainly, the most
important provision regarding the use of video surveillance is contained in
	

Here it is necessary to point out the difference with respect to the “measures of covert sound and optical surveillance”, which are regulated by the Code of Criminal Procedure (Official Gazette of RS No. 72/2011, 101/2011, 121/2012, 32/2013, 45/2013
and 55/2014); measures of “secret surveillance and surveillance of persons in open
space and public places using technical means regulated by the Law on the Military
Security Agency and the Military Intelligence Agency (Official Gazette of the RS nos.
88/09, 55/12 and 17/13); and the “application of appropriate operational and technical means to ensure the collection of data” regulated by the Law on the Security
Information Agency (Official Gazette of RS, No. 42/02 and 111/09).
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the Law on Police (Official Gazette RS No. 101/05, 63/09, 92/11). Article 69
thus stipulates that “recording in public places is the permanent audio and
video surveillance of public places where crimes or offenses are frequently
committed, in order to prevent them.” Also, when there is a danger that a public gathering may jeopardize the life and health of people or property, officials
in charge are authorized to video-record or photograph the public meeting. A
prerequisite in both cases is that the police publicly declare their intention to
carry out this activity.
On the other hand, in the Law on Fundamentals of the System of Education and Upbringing (Official Gazette of RS No. 72/09, 52/11 and 55/13),
the Law on Primary Education and Upbringing (Official Gazette of RS No.
55/2013) and the Law on Secondary Education (Official Gazette of the RS, No.
55/2013) there are no explicit provisions regarding the use of video surveillance in the school environment. However, in accordance with Article 42 of
the Law on Fundamentals of the Education System, the institution of education and upbringing is “required to prescribe the measures, manner and procedure for the protection and security of children and students during their
stay in the institution and in the course of all activities organized by the institution, in cooperation with the competent body of the local self-government
unit.” The same article stipulates that the Minister should prescribe “more
detailed conditions, forms, measures, manner, procedure, and guidelines for
the protection and security of children and students in the institution”, which
unfortunately has not happened to date.
Authors Kovačević Lepojević and Žunić Pavlović describe the most common procedure for using video surveillance in the school environment. The
decision is made by the School Board upon the proposal of the School Principal and with the consent of the Parents’ Council and the Students’ Parliament.
When making a decision on using video surveillance, special consideration is
given to the mode of funding, and less attention is paid to ethical and security issues (Kovačević Lepojević, Žunić Pavlović, 2012: 330). In this way, the
School Board provides full legitimacy for the decision to use video surveillance, since it is made upon the proposal of the Principal and with the consent
of the representative bodies of parents and students. However, it should be
emphasized that the School Board makes such decisions contrary to the mandate it has, and if they wish to establish a connection between the decision to
use video surveillance and Article 42 of the Law on Fundamentals of the Education and Upbringing System by legal analogy, they ought to draft a special
act on that in cooperation with the “competent authority of the local government unit”. It is already pointed out that the same article stipulates that the
Minister of Education should prescribe “closer conditions, forms, measures,
manner, procedure, and guidelines for the protection and security of children
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and students in the institution”, which must include, among other things, the
use of video surveillance in the school environment. The existence of a legal
ground to apply such a measure is a precondition for the by-law regulation of
the use of video surveillance in the school environment.
The issue of video surveillance in the school environment is not yet regulated by any law. Even the Law on the Protection of Personal Data (Official
Gazette of the RS, Nos. 97/08, 104/09, 68/12 and 107/12), as the parent and
umbrella law in this area, does not regulate processing personal data of the
citizens through video surveillance by any single provision in general. So,
in the near future, new solutions regarding the protection of personal data
should be expected of the legislator, primarily with respect to the use of video
surveillance.
The basic specificity of video surveillance in the school environment involves the persons whose behavior is monitored. In the case of secondary
schools, they are mainly older and younger minors, and in the case of primary schools, they are mostly children and persons younger than 14 years of
age. The use of video surveillance in the school environment can significantly
jeopardize the right to privacy and other human rights (the right to protection of personal data, freedom of movement, etc.). Therefore, legal regulation
of this matter is by no means just a technical decision, but it should primarily
protect the rights of children and minors. Those rights are specific and must
be protected with special care, which the legislator should certainly bear in
mind.

Organizational aspect of the decision
on using video surveillance

The decision to use video surveillance should specify the purpose and the objective of its use, the manner in which the objective will be achieved and the
premises on which the video surveillance will be used. In the case of school
based video surveillance, this objective relates to situation crime prevention,
and to easier detecting, investigating and resolving crime or misdemeanor if
committed. The organization itself should satisfy the principal requirements
for maximizing the effects and minimizing the resources expended (technical,
personnel and financial), respecting the principle of legality, primarily with
regard to the protection of human rights. The decision on determining the
premises to be monitored is most often made in accordance with the answers
to certain questions, the key ones being:
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• Whether any criminal offenses were committed in the surroundings before? If more criminal offenses were committed in a particular surrounding, then it is quite expected that the surveillance area will
cover those premises first.
• Whether the premises have such features that make it easier to commit
the crime and/or make it difficult to clarify it and identify the perpetrator? This primarily refers to very highly frequented rooms, remote
rooms with poor lighting, rooms with many entrances and exits, etc.
• Whether the video surveillance of that space compromises a specific human right? (the right to privacy, protection of personal data, etc.).
Video surveillance in the school environment usually covers the entrances to the school building, corridors, stairways and schoolyards.
It is less common practice that the classrooms are also under video
surveillance, and if so, the teacher is expected to alert the students to
this. The premises that should in no way be placed under video surveillance are school toilets and changing rooms, as this violates the
elementary right to privacy.
With respect to the mode of video surveillance, and in connection to the
protection of human rights, the following actions should be taken in order to
• Reduce the circle of persons that can have the access to the monitors
in the control room in a concrete school,
• Protect the video feed channels from the camera to the monitor (network cables and/or the Internet), and
• Provide the adequate safekeeping of video footage.
In this way, the possibility of someone not authorized and with no real
need and/or reason violates the privacy of others, primarily the students,
children and juveniles would be prevented.
All those entering a school that is under video surveillance are entitled
to be notified about it and it is the responsibility of the video surveillance operator to notify them. Most often, this is being done by way of a text message,
image or graphic symbol that is prominently displayed. In some EU countries,
besides the graphic symbol for video surveillance, there is also the name of
the video surveillance operator, the reference number of the decision made by
the authority that issued the video surveillance license and a contact phone
number for all information regarding the specific video surveillance. Considering that this matter is still legally unregulated in Serbia, domestic practice,
unfortunately, does not know of such standards of video surveillance.
	

In addition, such compulsory selectivity in the monitored space can lead to the actual state of affairs in which there is no real reduction of crime in the school environment, but only a shift to those areas and premises that are not under video surveillance, which is the basic criticism of the situation approach in general.
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Technical features of the equipment that will be used depend primarily on
the characteristics of the monitored premises and what the objective of surveillance is. The most frequent dilemmas regarding the choice of equipment
refer to,
• Whether the monitored premises are exteriors or interiors. The specificity of the video surveillance of exteriors lies in the fact that video
cameras have to be placed in respective cases that protect them from
all unfavorable weather conditions (rain, snow, frost, sunlight, high
temperatures, etc.)
• Whether moving or stationary video cameras are needed. Moving
video cameras can be used for the video surveillance of larger areas
because they are fitted onto movable stands that can change the position and angle of monitoring. Moving video cameras must have auto
focus.
• The number of video cameras that are used. The larger number of video cameras involves the corresponding larger number of monitors, a
stronger server, larger memory, stronger power supply, etc.
• The quality of recording that is needed. This dilemma refers to the choice
between analog and digital video cameras, and the decision depends on
whether the footage is supposed to enable, for example, detection, recognizing or identification of the persons that are being video recorded.
Video recording devices that record in black and white are almost out
of use; HQ digital video cameras with both optical and digital zoom are
more and more frequently used today. Of course, such video cameras
are considerably more expensive than analog ones.
• The quality of light in the monitored area. Modern video cameras are
equipped with day, and night recording “mode”. Cameras that are installed in places with very poor visibility are equipped with “autobalance” and in most cases they use IC or white LED diodes. They may
also use other sources of light.
• Whether video cameras need to be equipped with some additional devices. Video cameras of newer generations are equipped with light,
movement and sound sensors enabling recording only when the devices detect some light, movement or sound in the area that is under surveillance. Some cameras are equipped with devices for audio
recording, and there are cameras with the option of directed audio
recording the range of which is several tens of meters.
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• Whether surveillance is being performed in school or in some other
place. If the control room is outside the school building, IP video cameras that are interconnected by way of PC network (LAN or Wan) will
be used, which enables transfer of video footage through PCs and
smart phones.

Personnel aspect of the decision
on using video surveillance

Personnel standards of the use of video surveillance relate to the persons that
do the monitoring in the control room. In the school environment, they are
most often the members of security, provided the school has private security
or it is the school police officer. There may appear a problem if the member of
security or the school police officer has some other duty/job besides working
as the operator in the control room, due to which they are unable to do video
surveillance job and act preemptively if and when they notice something suspicious. Also, it is often the case that more than one school that are relatively
close to each other have the common school police officer.
Besides the basic professional traits, knowledge, and skills related to security job, the person engaged as an operator in the control room ought to
have basic knowledge about video surveillance software and hardware. The
operator should have certain skills and experience in working with children
and juveniles because he/she is expected to be the first to react when noticing anything that is related to the achievement of objectives due to which the
video surveillance in the school environment is in use.

Financial aspect of the decision
on using video surveillance

There are two, frequently applied models of funding the installation and use
of video surveillance in the school environment in Republic Serbia. The first
one entails the support of local self-government bodies and/or some foreign
foundations, and the other, the most frequent one, is that the school institutions do the funding themselves, out of their own sources.
In the above mentioned schools in Zemun, the installation of the new or
upgrading of the existing video surveillance system was funded out of the Ze-

There are two, frequently applied models of funding the installation and use of vi
surveillance in the school environment in Republic Serbia. The first one entails the support of lo
self-government bodies and/or some foreign foundations, and the other, the most frequent one
that the school institutions do the funding themselves, out of their own sources.
The Role of Technics and Informational Technology in Solving Problem of Security ...
In the above mentioned schools in Zemun, the installation of the new255
or upgrading of
existing video surveillance system was funded out of the Zemun Municipality budget. These d
Municipality
budget. These data
obtained
from of
theZemun
Administration
are mun
obtained
from the Administration
of theare
City
Municipality
(06-980.1/2013-V).
of the City Municipality of Zemun (06-980.1/2013-V).
1. Elementary
schools:
1.
Elementary
schools:
• “Majka
x
"MajkaJugovića”
Jugoviüa“– –2,020,000.00
2,020,000.00RSD
RSD
• “Svetozar
x
"SvetozarMiletić”
Miletiü“––1,215,000.00
1,215,000.00RSD
RSD
•
“Rade
Koncar”
–
2,000,000.00
RSD
x
"Rade Koncar“ – 2,000,000.00 RSD
• “Petar
x
"Petar Kočić”
Koþiü“––2,040,000.00
2,040,000.00RSD
RSD
• “Gavrilo
x
"GavriloPrincip”
Princip“––2,530,000.00
2,530,000.00RSD
RSD
•
“Gornja
Varoš”
–
1,782,000.00
RSD
x
"Gornja Varoš“ – 1,782,000.00 RSD
• “Mihajlo
x
"MihajloPupin”
Pupin“––2,870,000.00
2,870,000.00RSD
RSD
• “Sava
x
"SavaŠumanović”
Šumanoviü“––2,400,000.00
2,400,000.00RSD
RSD
2. Middle schools:
• Zemun
2.
MiddleGrammar
schools: School – 2,261,000.00 RSD
• “Nada
Dimić”
School
of Ecconomics
– 1,310,000.00
RSD
x
Zemun
Grammar
School
– 2,261,000.00
RSD
• “Zemun”
SchoolSchool
of Electrical
Engineering
– 1,500,000.00
RSD
"Nada Dimiü“
of Ecconomics
– 1,310,000.00
RSD
x
• “Zmaj”
Technical
– 2,110,000.00
RSD– 1,500,000.00 RSD
x
"Zemun“
School School
of Electrical
Engineering
• “Dimitrije
Davidović”School
Law and
Administration
School – 1,300,000.00
x
"Zmaj“ Technical
– 2,110,000.00
RSD
RSD
"Dimitrije Davidoviü“ Law and Administration School – 1,300,000.00 RSD
x
Generally speaking, the dimensions of the premises, number of video
Generally
thequality
dimensions
of the premises,
number of
video with
cameras, brand na
cameras,
brandspeaking,
name and
of equipment,
and additional
devices
andwhich
qualitythe
of video
equipment,
and additional
whichdefine
the video
surveillance
system devices
can be with
improved
the surveillance
cost. The system can
improved
defineschools
the cost.
Thestate
above
listed
got the state
of the artand
video surveilla
above listed
got the
of the
artschools
video surveillance
technology
technology
and
integrated
monitoring
in
the
Monitoring
Center
in
the
Zemun
Police
integrated monitoring in the Monitoring Center in the Zemun Police Station. Station.

Picture 1. The Monitoring Center
in the Zemun Police Station (Zemun, 2010)

Picture 1 – The Monitoring Center in the Zemun Police Station (Zemun, 2010)

The initial idea was that the operators in the Monitoring Center do the monitoring

256

Security in Educational Institutions in Serbia

The initial idea was that the operators in the Monitoring Center do the
monitoring in real time in all ten schools, 24 hours a day/seven days a week.
We draw attention to this fact because we were given the information by
the authorized persons in the Zemun P.S. and the Zemun M.B. that only one
operator (police officer) was working at the Monitoring Center. This single
person certainly could not be engaged 24/7. Based on this example, it is not
difficult to conclude that the cost of video surveillance in a particular school
is neither the only one existing nor sufficient enough to make possible achieving the goal for which video surveillance was introduced. In addition to the
financial means needed to install video surveillance, the means to maintain
and operate video surveillance, and to hire individuals to work as operators
in the control room are required. Unless there are funds to cover the hiring of
persons who would work only as operators (without other duties), then there
is serious doubt regarding the preventive function of video surveillance.
Suppose that in a school environment where video surveillance is being
carried out, a criminal offense is committed, that this act of crime is reported
by nobody and that there is no response from those accountable to respond,
the offender could conclude that the video surveillance is out of order or that
such criminal behavior is tolerated. The preventive function can be achieved
if everyone is warned that they are under surveillance and if the competent
authorities react even in cases of mild breach of the prescribed norms, similar
to zero-tolerance strategy (for more in Lipovac, 2012).
Regarding the fact that video surveillance is the most common technical
measure of situation prevention, and that evaluation studies on video surveillance in schools are very rare, within the framework of this research, and on
the grounds of secondary material analysis we sought to examine the contribution of the Monitoring Center to the prevention of and clarifying criminal
offenses in schools in Zemun. However, we have not succeeded in this endeavor because, as we are officially informed, there is no information on the
work and results of the Monitoring Center.
Domestic authors Kovacevic Lepojevic and Zunic Pavlovic did a metaanalysis of foreign research regarding the effectiveness of video surveillance
in the school environment (2012: 337). This analysis covers foreign research,
the most interesting of which is the conclusion of a 1997 survey that the use
of video surveillance successfully prevents unauthorized entry into schools,
theft, and vandalism (Nieto, 1997); then, in a study conducted on the sample
of school security managers, it is pointed out that video surveillance is espe	

It was already pointed out in this paper that in relation to the results of the Monitoring Center’s work, we were informed that “information on concrete results was
not part of any specific document and as such cannot be extracted” (MOI response,
9931/13-2).
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cially effective in the case of crime against property and vandalism, and then
in criminal offenses with elements of violence (Garcia, 2003). In addition,
there are research works according to which high school students’ opinions
about the effectiveness of video surveillance are very diverse (Brown, 2005).
As the authors themselves point out, the results of these studies should
be taken with caution, as they are mainly based on school staff and student
perceptions of video surveillance effectiveness (Kovačević Lepojević and
Žunić Pavlović, 2012: 337).

Social aspect of the decision on using video surveillance

Positive change that the use of video surveillance in the school environment
should cause most often comes down to the prevention of crime, reducing the
harmful consequences of criminal offense and facilitating its clarification, a
higher degree of security of the educational process participants, especially
students, etc. At the same time, these are the main reasons why video surveillance is being used. On the other hand, there are also possible negative
consequences of applying this measure of situation prevention. In addition
to the aforementioned possibility of putting in jeopardy certain human rights
(right to protection of personal data, right to privacy, etc.), the use of video
surveillance can negatively affect the school climate, can negatively affect
communication among students, and can foster social exclusion (Addington,
2009). Video surveillance can also cause geographical, tactical and methodological displacement of crime, reduce the level of personal awareness, moral
responsibility and self-control of citizens, and cause a loss of trust in the police (Hempel and Topfer, 2004).

Conclusion

Committing criminal offenses is not a specific feature of the educational and
upbringing system because different forms of criminal offenses appear in different areas of social life. However, when a crime is committed in a school
environment, it usually causes a great deal of attention not only that of the
employees of that school institution, the competent authorities, the students
and their parents but also of the general public, especially if the offenders
are the students themselves. For this very reason, there is a wider range of
measures being taken to reduce crime in the school environment. In addition
to measures aimed at the behavior of participants in the educational and up-
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bringing process, there are also measures that target the space in which the
process is happening. Measures taken to reduce crime in the school environment, among other things, may include the use of modern technical systems,
such as alarm systems, video surveillance, electronic access control, KD doors
(metal detectors) and the like. Video surveillance is the most common measure of situation prevention in Serbian schools.
Expected legal changes within the existing Law on Personal Data Protection or the adoption of a special law that would regulate the use of video surveillance in a general sense, and the expected by-law of the Minister of Education in accordance with Article 42 of the Law on the Basics of the Education
and Upbringing System to create a legal framework for the use of video surveillance in the school environment. The decision on this should be based on
the principle of proportionality in terms of the resources invested (personnel
and financial) and the expected effects. Considering that video surveillance
effectiveness studies are very rare and are most often based on the opinion
of students and teaching staff, it is difficult to verify the justification for the
use of video surveillance, and it is particularly difficult to provide practical
guidelines for the improvement of work in this field.
In view of the fact that video surveillance is the most common technical
measure of situation prevention, there exists a good reason to pose the question – why this is the case. The answers may be different from the already
mentioned expected effects and digitization of society, then the general trend,
and pressure from parents, to the economic interests of equipment manufacturers and/or companies that offer the service of physical security, and those
who make the decision on using video surveillance. In any case, that decision
should be made in relation to the legal, technical, personnel, financial, organizational and social aspects outlined in this paper.
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Lepa Babić

STUDENTS’ OBSERVATIONS
ON VIDEO SURVEILLANCE IN SCHOOLS

Summary
Video surveillance is widespread as one of security technical aids in elementary and secondary schools. One of the important features of video surveillance
is preventing improper behavior. In our research, we focused on students’ observations about video surveillance in schools and at universities: how many
cameras were there, where were they set up, how long the recordings should
be kept, what kind of recordings, who should have access to them, etc. It turned
out that their observations are mostly conditioned by subjective factors and
age characteristics. Therefore, it is of the utmost importance to create age appropriate educational activities which would help develop opinions on video
surveillance in accordance with its practice. Thus, it will increase the preemptive function of video surveillance when it comes to preventing improper behavior and will help build a safer school environment for pupils and students
without limiting their authentic behavior.
Key words: video surveillance, school environment, pupils and students, prevention, safety

Introduction

Video surveillance serves to record what is going on at one place, with technical equipment which includes cameras and computers which save the recordings. Video surveillance became one of the most frequent safety-measures in
elementary and secondary schools in Serbia. It has two major functions. On
one hand, it preemptively stops people from improper behavior, while on the
other hand, it serves as proof of someone’s unwanted behavior. Widespread

262

Security in Educational Institutions in Serbia

use of video surveillance does not represent a successful precautionary or
repressive measure, but it certainly is a visible type of precaution that can
contribute to promoting schools as safe environments and help pupils, students, teachers, professors and parents feel at ease.
The original function of implementing video surveillance in schools was
linked to making sure that incidents similar to school property destruction,
school inventory theft etc. were stopped. However, media followed school
incidents were frequently the reason behind introducing video surveillance
(Addington, 2009; Lipovac, 2014). In that way, two advantages of video surveillance usage were singled out: making pupils, students, teachers and professors feel safer (Green, 1999), and preventing break-ins to school properties, thefts or destruction of school property, along with all other forms of
violence (Nieto, 1997; Garcia, 2003).
Evaluation studies of the application of security technologies in schools
are rare, so it is difficult to assess true efficiency of video surveillance technology (Kovačević-Lepojević, Žunić-Pavlović, 2012). Within the number of
security measures available at schools, video surveillance is just a technical
measure of formal surveillance when it comes to prevention and suppression of undesirable behavior. Some authors warn us that the simplistic and
concrete application of video surveillance can, in fact, deter us from applying
successful strategies of prevention, such as environmental designing (Isnard,
2001). Promoting a flexible organizational culture which is open to changes
represents a pre-requisite for an efficient and effective reaction to security
risks in educational institutions (Kordić, 2016). Some data indicates that video surveillance might affect the school climate negatively, especially the communication between pupils or students (Addington, 2009). The possibility of
data abuse, gathered from video surveillance, is also present, especially when
an invasion of privacy is at stake (Pavone, Pereira, 2009). Therefore, it is very
important how we use video surveillance as well. For example, if students are
not aware that video surveillance is set up and that their behavior is recorded,
video surveillance does not have its preventive role in that case.
Our research is aimed towards determining the pupils’ and students’ observations on video surveillance in schools. We are interested in finding out,
above all, if pupils and students notice video surveillance and how are they
informed about its function as one of significant measures for predicting and
suppressing undesirable behavior.
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Research methods
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This research was conducted with the help of a questionnaire created for this
purpose, on a convenience sample of young people. The overall sample consists of 200 examinees, when 10 invalid respondents are deducted from the
count. The sample consists of 69 university students, 61 secondary school
students and 70 pupils – 7th and 8th grade. Due to the anonymous character of
the questionnaire, the respondents were not asked to put in the name of their
institution. The sample did not have the same number of male and female
respondents – there were 134 female respondents and 66 male respondents.
Age was not processed separately, as this was a sample of convenience which
was artificially divided into three groups: pupils of 7th and 8th grade, secondary school students and university students.
The questionnaire was made with the aim to cover the five areas linked
to the widespread goal of the research. The explanation of the research was
given in the instruction: “This questionnaire aims to find out how you perceive the use of video surveillance as a security measure in schools”. The first
part consists of questions regarding the respondents’ perception and knowledge of how video surveillance can be used in an institution (five questions).
Other parts consist of 40 statements which should be filled in with the Likert-type scale. The second part consists of understanding the use of video
surveillance. The third part consists of questions regarding the experience
linked to the use of video surveillance, be it a direct or an indirect one. The
following two parts cover individual attitudes towards video surveillance,
whether it affects personal feelings and behaviors.
The nominal group method was used to construct the questionnaire and
the statements, and it consisted of a group of 6 students, so as to make sure
we have as many indicators as possible. For data analysis, we’ve used, apart
from the descriptive statistics, the multi-variant statistics.

Research results

This paper will show one part of the results of this research, the one linked
to the students’ and pupils’ observations on video surveillance. In the overview of all the results, we will start with the actual state of video surveillance
in institutions and students’ and pupils’ perception of it. Three elementary
schools, two secondary schools and one faculty were chosen for the sample of
convenience, which in total makes up the total of 6 subsamples. They will be
shown in the order according to the questions from the questionnaire.
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In the first questions, it was asked of the pupils/students to state how
many cameras are there in their school/faculty. Table 1 shows the results of
the subsample consisting of elementary schools subsample. We can see that
in the first school, there is only 31.6% of pupils who provide us with an adequate perception of the number of set up video cameras, while 33.3% of
students do the same in the second elementary school and only 11.1% in the
third one. Also, one important piece of information gathered in this research
was that more than a half of pupils could not assess at all how many cameras
were set up.
Table 1. The number of set up video cameras in elementary schools,
and pupils’ estimate of their number.

Elementary school

Number of cameras
in the school
Pupils’ estimate:
from 1 to 5

from 6 to 10

from 11 to 15

more than 15
In total

First
f

3
9
6
1

19

12

second
%

15.8
47.4
31.6
5.3

100.0

f

1

29

%

4.2

third
f

2

25

%

7.4

7

29.2

13

48.1

24

100.0

27

100.0

8
8

33.3
33.3

9
3

33.3
11.1

Table 2 shows the results of the subsample of high schools and faculty
regarding the perception of the number of set up cameras. We can see that
only 22.7% of the students from the first secondary school estimated correctly how many video cameras were set up, while only 2.6% of students did
the same in the second secondary school. Only 15.9% of faculty students had
the correct estimate. Another important piece of information, at this point, is
that more than three quarters of students could not assess at all how many
cameras were set up.
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Table 2. The number of set up video cameras in in secondary schools
and at the faculty, and students’ estimate of their number.
Institution

first secondary
school

Number of cameras in
the institution
Students’ estimate:

f

from 1 to 5

16

2

from 6 to 10

from 11 to 15

20

f

3

the faculty

%

f

7.7

11

15.9

16

41.0

27

22

100.0

39

100.0

69

19

22.7

48.7

1

39.1

24

2.6

%

10.1

22.7
45.5

18

7

5
5

In total

%

9.1

10

more than 15

second secondary
school

34.8

100.0

The second question asked of pupils/students to choose and circle all
the places where cameras were set up. Table 3 shows the results of the subsample from the elementary school number 1. We can see that only 10.5%
of pupils said they notice the cameras in the hall, 36.8% notices them at the
school entrance, 21.1% notices them in front of the toilet and 57.9% of pupils
notice them in the schoolyard.
Table 3. The locations of set up video cameras in elementary
school number 1, and pupils’ estimates.

The location

Camera is set up
Pupils’ estimate

Circled yes to
camera being set
up there
Did not circle
In total

hall
f

YES

Classrooms
%

f

NO

%

School
entrance

In front
of toilets

f

f

YES

%

YES

%

Schoolyard
f

YES

%

17

10.5

1

5.3

7

36.8

4

21.1

11

57.9

2

89.5

18

94.7

12

63.2

15

78.9

8

42.1

19

100,0

19

100,0

19

100,0

19

100,0

19

100,0

Table 4 shows the results of the subsample from the elementary school
number 2 regarding pupils’ observations on the places where the cameras
were set up. We can see that cameras in the hall and the school entrance were
said to have been noticed by 4.2% of the students, 16.7% said they noticed
the cameras in front of the toilet and 75% in the schoolyard.
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Table 4. The locations of set up video cameras in elementary
school number 2, and pupils’ estimates.

The location

Hall

Classrooms

Camera is set up

YES

NO

Pupils’ estimate

f

Circled yes to
camera being set
up there

23

In total

23

Did not circle

1

%

4.2

95.8

100,0

f

%

School
entrance
f

3

12.5

23

24

100,0

24

21

87.5

YES

%

4.2

1

95.8

*they are visible, but they were not directly set up

100,0

In front of
toilets
NO*

f

%

Schoolyard
f

YES

%

4

16.7

18

75.0

24

100,0

24

100,0

20

83.3

6

25.0

Table 5 shows the results of the subsample from the elementary school
number 3 regarding pupils’ observations on the places where the cameras
were set up. We can see that cameras in the hall were noted as noticed by
almost all pupils, 96.3% of them, while 40.7% said they noticed them at the
school entrance, 11.1% in front of the toilet and 77.8% in the schoolyard.
Table 5. The locations of set up video cameras in elementary
school number 3, and pupils’ estimates.

The location

Hall

Classrooms

Camera is set up

YES

NO

Pupils’ estimate

f

%

Circled yes to
camera being set
up there

26

96.3

In total

27

100.0

Did not circle

*in the near vicinity

1

3.7

f

0

27
27

%

School
entrance
f

YES

%

0.0

11

40.7

100.0

27

100.0

100.0

16

59.3

In front of
toilets
f

YES*

%

Schoolyard
f

YES

%

3

11.1

21

77.8

27

100.0

27

100.0

24

88.9

6

22.2

Table 6 shows the results of the subsample from the secondary school
number 1 regarding students’ observations on the places where the cameras
were set up. We can see that cameras in the hall were said to have been noticed
by almost all students, 95.5% of them, while 81.8% said they noticed them at
the school entrance, 13.6% in front of the toilet and 86.4% in the schoolyard.
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Table 6. The locations of set up video cameras in secondary
school number 1, and students’ estimates.
The location

Camera is set up
Students’
estimate

Hall
f

YES

Classrooms
%

Circled yes to
camera being set
up there

21

95.5

In total

22

100.0

Did not circle

1

4.5

f

0

22
22

NO

%

School
entrance
f

YES

%

0.0

18

81.8

100.0

22

100.0

100.0

4

18.2

In front of
toilets
f

YES*

%

Schoolyard
f

YES

%

3

13.6

19

86.4

22

100.0

22

100.0

19

86.4

3

13.6

Table 7 portrays the results of the subsample from the secondary school
number 2 regarding students’ observations on the places where the cameras
were set up. We can see that cameras in the hall were said to have been noticed by all students, 100% of them, while 17.9% said they noticed them at
the school entrance, and 89.7% in the schoolyard.
Table 7. The locations of set up video cameras in secondary
school number 2, and students’ estimates.

The location

Camera is set up
Students’ estimate

Hall
f

YES

Classrooms
%

f
0

Circled yes to
camera being set
up there

39

100.0

In total

39

100.0

Did not circle

0

0.0

39
39

NO

School
entrance

%

F

0.0

100.0
100.0

YES

In front of
toilets

%

f

7

17.9

1

39

100.0

32

82.1

YES*

38
39

Schoolyard
YES

%

f

2.6

35

89.7

100.0

39

100.0

97.4

4

%

10.3

Table 8 portrays the results of the subsample from the faculty regarding
students’ observations on the places where the cameras were set up. We can
see that cameras in the hall were said to have been noticed by almost all students, 95.7% of them, while 52.2% of students said they noticed them in the
classrooms and 78.3% at the faculty entrance.
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Table 8. The locations of set up video cameras at the faculty,
and students’ estimates.

The location

Camera is set up
Students’ estimate

Hall
f

YES

Classrooms
%

f

NO

School
entrance

%

F

YES

In front of
toilets

%

f

NO*

Schoolyard

%

f

YES

%

Circled yes to
camera being set
up there

66

95.7

36

52.2

54

78.3

10

14.5

21

30.4

In total

69

100.0

69

100.0

69

100.0

69

100.0

69

100.0

Did not circle

3

4.3

33

47.8

*they are visible, but are not directly set up

15

21.7

59

85.5

48

69.6

The third question demanded of pupils/students to assess whether the
set up video cameras recorded only video recordings or video and audio recordings. Table 9 portrays the results of the subsample from the elementary
schools. We can see that pupils within the first school are of divided opinions,
while in the second and third elementary school most pupils think that only
video recordings are made.
Table 9. The type of video recordings made in elementary schools,
and pupils’ estimates

Elementary school
Type of recording
Pupils’ estimate
video

video and audio
In total

f

9

10
19

First

video

%

47.4
52.6

100.0

f

Second

21
3

24

video

%

87.5
12.5

100.0

third

video/audio
f

23
4

27

%

85.2
14.8

100.0

Table 10 shows the subsample results of the secondary schools and the
faculty and students’ opinions on what type of recording is made. We can see
that the most of the pupils/students are of the opinion that only video recordings are made.
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Table 10. The type of video recordings made in secondary schools
and at the faculty, and students’ estimates.
Institution

First secondary Second secondary
school
school

Type of recording

Students’ estimate

f

video

19

video and audio

Video

f

86.4

3

In total

%

38

13.6

22

video

97.4

1

100.0

%

faculty

video/audio
f

61

2.6

39

%

88.4

8

100.0

11.6

69

100.0

The fourth question asked of the pupils and students to assess for how
long the recordings are kept. Table 11 shows the results of the subsample
from elementary schools. We can see that around 50% of pupils from two
elementary schools say that video recordings are kept for only one month,
although that is the case in one school, not in the other one. More than 50% of
pupils from the third school are of the opinion that those recordings are kept
around up to a month.
Table 11. How long are the video recordings kept in primary schools,
and pupils’ estimates.

Elementary school
How long are the
recordings kept
Pupils’ estimate

First

f

30 days

second

%

One week

4

21.1

One school year

3

15.8

One month
One term
In total

9
3

19

f

10 days

%

f

15 days

%

6

25.0

7

25.9

5

20.8

8

29.6

47.4

13

100.0

24

15.8

third

0

54.2
0.0

100.0

8
4

27

29.6
14.8

100.0

Table 12 shows the results of the subsample from secondary schools and
the faculty regarding the opinions on how long the video recordings are kept.
We can see that 40.9% of the students from the first secondary school assess
that the video recordings are kept for a month, while only 20.5% of pupils say
that in the second secondary school. 31.9% of faculty students think that the
video recordings are kept for a month. A relatively high percentage, between
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a third and a half of the pupils/students, is of the opinion that video recordings are kept during the whole school year.
Table 12. How long are the video recordings kept in secondary schools
and at the faculty, and pupils’/students’ estimates

Institution

First secondary
school

How long are the
recordings kept

Students’ estimate

f

30 days

Second secondary
school

faculty

20-30 days

%

f

%

f

30 days

%

One week

3

13.6

7

17.9

10

14.5

One school year

8

36.4

20

51.3

24

34.8

One month

9

One term

40.9

2

In total

8

9.1

22

20.5

4

100.0

22

10.3

39

31.9

13

100.0

18.8

69

100.0

The fifth question asked of the pupils/students to choose and circle the
person for whom they thought had the access to video recordings. Table 13
portrays the results of the subsample for the elementary school number 1.
We can see that all students assess correctly that the principal has the right
to access the video recordings, 68.4% of them assesses that the police can
access those recordings and then that professors/teachers (57.9%) and the
pedagogue/psychologist (42.1%) also have the right to access them. Only
10.5% thinks that parents should also have access to video recordings.
Table 13. The right to access the video recordings in primary
school number 1, and pupils’ estimates.

The person

Has access to
Pupils’ estimates

principal
f

Circled
“has access”

19

In total

19

Did not circle

0

YES

%

100.0
0.0

100.0

pedagogist/
psychologist
F

8

11
19

NO

%

teachers

parents

f

f

42.1

11

100.0

19

57.9

8

NO

%

57.9
42.1

100.0

2

17
19

NO

%

police
f

10.5

13

100.0

19

89.5

6

YES

%

68.4
31.6

100.0

271

The Role of Technics and Informational Technology in Solving Problem of Security ...

Table 14 shows the results of the subsample from the elementary school
number 2 regarding their opinion on who has the right of access to the video recordings. We can see that most of the pupils have the correct assessment when they say that the principal has the right of access to the video
recordings (91.7%), while 29.2% said that the police has this right as well. A
lower number of pupils said that the pedagogue/psychologist have this right
– 29.2%, teachers/professors – 16.7% and parents – 4.2%.
Table 14. The right to access the video recordings in primary
school number 2, and pupils’ estimates.

The person
Has access to

Pupils’ estimates

principal
f

YES

%

Circled “has access”

22

91.7

In total

24

100.0

Did not circle

2

8.3

*and school security as well

pedagogist/
psychologist
f

NO

%

7

29.2

24

100.0

17

70.8

teachers

parents

police

NO

NO

YES*

f

%

4

16.7

24

100.0

20

83.3

f

1

23
24

%

4.2

95.8

100.0

f

%

7

29.2

24

100.0

17

70.8

Table 15 portrays the results of the subsample from the elementary
school number 3 regarding their opinion on who has the right of access to
the video recordings. We can see that most of the pupils have the correct assessment when they say that the principal has the right of access to the video
recordings (88.9%), while 44.4% said that the police and the pedagogue/psychologist have this right as well. 37% of them estimates that teachers/professors have this right of access, while only 11.1% of them gives this right to the
parents.
Table 15. The right to access the video recordings in primary
school number 3, and pupils’ estimates.

The person

principal

Pupils’ estimates

f

Has access to
Circled “has
access”

24

YES

%

88.9

pedagogist/
psychologist
f

12

NO

%

44.4

teachers*

parents

f

f

10

NO

%

37.0

3

NO

%

11.1

police
f

12

YES

%

44.4
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Did not circle
In total

3

27

11.1

100.0

15
27

55.6

100.0

17
27

63.0

100.0

*the organizer of the curriculum (the person in charge)

24
27

88.9

100.0

15

55.6

27

100.0

Table 16 shows the results of the subsample from the secondary school
number 1 regarding their opinion on who has the right of access to the video
recordings. We can see that all pupils have the correct assessment when they
say that the principal has the right of access to the video recordings, while
68.2% said that the police has this access and 44.4% think the same for the
pedagogue/psychologist, 37% for the teachers/professors and only 11.1%
said they see parents as authorized to access the video recordings.
Table 16. The right to access the video recordings in secondary
school number 1, and students’ estimates.

The person

Has access to
Students’ estimates

principal
f

YES

%

pedagogist/
psychologist
f

NO

%

Circled “has access”

22

100.0

10

45.5

In total

22

100.0

22

100.0

Did not circle

0

0.0

12

54.5

teachers

parents

f

f

NO

%

3

13.6

22

100.0

19

86.4

1

21
22

NO

%

police
f

YES

%

4.5

15

68.2

100.0

22

100.0

95.5

7

31.8

Table 17 portrays the results of the subsample from the secondary
school number 2 regarding their opinion on who has the right of access to
the video recordings. We can see that most of the pupils have the correct
assessment when they say that the principal has the right of access to the
video recordings (97.4%), while 64.1% of students estimate that the police has this right as well, 82.1% chose the pedagogue/psychologist, 30.8%
teachers/professors and even 20.5% chose parents as authorized to access
the video recordings.
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Table 17. The right to access the video recordings in secondary
school number 2, and students’ estimates.
The person
Has access to
Students’
estimates

principal
YES*

f

%

pedagogist/
psychologist
f

NO

%

teachers

parents

police

NO

NO

YES

f

%

Circled “has
access”

38

97.4

32

82.1

12

30.8

In total

39

100.0

39

100.0

39

100.0

Did not circle

1

2.6

7

17.9

27

69.2

f

%

f

%

8

20.5

25

64.1

39

100.0

39

100.0

31

79.5

14

35.9

*One screen is set up in the hall, so everyone can watch the videos in real-time, only the
principal can allow for the video recordings to be re-winded to the authorized person

Table 18 portrays the results of the subsample from the faculty regarding
students’ opinions on who has the right of access to the video recordings. We
can see that most of the students have the correct assessment that the dean
has the right of access to the video recordings (81.2%), that 59.4% of them
said that the police has this right as well, 37.7% chose the professors, 24.6%
the pedagogue/psychologist, while only 7.2% of the students said they see
parents as authorized to access the video recordings.
Table 18. The right to access the video recordings at the faculty,
and students’ estimates.

The person*

dean

Has access to

NO

Students’ estimates

f

pedagogist/
psychologist
%

f

NO

%

teachers

parents

police

NO

NO

NO

f

%

Circled “has access”

56

81.2

17

24.6

26

37.7

In total

39

100.0

39

100.0

39

100.0

Did not circle

13

18.8

52

75.4

43

62.3

f

5

64
39

%

f

%

7.2

41

59.4

100.0

39

100.0

92.8

28

*the right to access the video recordings is given only to authorized personnel

40.6
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With the presentation of table 18, we have finished with showing the
actual state of video surveillance in the educational institutions and how it
is perceived by pupils/students. Following two tables will show some chosen Likert-type scale statements from the questionnaire, which indicate
pupils’/students’ certain convictions regarding video surveillance. Table 19
portrays average values for the answers of the whole sample to these statements. The examinees should assess if the statements regarding the setting
up of the cameras in visible places are correct, if the level of security is higher
when it comes to cameras with the video and audio recordings, and to assess their knowledge regarding the places where the cameras were set up.
The respondents estimated more as incorrect that the video recordings are
looked through regularly. They also think that it is more incorrect that parents should have access to those recordings. The examinees do not, for the
most part, agree with setting up the cameras in the classrooms.
Table 19. Average values of the answers to the statements
from the questionnaire

Questionnare statements

M

1 Cameras are set up in visible places

3.81

4 Video recordings are regulaterly looked through.

2.66

2 I know where cameras are set up in the school.

3 Cameras with audio recording offer greater security.
5 Cameras should be set up in the classrooms.

6 Parents should have access to the video recordings.

3.78
4.07
2.23
2.62

Table 20 portrays the average values for the statement answers from the
six subsamples. The estimates of pupils from the elementary school number
2 mostly differ from the estimates of the pupils from the other two elementary schools. Students’ estimates significantly differ when it comes to the
question of setting up the cameras in the classrooms: students are more open
to cameras being set up in the classrooms than elementary and secondary
school students.
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Table 20. Average values of the answers to the statements
from the questionnaire

1 Cameras are set up in
visible places

2 I know where cameras are set
up in the school.

275

e.sc 1

e.sc 2

e.sc 3

s.sc 1

s.sc 2

facul

4.42

4.12

4.00

3.00

3.87

3.59

4.26

3.37

4.07

3.59

3.87

3.77

3 Cameras with audio recording
offer greater security.

3.95

3.37

4.15

4.50

4.38

4.00

5 Cameras should be set
up in the classrooms.

1.84

1.25

2.15

1.86

1.59

3.19

4 Video recordings are
regulaterly looked through.

6 Parents should have access to
the video recordings.

1.84

2.37

2.83

1.71

2.78

2.78

3.32

2.68

2.41

2.82

2.72

2.81

Based on the T-test, we found a statistically significant difference between the subsample of elementary and secondary schools, on the level .01
for the statements number 2 and 3. More pupils are convinced that they know
where the cameras are set up (4.16) in comparison to the secondary school
students (3.56) and faculty students (3.59). However, secondary school students think that video surveillance, which includes audio recordings as well,
is a better security measure (4.43) in comparison to the pupils (3.83) or the
faculty students (4.00).

Discussion

In the discussion of the results gotten from this research conducted on the
sample of convenience, we will be guided by the gathered results, differences
between the subsamples of elementary, secondary schools and the faculty, and
the hypothesis we think should be taken into account when planning further
research on this subject. Firstly, we will discuss the relation between the pupils’/students’ self-assessment through the statement “I know where cameras
are set up in the school” and their actual knowledge on the number of set up
cameras in the schools and their location. Elementary school pupils (7th and
8th grade) have high estimates (4.16) of their knowledge on locations of the
cameras, in comparison to the secondary school students (3.56) and students
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(3.59). However, comparing their assessment and the actual state shows that
between 57% and 78% of students know that there are cameras in the school
yard, while between 4% and 41% notices them in the school entrance and
between 4% and 96% knows there are cameras in the hall. Only between
11% and 21% of the students know that there are any cameras in front of the
toilets. Thus, the difference between their belief that they know the locations
of the cameras and their actual knowledge, is obvious. This difference can
be examined through certain phenomena, such as insufficient self-awareness
which is frequent with pupils of that age, excessive self-certainty which is
characteristic for early adolescence, etc. We should also take into account the
lack of motivation to fill in the questionnaire carefully. However, this factor
does not make a large difference when it comes to the observed phenomena.
Another significant factor, apart from the developmental ones, is linked to
the school climate, architectural design of the school environment and pupils’
experience regarding the use of video surveillance in school. If we take a look
into the results within the tables 3, 4 and 5, we can see that elementary school
pupils from the elementary school number 3 have a significantly better assessment of the location of the cameras, when compared to the other two
groups. We should take a look into the extent in which this is connected to the
visibility of cameras, signs showing that the cameras were set up, bringing
pupils’ attention to video surveillance and its importance when it comes to
school security, with experiences familiar to pupils where video surveillance
was used in resolving certain incidents, etc. Based on the answers to the first
question, pupils from two elementary schools think that cameras were set
up in conspicuous places, while those from the third one estimate that the
cameras were not as visible. These results are almost in accordance with the
percentage of students who guessed the locations of the cameras in those
schools. In any way, these opinions are in accordance with the recommendation that pupils should be introduced with video surveillance, not only faced
with it when it is set up in the school environment, because its efficiency is
linked to people’s awareness of its existence (Kovačević Lepojević, ŽunićPavlović, 2012; Lipovac, 2014).
Self-confidence in personal knowledge on locations of the cameras is also
disproportionate to the assessment of the correct number of set up cameras
in the school environment. Only 11% to 33% of pupils give a correct estimate
regarding the number of set up cameras, and even more than a half of pupils
failed to assess the number of the set up cameras. It can, also, be supposed
that the pupils were aware of the video surveillance in the school, but that
they did not pay attention to most cameras. Pupils were interested especially
in the cameras in the school yard, which is probably linked to the fact that
within that space they have more freedom than in classrooms and halls, so
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the chances are higher and it is more likely that improper behavior will occur
there. For pupils of 7th and 8th grade, that is the space where they aim to act
inappropriately, for example, to smoke, drink alcohol and mock other pupils,
etc.
As far as secondary school students are concerned, compared to the relatively self-aware assessment of their knowledge on the locations of the cameras, their actual knowledge is better than expected. From 95% to 100% of
the students knew that cameras were set up in the halls, while 86% to 90%
knew that they were set up in the school yard. It is similar with the students,
where 96% of them noticed the cameras in the halls. This points towards
good perceptive powers of adolescents in late adolescence and early adults.
We can suppose that their observations come from adequate knowledge on
video surveillance, which means that cognitive schemes on video surveillance
influence secondary school students’ and faculty students’ opinions. What is
peculiar is that only 52% of students notice cameras in classrooms, although
they are set up in all classrooms at the faculty. It is possible that students
focus all of their attention towards the class and as they do not have much
space to move or change places, they do not pay attention to the cameras.
Nonetheless, as the classrooms at stake are the ones where exams are held
regularly, it is interesting that we see a lack of interest from students when
video surveillance is concerned, as it is one of the technical measures that can
catch and record inappropriate actions such as cheating.
Although secondary school students and faculty students give a relatively accurate guess of the location of the cameras, their estimate was off when
the number of the cameras was concerned – 3% to 23%. More than three
quarters of pupils/students failed to assess the number of set up cameras.
We can say that secondary school students and faculty students know that
their behavior is recorded by the cameras, but that they do not pay attention to specific places where they do it from, so they do not know their exact
number. If this piece of information was to be examined through psychological reasons, we can say that failing to estimate the number of set up cameras
would be linked to their tendency to demean the fact that the camera even
exists and that it can affect their perception and behavior. When analyzing
people’s perceptions and behaviors, especially adolescents, we should take
into account human nature and the pure ambivalence in regards to the same
object. In case of video surveillance, it can represent, on one hand, an invasion
of privacy and an unjustifiable monitoring of someone’s behavior, while, on
the other hand, it can guarantee a safe environment within which we can feel
relaxed and comfortable, without fear from threatening events. Some authors
believe that safety is the key reason for implementing video surveillance, especially in public spaces where young people gather (Browning, 2001). They
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even suggest that the video recording is projected on one of the walls of the
school, to be available to all, so as to enhance the effect of the event and draw
attention from the fact that the space is monitored in order to prevent possible wrongdoers from behaving in an unacceptable manner. This approach
was applied by one of the secondary schools which were a part of our sample.
They put up a screen in the hall, on which they can play the video recordings
in real-time.
When pupils and students were asked to assess whether the cameras
record only video or video and audio recordings, most of them assumed they
only make video recordings. A rather different assessment was given by the
elementary school number 1 pupils, who are of divided opinions. As far as
secondary school students are concerned, they think that greater security is
provided by cameras which make audio recordings as well. We can assume
that, for elementary school pupils, proof of guilt is when someone says ‘I saw
you do it’, while secondary school students think that someone seeing the
crime is not proof enough, but needs the verbal confirmation, so as make sure
the situation is analyzed correctly. For faculty students, audio recordings are
important assets to the video recording – to some extent, not in the same way
as for the secondary school students.
When it comes to assessing for how long the video recordings are kept,
elementary school students have a tendency to assume that the video recording is kept only for a month or less, while secondary school students or faculty students assume that the video recording is kept for a full month or even a
whole school year. Even more than one third of the pupils/students estimate
that the video recordings are kept during the whole school year. When we
observe these results, it is clear that they are not indicators of an objective
assessment based on real knowledge on why the average time for keeping the
video recordings is one month. Namely, it depends on the available memory,
which can usually save video recordings from a period of one month. After
one month, the recording is deleted and taped over by the next recording.
Therefore, it is most probably the subjective reasons gathered from experience are what made them think that this is the most logical time-frame for
keeping the video recordings. We can assume that they are linked to the time
organization within the school itself. The time needed to organize pupils’ activities in elementary schools is shorter, linked to weekly obligations, such as
writing homework, frequent tests and oral examinations. On the other hand,
elementary school pupils probably plan their activities short-term and are
only able to make plans for the near future. Secondary school class organization is similar to the elementary school one, however, students’ attention is
focused towards the result of their activities which is connected to the final
grade at the end of the school year. This is especially characteristic for stu-
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dents who have exams at the end of each term, where the final result of their
activities is linked to their enrolment into the next academic year. We can,
also, assume that the perspective towards the future, when it comes to the
secondary school and the faculty, is widespread and encompasses the choice
of further schooling (faculty), i.e. choosing the final occupation, while the elementary school pupils are just focused on their schooling, choosing and enrolling in the wanted secondary school.
When we analyze the results of the estimates whether the video recordings are looked through regularly, we see that all respondents said that they
are looked through irregularly and insufficiently. That kind of an opinion
makes it easier for them to pay less attention to the video surveillance and to
think that the recordings will be looked through only when larger offences are
at stake, not minor ones. In this way, the main function of video surveillance
in preventing a wide range of improper forms of behavior is lost, especially
when it comes to those forms that are less visible and not as frequent to be
sanctioned – such as mocking of other students. This is even less conspicuous
if the violence is only verbal, not physical as well.
The right of access to video recordings in elementary schools belongs,
naturally, to the principal and the police, then the authorized personnel such
as school security and the teacher/professor on duty. When secondary school
is concerned, that right belongs only to the principal, and he is the one who
gives access to authorized personnel. At faculty, this right belongs to, exclusively, to authorized personnel. The elementary school pupils’ estimates
attribute this right mostly to the principal and then the police, which is the
actual case. However, this right is frequently attributed to the pedagogue/
psychologist, teacher/professor and even in rare cases to the parents. These
results give more insight into how students perceive the authority in school.
The biggest authority is the principal, then the pedagogue/psychologist and
then the teachers/professors. The police are seen as an authority figure only
when offences are at stake. Similar results are gotten from the secondary
school students, with the only exception that they give more authority to the
pedagogue/psychologist than the teachers/professors. This can be understood through an analysis of the perception of the secondary school students’
regarding the role of the pedagogue/psychologist as an assistant to the principal when it comes to school management. The results gathered from the
students are similar to those gathered from the secondary school students,
which we can analyze more as a result of their secondary school experience,
rather than their actual experience with video surveillance at the faculty. The
question was formed in such a way to make it easier for pupils and secondary
school students to answer, in comparison to the students. So, it was implied
that the students should have switched to their secondary school knowledge
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when answering this question. It would be a different story to analyze the
result which says that 82% of students attribute the right of access to video
recordings to the pedagogue/psychologist, who are not dean’s assistants
when it comes to faculty management, but are exclusively professors. It was
interesting to see that the right of access was given to parents by 7% to 20%
of pupils/students, which would speak in favor of children’s attitude that
their parents can get the recordings due to their contact with the principal,
pedagogue/psychologist and/or teachers/professors. These results highlight
the fact that we do not have clear regulations that question setting up, going
through or using video surveillance, so the question of privacy protection is
still open and disputable (Kovačević-Lepojević, Žunić-Pavlović, 2012; Lipovac, 2014). These results support the need to clearly set up the rules that
would define video surveillance use, so as not invade someone’s privacy and
make sure it is not misused in other purposes.
In this context, we should take a look at the findings gathered from the
last two questions shown in table 20. It is striking that pupils and secondary
school students show clear resistance to the idea of setting up cameras in the
classrooms, while students are not exclusively against that. We believe that
this result cannot be understood through the need to protect someone’s privacy, but rather that it is linked to the open possibility of abuse when written
and oral exams are concerned, so as to get better grades in certain subjects
with other resources and not knowledge. As far as the pupils’ and students’
assessment on whether parents should have access to video recordings or
not – less of them are for this. So as to be able to understand this finding
correctly, further research is needed, because it is very hard to assume why
this result would be reached. It is possible that children from a stable family
background, where parents are looked up to as true authority, think that they
should have access to video recordings. However, the same finding can be
seen as a need to please parents who have strict control over their children,
and as such would be the result of parental repression in education.
In the end, we should have in mind that our research was conducted on
the sample of convenience, so the results of it can only be taken into account
as indicators for certain trends which should be looked into carefully and further researched.

Conclusion

Pupils’, secondary school students’ and students’ observations on video
surveillance is conditioned with not only objective, but also subjective fac-
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tors. Those factors include developmental features adolescents and young
adults have, which encompass the cognitive apparatus development, cognitive schemes construction and their connection to being in charge of their
observations, self-criticism, self-confidence, etc. Thus, we have encountered
with, when elementary school pupils are concerned, the conspicuous difference between the persuasion that they know where the cameras are and their
actual knowledge, which we analyze as students’ lack of self-criticism and
early self-esteem, characteristic for their age. On the other hand, pupils from
different elementary schools estimate differently the visibility of set up cameras, which points towards the importance of the architectural design of the
school environment as one of significant factors in observing video surveillance. Apart from that, other significant factors are setting up the signs which
indicate the existence of video surveillance, introducing pupils and students
with how video surveillance works, the school climate, and pupils’ experience regarding the use of video surveillance in school. In that way, complex
cognitive schemes on video surveillance will be created and pupils’ critical
observations will be developed when it comes to the implementation of video
surveillance in schools. Not to mention that by raising awareness on video
surveillance, its preventive function will be more prominent, as well.
Secondary school students have a better estimate of the locations of set
up cameras, which speaks in favor of better formed cognitive schemes regarding video surveillance in schools. However, as far as their age is concerned, we
can see a different issue of a subjective nature – the tendency to belittle the
existence of cameras and its influence to personal observations and behavior,
which was proven by the fact that they failed to assess the number of set up
cameras. A contribution to this was also the assessment that video recordings
are not looked through regularly. A similar finding is linked to the fact that
students and pupils notice cameras more frequently in those spaces where
they like to express themselves and have more freedom, such as the school
yard, as there are more chances for improper behavior there.
Subjective reasons govern students’ and pupils’ assessments on how long
the video recordings are kept for, and they are linked to the way school time
organization is perceived. Elementary school pupils’ obligations are perceived
on a weekly and monthly basis, while secondary school students’ have obligations on a monthly level and even on the basis of the whole school year.
Not knowing how video surveillance works is highlighted when they answer the question of who has the right of access to the video recordings. Pupils attribute that right to authoritative figures in the school – based on how
they perceive their authority. Thus, they attribute this right to the principal
in the first place, then the pedagogue/psychologist and then, in the end, the
teachers/professors. The police is a legitimate authority of the real-world,
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and hence, it is given the second place, right between the principal and the
pedagogue/psychologist.
Based on these findings, it is certainly recommended to start educational activities through which pupils would be informed and introduced with
the functions of video surveillance, its technical characteristics and ways of
use, while their age features would be taken into account. In this way, awareness regarding video surveillance would be raised and it would contribute to
the preventive function. It would help stop improper behavior, build secure
school environments and make sure that children can express their authentic
behavior without it being negatively directed towards others.
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Ana Kovačević

USE OF WEB MINING AND
VISUALIZATION IN CYBERBULLYING
DETECTION

Summary
Cyberbullying is on a steep rise, especially among schoolchildren. Due to its
negative impact on society, it has stimulated intensive research in this field.
Most researchers analyse its causes and consequences while few examine how
software could be improved in order to reduce or stop cyberbullying, making
the Internet a safer place. Although it is very difficult to detect cyberbullying by
using standard software, Web mining techniques and visualization could bring
about an improvement. This paper suggests the use of a specific model so as to
detect cyberbullying by applying Web mining and visualization.
Keywords: cyberbullying, Web mining, information visualization, cyberbullying detection software

Introduction

Violence is not a recent phenomenon and it exists since ancient times. Today,
however, it has taken on a new form in the new online environment t– cyberbullying. The National Crime Prevention Council (NCPC) defines cyberbullying as the use of the Internet, mobile phones or other devices to send
messages or images with the intention to hurt or embarrass another person
(NCPC, 2006).
Cyberbullying can happen in various technology platforms such as chatrooms, email, blogs, forums, social networks, mobile phones, photo-sharing
platforms, online video games or voicemail. Violence in cyberspace is much
harsher and more dangerous than traditional forms of violence which occur
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in the real world. This stems primarily from the properties of the Web: its
durable character, possibility to search for or copy anything and its invisible
audiences (Boyd, 2007). The Web’s durable character implies that the victim
cannot hide as the audience is not limited to one person, school or street but
comprises of a large online community. According to Dempsey et al. (2011),
cyberspace has two properties crucial for cyberbullying: anonymity and the
possibility to have greater control over social interactions in cyberspace. Aggressors can choose when to abuse the victim, how to do it (through which
medium) and whether they want to have an audience. Since cyberbullying
has a substantial impact on society, it represents an intensive research area.
Although many researchers analyse the causes and consequences of cyberbullying, only a few have suggested preventive solutions which involve more
advanced software systems that do not rely on keywords alone (Yin, D. et
al., 2009; Dinakar et al., 2011; Bayzick et al., 2011; Sanchez & Kumar, 2011;
Ptaszynski et al., 2010).
This paper shows how Web mining and visualization techniques could
help detect and monitor cyberbullying. It also provides the readers with an
overview of the previous research in this field. If we reduce the issue of cyberbullying, social interaction will be much safer for Web users, especially for
vulnerable populations such as children in primary and secondary schools.

A large amount of digital data

Social networks are a part of students’ everyday lives and are used by millions of users. The term social network was coined in the 1950s, when Barnes
(1954) defined a social network as a group of around 100 to 150 people.
Social networks such as Facebook (www.facebook.com) and Twitter (www.
twitter.com) offer numerous advantages for students as they help them create and maintain friendships, practice reading and writing, etc. (Boyd, 2007).
However, information and communication technology (ICT) advances provide access to a social environment that contains new risks. Students usually
underestimate risks in cyberspace and fail to exercise enough caution in social interactions. Human inhibitions are generally lower and people are more
prone to revealing information about themselves in cyberspace compared to
the physical world (Johnson, 1998).
Hardware development made it possible to store large amounts of data
and the exponential growth of the World Wide Web resulted in increased data
collection and storage. Researchers from the University of Berkley estimated
back in 2002 that around 1 EB of data, most of which is available in digital
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form, is generated each year (Keim, 2002). These large amounts of data are
collected with the belief that they could be a valuable source of information.
Wurman (1989) points out that one weekday edition of the New York Times
contains more information than what was available to one Renaissance person during his or her entire lifetime. However, enormous quantities of data
do not entail greater knowledge given that such a large amount of data can
be confusing (Fry, 2008). Finding useful information in this plethora of data
is not straightforward and it can be rendered useless unless it is accessed in
a more intelligent way.
If we were to analyse the large amount of data so as to discern and then
efficiently represent meaningful patterns, it is necessary to have insight into
several fields: statistics, data mining, graphic design and information visualization (Fry, 2008). Each of these areas developed separately from the others. For example, data mining allows us to identify hidden patterns in large
amounts of data, but it has limitations in terms of data representation. Information visualization enables us to map data into a visual form, but cannot be
used to analyse large volume of data.
Web mining and information visualization can be used to enable data
understanding and help discern useful information in the data. Web mining
techniques enable us to extract a variety of useful information and knowledge
i.e. patterns, which are otherwise implicit in the data. It can produce complex
rules, which are very difficult to interpret. The discovered knowledge can be
understood more readily if it is conveyed using adequate visual representation. As a result of visualization, scientists have changed their way of thinking and today they say that research and communication are unimaginable
without visualization (McGrath & Brown, 2005). Aside from Web mining
techniques, visualization can also help enhance our understanding of data,
processes and Web mining results and enable the discovery of new patterns.
At the same time, this paper suggests that Web mining and information visualization should be used together in order to understand data and discover
hidden patterns in a better way.

Web mining

The explosive spread of heterogeneous digital data, along with the development of social networks, transformed the World Wide Web to from an information exchange tool researchers use to an irreplaceable tool in our daily
activities. The Web’s rapid development and the large amount of generated
data also made it a fertile ground for Web mining.
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The term Web mining was first defined by Oren Etzioni in 1996 as a series of tasks which use data mining techniques to automatically discover and
extract information from World Wide Web documents and services (Etzioni,
1996). A year later, Web mining was re-defined according to the data which
was processed (Cooley et al., 1997). The goal of Web mining is to discover global and local structures, models, patterns and relations within and between
Web pages (Mobasher, 2006). The most common Web mining techniques are:
classification, clustering and association rules. Web mining can be observed
as the application of data mining over the content, structure and use of Web
resources, so as to extract knowledge from the Web data (Cooley et al., 1997),
where data mining is an iterative process of searching for new, previously unknown information in a large amount of data. Web mining is usually classified
into three categories, based on the data which is being analysed (Srivastava
et al., 2002):
• Web content mining is the process of extracting useful information
from Web documents, which may consist of text, images, audio content, video content and structured data records (such as lists or tables).
• Web structure mining can be understood as the process of structure
information discovering on the World Wide Web.
• Web usage mining represents the application of a data mining technique, so as to detect usage patterns from the Web logs and improve
the use of Web applications.

Web content mining

Web content mining is the process of extracting useful information from the
content of Web documents (Srivastava et al., 2002). This content refers to
data available on a Web page. These can be unstructured data, such as text,
images, and video content, or structured data, such as lists and tables. Research has mostly focused on textual data and text mining techniques in order
to extract relevant information from Web documents and even find relevant
Web documents (Kosala & Blockeel, 2000). Text mining is considered to be a
subcategory of Web content mining which does not use Web structure (Kolari
& Joshi, 2004). Web content mining encompasses the following areas: topic
discovery, association patterns extraction, clustering and classification of
documents (Srivastava et al., 2002; Kolari & Joshi, 2004), etc.
Google’s news service (http://news.google.com) is an example of a
popular application for Web content mining that automatically collects and
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classifies the latest news from thousands of sources. Web content mining
can also be used in applications so as to automatically extract semantic relations and structures on the Web, for example to create hierarchical clustering algorithms for generating concept hierarchies (Clerkin et al., 2001) or to
automatically extract structured data from semi-structured Web pages (Liu
et al., 2003). The most common purpose of these applications is to generate
formally defined domain ontologies which accurately classify the contents of
a website and use this information to draw further conclusions.

Web structure mining

The structure of a typical Web graph consists of Web pages as nodes and hyperlinks that connect those pages. Web structure mining is the process of extracting structure information from the World Wide Web (Srivastava, 2002)
in which hyperlinks and document structures are used as structural data.
Hyperlinks are structural elements that connect a Web page to different locations, either within the Web page or to other Web pages.
A hyperlink contains a large amount of document latent assessment
which can be used to discover the relative importance of a document from
the authority point of view i.e. documents which represent the best source for
the given topic and hub (a collection of links to authoritative pages) (Chakrabarti, 1999). Hub and authority scores are computed for each Web page and
indicate to which extent a Web page is considered a hub leading to reliable
authoritative pages or to the authority on a topic highlighted by relevant hubs
(Srivastava et al., 2002). The results are computed for each page related to
a certain topic by using an interactive algorithm – HITS (Hyperlink Induced
Topic Search) (Kleinberg, 1998).
Google’s browser (http://www.google.com) is an example of a Web structure mining application. Google has achieved great success because of the
PageRank algorithm (Page et al., 1998), on which it was based, and which calculates the hyperlink structure for the documents from the World Wide Web
so as to rank the search results. The main assumption is that the relevance of
a page is greater when more hyperlinks lead to it from other pages, especially
other relevant pages, i.e. a page ranks highly if a large number of high ranking
pages contain links which lead to it (Brin & Page, 1998). The rank of a page,
therefore, depends on the number of pages that contain a link to it. The process of page ranking is iterative. Kamvar et al. (2003) developed the Quadratic
Extrapolation algorithm which substantially improves the PageRank’s calculations.
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Web page contents can be represented through a structure of a tree,
based on HTML and XML tags within the page. At the same time, it can be applied to the automatic extraction of DOM (Document Object Model) structure
from documents (Moh et al., 2000), or to the use of document structure so
as to extract data or semantic relations and concepts (Liu, Grossman & Zhai,
2003).

Web usage mining

Web usage mining uses data mining techniques so as to discover usage patterns based on data on Web usage, in order to improve Web-based applications. The goal of Web usage mining is to discover, model and analyse users’
behavioural patterns and profiles on a Web site, where the discovered patterns are most commonly represented as a collection of pages, objects or resources which are frequently accessed by a group of users with similar needs
and interests (Mobasher, 2006).
The primary data used in Web usage mining are log files from Web servers or Web application servers (Srivastava, 2004). Web server data refers to
users’ logs collected by a Web server such as, for example, the Apache Web
Server. Application server data refers to the more general category of specialized user logs from Web application servers. Apart from primary log data, the
data preparation and pattern discovery also require additional information
sources such as site files, metadata, operational databases, application templates and domain knowledge (Mobasher, 2006).

Information visualization

Although the term information visualization has been used for the first time
relatively recently (Robertson et al., 1989), the human need to visually represent information has a long history. Maps have been used for thousands of
years, scientists used diagrams to indicate relations (e.g. Euclid’s Elements),
explain experiment methodologies and classify and conceptualize phenomena (Robin, 1992). The first diagrams represented physical measures, or a
scientific experiment, while the diagrams of abstract, non-physical measures
appeared only later. Youssefi et al. (2004) introduced the term visual Web
mining, where they used information visualization to represent the results of
data mining which was applied to a large quantity of Web data.
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Colin Ware, an expert on the psychology of perception, underlines the
tremendous power of the human visual system to discern patterns (Ware,
2000). The human visual system also possesses an extraordinary ability and
sophistication when it comes to identifying patterns. The eye and the brain’s
visual cortex form a massive parallel processor with the highest range of
channels to human cognition centres. At the highest levels of processing, perception and cognition are interdependent, which is why to understand and to
see are synonymous (Ware, 2000).
Visualization is a powerful tool which helps users engage in various types
of cognitive processes (Butler et al., 1993):
• Explorative – the user does not know what they are looking for;
• Analytical – the user knows what they are looking for in the data and
is trying to determine if it is in fact there;
• Descriptive – the phenomenon represented in the data is familiar, but
the user needs a clear visual verification of it.
Card et al. (1999) define information visualization as the use of computer-aided, interactive, visual representations of abstract data to enhance cognition (Card et al., 1999). Cognition is an intellectual process in which information is obtained, transformed, stored, looked through and used. The goal
of information visualization is to increase cognitive performance, not just to
create a more interesting image (Card, 2009).
According to Fry (2008), information visualization is sometimes also
called data visualization because of the raw material used to create images;
other researchers differentiate between these two terms (Viktor & Paquet,
2006; Ebert et al., 2009; Foong, 2001). In his paper ‘Data, Information and
Knowledge in Visualization’, he analyses the nature of information, data and
knowledge from the point of view of visualization and how it can sometimes
be used “vaguely” (Ebert et al., 2009). Foong believes that data visualization
is a powerful mechanism which helps users both during data pre-processing
and data mining itself (Foong, 2001; Viktor & Paquet, 2006). For Viktor and
Paquet (2006), under information visualization the visual representation of
data mining results is implied.
Since the process of data or Web mining is iterative, in this paper the information visualization is going to be treated as the visual representation of
Web mining results and the data itself, in the meaning set by Fry (Fry, 2008).
Although data mining techniques reveal latent patterns in the data, the human system of visual perception can discern new patterns in the data which
data mining tools cannot (Viktor & Paquet, 2006).
There are different ways of representation and different levels of granularity and abstraction, but what they have in common is the purpose of data
visualization which is to feel the data. The two key properties in the models
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of data mining visualization are understanding and trust (Singhal et al., 1999;
Thearling et al., 2001). Understanding means more than comprehension, because it involves context. If the user understands the discovery and takes into
consideration the domain, they will trust the data and the model.
Shneiderman (1996) set the basic principles of information visualization and named them the Visual Information Seeking Mantra: “First the overview, zoom and filter, then the details-on-demand”. Shneiderman (1996) also
believes that a research prototype usually works with one data type, while
successful commercial models should function with several data types, so as
to enable integration with the existing software and to support the task list:
overview, zoom, filter, details-on-demand, and relations, history and data extraction.
First, it is necessary to give an overview of the entire collection. Zooming enables users to preserve their aspect and context. Filters can be used to
discard the surplus of items so as to achieve a better overview. Dynamic queries applied to the elements of the collection represent a fundamental idea in
information visualization (Ahlberg et al., 1992). It is then that the users can
control the represented content and simply focus on viewing what they are
interested in, by eliminating unnecessary items. A more detailed representation of an element should, if necessary, be organized, along with the relations
between them. It can, also, be useful to save the history of the users’ actions,
like for example, to enable actions such as undo or similar ones. It is sometimes necessary to extract a set of items and save it, so as to perform certain
commands such as printing, emailing, etc.

Previous research

Previous research on cyberbullying detection has used Web content mining
or, more precisely, text mining (Yin, et al., 2009; Dinakar et al., 2011; Bayzick, et al., 2011; Sanchez & Kumar, 2011; Ptaszynski et. al., 2010). Common
techniques used for the traditional Web are not suited for Web 2.0. The main
reason is that Web 2.0 content is generated by users who have opted for an
informal textual communication, where the use of language is free and the
meaning is context-dependent. The analysis of texts from Web 2.0 is more
complicated, because the language used in online chat rooms and social networks is full of slang, frequently with syntactic errors and use of emoticons.
	

An emoticon is a pictorial representation of a facial expression through the use of
punctuation and letters.
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There are also friendly insults, which are not considered to be cyberbullying,
but rather a style of communication.
Table 1 shows the results from research on cyberbullying detection which
employed Web content mining i.e. text mining techniques. The research used
the classification methods, mostly the binary ones, which would detect if the
message (comment or post) contained elements of cyberbullying or not. Most
researchers used the NaiveBayes or SVM (Support Vector Machine) classification algorithms. Some used visualization as a powerful tool for identifying
cyberbullying more accurately; this method can be particularly significant for
moderators of social networks.
Table 1. The results of algorithm use in classifying
cyberbullying detection
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Figure 1. Two graphs of potential bullies
(retrieved from Sanchez&Kumar, 2011)
a)

b)
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This section will outline the proposed model. In the beginning of the very
process, it is necessary to provide relevant data. The data collection method
depends on the very issue which is examined. The type of data itself determines how it is parsed, before it is loaded into the database. For example,
when it comes to Web server log data analysis, it is necessary to extract the
relevant data, while the parser will depend on the data in question. Some
standardized log formats require the use of existing parsers, while some specific versions require custom parsers. After the initial parsing, data is uploaded into the database. However, this step is not generally required.
Data pre-processing is an extremely important process, so the quality
of the output data largely depends on how the data is prepared. During the
transformation process, it is necessary to become familiar with the data itself and the use of regular expressions, to remove unnecessary parts (refined
parsing), to uniform the data i.e. normalize it, etc. It is important to separate
the data relevant for text mining from the initial data, which is done by filtering it. Depending on the data itself, the need for additional pre-processing
occurs, so as to identify duplicate records i.e. identical entities with different
syntactic representations. The discovery phase of duplicate entities can use
similarity metrics based on characters, tokens, phonemes and/or numbers.
The choice of the similarity metric depends, in the first place, on the specific
issue i.e. on the data type.
In order to ameliorate the clustering results, it would be best to use the
semantically clustered records by using the knowledge bases. The knowledge
base has, most frequently, a general-purpose, and although it has many concepts, it cannot satisfy the need to identify specific domain records. This is why
it is often necessary to create a domain-specific thesaurus, so as to bridge the
gap between the records in the database and the data in the knowledge base.
A general-purpose knowledge base can be expanded with a previously generated domain-specific thesaurus. When generating a domain-specific thesaurus, it is necessary to take into consideration the structure of the knowledge
base. There has been some indication that semantic clustering could prove to
be useful here (Kovačević, 2009).
Web mining techniques, such as clustering and classification are used in
the next phase.
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Visualization


Data mining results are sometimes obtained in the form of complex rules
which are difficult to understand. Visualization can improve the initial representation of actual data mining results, but it can also be useful for discovering new patterns. Furthermore, interaction is very important for the process
of visualization, where the user can explore the data further and adjust the
display to their needs.
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Common techniques used in Web mining which could be applied to cyberbullying detection are classification and clustering. Previous examples of
cyberbullying detection used classification to separate messages which contained cyberbullying from those that did not. However, clustering could also
be applied on, for example, categorisation of users according to their behaviour, so as to determine if they are bullies, victims or observers based on their
position within social networks.
Classification

Classification copies data into predefined classes (Fayyad et al., 1996).
By using familiar data, the model for classifying new data is developed, and
makes it possible to guess to which class it will belong. The level of trust in
this prediction is expressed with the help of a corresponding probability. A
confusion matrix is used to evaluate the model and discover the types of mistakes it makes.
Different classification algorithms use different techniques to discover
the relations between the predicted attribute values and the output values
created during model development. An ideal algorithm for all issues does not
exist: the usefulness of an algorithm depends on the size of the data range,
the type of patterns that exist in the data, the type of data, the goal of the
analysis and many other factors. Depending on the number of output values,
classification can be binary or multiclass. The data can be divided into two
groups: one is used to create a classification model and the other to test the
created model by calculating its accuracy and comparing the predicted and
actual values.
The Naive Bayes algorithm is often used in classification, because of its
simple application and its independent attributes. Naive Bayes algorithm is
based on the Bayes’ theorem, according to which the probability of event A, if
event B occurred, is calculated with the following formula:
P(A|B) = P(B|A) * P(A),
where:
P(A|B) – the probability of event A, if event B occurred,
P(B|A) – the probability of event B, if event A occurred,
A P(A) – the probability of event A.
The Naive Bayes algorithm presupposes that the attributes are independent. Even if this presupposition is not fulfilled in reality, it does not significantly affect the model’s prediction accuracy.
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Clustering

The process of clustering consists of dividing a set of objects into a certain
number of clusters, whose objects are highly similar, while the similarity of
objects from different classes ought to be minimized (Jain et al., 1999). Clustering differs from classification as it involves the search for previously unfamiliar natural groups, unlike classification where documents are classified
either into different predefined categories or based on an external condition.
At the same time, clustering should be differentiated from simple segmentation such as, for example, arranging students into groups alphabetically.

Figure 3. Clusterization: a) the position of dots before the process
of clusterization; b) non-hierarchical clusterization;
x NonͲhierarchical – The objects are grouped into cluster subͲgroups, so that every object is
c) hierarchical clusterization
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A vector model, the so-called bag of words, in which text is transformed into a vector
whose every component is a word (Salton & McGill, 1983), is the simplest method, since it
involves neither grammatical rules nor word distance. Apart from that, there are other models
of text representation, such as conceptual ontology-based representation, the bag of sentences
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centre of the cluster, and then calculates the distance between the centre of
the cluster and the objects (Hamm, 2007). The distance metric applied for
calculating the distance can be Euclidean (or cosine), where the result is used
to assign a piece of data to the nearest cluster. A probability is assigned to
every item, assuming that it follows an isometric Gaussian distribution in
every cluster.
The rules which define an item in a cluster are formulated as an IF-THEN
condition such as: “IF A implies B, THEN the cluster is Cluster 1.” These clustering rules usually introduce a bit of uncertainty. Measures that quantify the
certainty that object X will be assigned to Cluster 1 are confidence and support. For every rule, confidence is a conditional probability of event B if event
A happened, and the support to the rule is assessing the number of cases for
which the rule was true.

Text clustering

If we cluster textual data, first we need to express it numerically. Then we
should apply similarity measures and, finally, choose a clustering algorithm.
A vector model, the so-called bag of words, in which text is transformed
into a vector whose every component is a word (Salton & McGill, 1983), is
the simplest method, since it involves neither grammatical rules nor word
distance. Apart from that, there are other models of text representation, such
as conceptual ontology-based representation, the bag of sentences (Schütze et
al., 1995), root-based techniques (Sahami, 1999), an n-grams-based method
(Miller, et al., 1999; Elberrichi, 2006) and other techniques.
The text is represented with the help of a numerical vector which is generated by calculating the most relevant lexical elements represented in the
text, such as the vector space model (Salton & McGill, 1983). Thus, each document is transformed into a vector:
dj = (w1j, w2j, ..., w| T |j),
where di – a document,
T – a set of terms which occurs at least once in the corpus,
wkj – terms weight, term tk in document dj.
There are various ways of determining term weight. The frequency of a
word in the corpus is important, along with the number of documents that
contain that word. The most common is the vector representation of text, in
which terms weight are assigned based on TD-IDF (Term Frequency with Inverse Document Frequency) (Salton & McGill, 1983). The TF (term frequen-
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cy) of the term t in the entire corpus of text documents corresponds to the
number of the word t occurrences in the corpus.
IDF (Inverse Document Frequency) of the word t in the corpus of text
documents corresponds to the number of documents that contain t. In this
way, more weight is assigned to the words that are frequent in the document,
but rare in the entire corpus, rather than to the words that appear frequently
both in the document and the corpus.
wkj = TF x IDF (tk, dj) = S1(tk, dj) x log (S2/S2(tk)),
where:
wkj – terms weight tk in the document dj
S1 – the frequency of term tk in the document dj
S2 – the number of documents in this set where the term tk appears at
least once.

Conclusion

Cyberbullying is an issue that takes place on the Internet and it is of utmost
importance to make the Internet a safer environment, especially for the most
vulnerable groups, such as schoolchildren. A possible solution is to improve
existing software, such as social networking software (www.facebook.com,
www.youtube.com). The main idea would be to improve software by using
Web mining techniques and visualization, in order to detect cyberbullying. By
doing so, Web mining would be used to detect bullies and visualization would
be used to pinpoint them more easily. Once cyberbullying is detected, appropriate action needs to be taken. This includes stopping the bully, preventing
future bullying of the victims, providing supplementary educational materials so as to help the victim and to alleviate the issue. Apart from that, this paper provided an overview of the pioneering attempts to detect cyberbullying
with the help of software i.e. Web mining techniques. Although a satisfactory
level of accuracy was not yet achieved, so as to allow us to implement it in
the existing software used daily by students (e.g. social networking software),
the results are promising, i.e. there are indications that it will be possible to
detect cyberbullying by using text mining techniques.
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POSSIBLE APPLICATIONS OF FACE
RECOGNITION SOFTWARE
IN ENHANCING SCHOOL SECURITY
SYSTEMS

Summary
In this paper, we propose using the face recognition software developed by the
Faculty of Mathematics of the University of Belgrade to enhance school security systems. We give an overview of biometric identification methods, with
special focus on automated face recognition software. We present the basic
steps of the face recognition algorithm taken by the software and the existing
methods from literature that could be employed in each individual step. We
then describe the face recognition software developed by the research team at
the Faculty of Mathematics. The software employs the concept of hybridization
of several methods in every step of the algorithm to maximize the advantages
of each method. We present the excellent evaluation results of the proposed
software, obtained using known testing databases from literature. We then
propose two models for employing the face recognition software to identify
individuals and control their access to school premises. We discuss and analyze
both models and focus on the process of setting the parameters for each model
in order to obtain better results.
Keywords: face recognition software, identification of persons, access control,
school security
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Introduction

One way of preventing incidents in schools and other important buildings is
to identify persons entering their premises i.e. to prevent unauthorized entry
to premises and deny access to persons who have been identified as perpetrators of criminal activities.
Security screening at entrances usually involves traditional identification
methods. These most commonly involve physical security – employing security guards or school police officers in schools. Physical security measures
require trained staff to be present at all entrances of a property at all times to
control entry and in some cases conduct visitor identification, which requires
time and impacts the speed at which individuals can pass an access control
point (a door or a gate). The costs of physical security are also not negligible if
round-the-clock surveillance of all or most of the access points to a property
is required. Video surveillance of property is rarely used for security screening and is instead used to identify the perpetrators of an offence or determine
unauthorized entry using video recordings after the offence or intrusion has
taken place. Also, numerous properties continue to use live-stream-only cameras that do not offer the possibility of recording or storing video materials.
This is why few properties can be considered fully protected and why many
institutions, including schools, which can be very vulnerable, remain unsecured.
The concept of employing computers in order to automate the identification process is not new and there are many successful examples of computers performing such tasks without any difficulties. The usual identification by
means of a username and password is not applicable in schools and similar
properties. The same is true of fingerprint identification because it involves
legal issues and personal data protection, while retinal scans also carry considerable financial costs. Identification needs to require as little activity from
the users as possible in order to prevent delays, but it also needs to be reliable
enough to reduce the possibility of errors.

Biometric identification

Biometric identification involves identifying a person using his or her biometric data. The most common biometric characteristics used in biometric
identification are: iris patterns, fingerprints, DNA structure, facial features,
as well as a person’s voice, gait or any other trait that might be used to distinguish between two people.
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Biometric methods differ in terms of their reliability, complexity of use
and financial cost. Fingerprints are the most prevalent method of identification. They are a unique identifier of the person they belong to, making the
results highly reliable for any purpose, even as a valid legal argument. Iris
recognition is another highly reliable biometric method, while the most reliable method is probably DNA analysis. Laboratory tests of bodily fluids, hair
or other biological traces can be used to distinguish between two individuals
with a high degree of accuracy.
Although biometric methods based on fingerprints, iris patterns and DNA
are considered to be the most reliable; their widespread use in controlling access to property is limited for practical, financial and legal reasons. In order
to identify a person using their DNA, fingerprint or iris scan, it is necessary to
have access to a legally collected database containing such information and
a permission to own and use the database, which is currently possible only
for government services and institutions. Moreover, every time we want to
identify an individual, that person needs to cooperate by providing his or her
fingerprint, DNA sample or iris scan so that this data can be compared to the
information in the database.
On the other hand, biometric methods based on facial features are less
reliable but they can meet security and access control needs for various types
of properties if the input information is of high quality. They also have numerous advantages in terms of implementation and use.
First, there is the simplicity of obtaining quality input data compared to
other biometric features. The increased coverage of public spaces with CCTV
and the pervasiveness of photographs on social networks and the Internet
have made images a readily available resource. In addition, CCTV cameras can
be mounted at the entrances of airports, schools, banks, post offices and other properties to automatically capture high-quality images of all individuals
entering a property without their active involvement and without hold-ups.
However, biometric methods based on face recognition cannot be considered entirely reliable. Despite limited reliability compared to methods using fingerprints, DNA samples and iris patterns, these methods are simpler
to implement, less costly and have fewer negative effects on the users. With
the correct choice of procedures and parameters, face recognition can reach
the required level of accuracy while preserving the advantages that render
this procedure easy to conduct. This method can also be combined with other
information and databases owned by security services to counter security
threats and identify perpetrators of criminal offences.
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Face recognition software

The use of computers to detect faces has traditionally attracted a lot of interest and it is considered to be cutting-edge technology. There are various
approaches to face recognition and each approach has both advantages and
disadvantages. The earliest method involved parameters and comparing the
positions of significant points (the iris, the tip of the nose, the edge of the
mouth, etc.) and their relations (Brunelli, Poggio, 1993). Over time, numerous other procedures aimed at overcoming the limitations of previous procedures have appeared. One of the widespread approaches to this issue is
machine learning, in which the first task is to create a database of faces and
determine a set of possible classes and then compare each image with previously learned classes.
Generally, face recognition software operates by using parameters of an
image in some way i.e. by turning it into mathematical measures in order to
compare them later on. These parameters include the positions of important
facial features and the angles formed by them as well as the values obtained
by analyzing the whole image, such as the lighting, contrasts, borders and so
forth.
Nevertheless, the direct application of parameterization to input images
produces poor results because arbitrary images may vary greatly in detail not
related to facial features, which can have a significant impact on the general
appearance of the image. Also, input from a security camera will not necessarily contain a face (if no one is entering the property at the given moment)
and such images need to be completely left out of the analysis. Furthermore,
the image may contain several persons, so the face recognition algorithm may
need to be executed several times on individual cropped sections of the input images. This is why image preparation, a complex process consisting of
several phases, is equally important in face recognition. Its goal is to unify all
the features which are not related to facial appearance to prevent them from
having a major impact on parameterization results.

Basic steps of a face recognition algorithm

The first step of a face recognition algorithm is face detection, which consists
of selecting and cropping one or more relevant regions of the image i.e. regions that contain a face. Generally, the input image could be rejected at this
step (if no face is found) or it could produce n instances of the algorithm, one
for each of the n number of faces found. Apart from being the first step in
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face recognition, face detection can be used for various other purposes. For
example, modern cameras use face detection to optimize parameters (focus,
white balance, lighting, etc.). in those zones where faces are located under the
assumption that these are the key zones of the image. Face detection can be
executed in many different ways; the most popular methods are classification
which employs Haar-like features (HL) and local binary patterns (LBP) (Lienhart, Maydt, 2002; Pietikainen et al., 2011; Viola, Jones, 2001).
After detection has been completed, the cropped section of the image
where a face has been detected is not yet ready to undergo parameterization.
The first issue is that faces can be closer or further away from the camera
lens so they can differ in size. Moreover, not every person analyzed by the
software can be expected to keep their head straight, which can affect the
face recognition algorithm. This is why the next step – face normalization – is
necessary. It consists of scaling and rotating the obtained image. To normalize
dimensions (scaling) and straighten the image (rotation), a reference system
needs to be defined within the image itself i.e. within the face in the image.
In this step, two reference points for transformation need to be determined;
usually, these are eyes or the irises of both eyes. This procedure is called eye
detection and it uses techniques similar to face detection, namely HL and LBP
classifiers (OpenCV, 2012).
In theory, the normalized image of the face could be parameterized directly, but the results would still not be of high quality. The issue stems from
the unreliability of different types of data in the image, especially data on
colour shades. Although some algorithms use shades in the process of parameterization, this information can generally be very unreliable. Two pictures
captured in the same conditions with the same camera and the same subject
but a different light source (a flash, sunlight, morning light, a light bulb, etc.)
may be entirely different. Warm colours will be dominant in one image and
cold colours will dominate another, which can have a major impact on the
classifier. This is why only information on the amount of light for individual
pixels is retained and the colours in the image are converted to greyscale.
The next issue is the uneven lighting of objects. Some images may be
captured in good lighting conditions but some may not, which is a difference
that needs to be eliminated. The procedure employed to resolve this issue is
histogram equalization and it is standard in many automated applications of
digital image processing. A common anomaly in digital photography is digital noise. Digital noise consists of random errors in pixel brightness. For the
most common extreme values, noise removal is a useful procedure used by
many algorithms. The last step in image preparation and a customary feature
of face recognition software is image sharpening. This procedure facilitates
face and eye detection and the identification of different areas of the face.
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The list of possible methods to improve image quality for face detection is
a long one and various algorithms use different approaches (Anila, Devarajan,
2012; Gross, Brajović 2003). Each time a digital image undergoes processing,
a certain amount of information is permanently discarded; this information
is usually, but not necessarily, useless, making it necessary to exercise caution. The previously discussed normalization and quality improvement procedures are applied to each image of a detected face individually and then
forwarded for further analysis.
Image quality improvement procedures such as greyscale conversion,
digital noise removal and sharpening can be applied to the original image,
before face detection. However, scaling and rotation are carried out after one
or more faces have been detected.
Once the detection and normalization (rotation and scaling) of an image containing a face have been completed, the image undergoes the process
of parameterization. This is an important step of the face recognition algorithm and there is a variety of approaches. The parameterization algorithms
proposed thus far in literature have their advantages as well as limitations.
The main categories of parameterization algorithms are geometric and photometric algorithms.
The geometric approach analyzes the relative positions of important facial points such as the corners of the eyes and lips, the root of the nose, the tip
of the chin, etc. This approach has serious limitations even when it is used in
a 3-D format because the points need to be perfectly aligned, which requires a
trained supervisor. Even if the input is of maximum quality, these algorithms
have a low tolerance for grimaces and different facial expressions. For example, the positions of key points on a smiling face are markedly different from
the positions of key points on an expressionless face.
The photometric approach classifies images according to statistical parameters. Its main issue is to distinguish between what is important and what
is not i.e. to extract and compare only the information that makes one face
different from another.
Some of the image parameterization methods cited in literature are Principal Component Analysis (PCA) which uses the Eigen faces algorithm, Local
Discriminate Analysis (LDA) which uses the Fisher faces algorithm, Local Binary Patterns Histograms, etc. (Pietikainen et al. 2011; Martinez, Kak, 2001;
Jolliffe, 2002; Turk, Pentalnd, 1991). In parameterization, a set of possible
classes i.e. a parameterization model is defined using a set of training images.
Each new image is compared to the existing classes and the software determines whether a face has been recognized as belonging to an existing class
(Image 1).
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subjects were captured without facial expressions. This type of software also
tolerates images that were captured in unfavourable conditions, variations
in lighting and sharpness, noise, etc. At the same time, the slightest change in
the facial expression has a severe impact on the quality of the results. LBPHbased software operates in a similar way.
On the other hand, the holistic approach employed by Eigen faces and
Fisher faces algorithms is highly resistant to changes in facial expressions but
their reliability can be undermined if the images are captured in unfavourable conditions, more so than in the case of the algorithms discussed above.
Similar issues occur in the preceding phases during image preparation.
The successfulness of face detection and eye detection in particular depends
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on the training dataset used to build the classifier. Some eye detection models
can yield excellent results if the person’s eyes are open and very poor results if
the eyes are closed or if the person is wearing glasses. Moreover, models that
tolerate this type of variation produce less accurate results with ideal images.
Taking into account the sensitivity of each individual step in the entire
procedure, the obvious answer would be to combine several solutions to create a unique, robust system that can tolerate various anomalies in input data.
One way of overcoming the issues that arise when each system or solution
is tested individually is to create a hybrid of different systems and solutions.
The principle of hybridization has proven to be applicable in resolving face
recognition issues.
This approach can yield the best results in the following steps: face detection, eye detection and image parameterization i.e. the main classification
procedure. The remaining steps are less sensitive to differences in quality and
type of input data and are therefore left to perform tasks independently based
on a fixed set of parameters. In theory, it is possible to achieve slight improvements in these independent steps by fine-tuning the parameters to a specific
type of input data. For example, image normalization for a specific image
or type of image could deliver better results for a differentimage resolution
(which would require additional settings), but significant differences are not
to be expected. Digital image processing procedures that are applied successively are similar. In theory, it is possible to obtain somewhat better results
for a specific image or image type by including or excluding a procedure from
the defined sequence. This is why the focus in the hybrid solution we propose
is on a combination of procedures for face detection, eye detection and image
parameterization and the selected set of procedures is executed regardless of
the input image set (Milošević, 2014). Image 2 shows the pattern and order of
operations in the complete hybrid face recognition algorithm.
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Image 2. A schematic representation of the process applied in
the hybrid software solution for face recognition
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Image 2 – A schematic representation of the process applied in the hybrid software solution for face
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produce an error in two ways: it can assign a positive label to negative input
(a false positive) or it can do the opposite (a false negative). The number of
false positives can be reduced by linking the output from Boolean classifiers
(face and eyes detectors)by means of an operator. This effect stems from the
fact that all algorithms would have to produce an error (to assign a false positive value) in order for the hybrid solution to produce an error. However, the
negative consequence is the increase in the number of false negatives because
the properties of operators are such that if one algorithm assigns a negative
value to an input image, the result of the entire operation will be negative. On
the other hand, linking operators with the operator OR reduces the number
of false negatives because all algorithms would need to classify the input image as negative to produce a negative result. However, the number of false
positives will increase for similar reasons.
One solution is to train these models in a way adjusted to the hybrid solution. The models should not be trained in the same way as when they are
used individually (where the main goal is to minimize the total number of
errors regardless of their type); the goal is, instead, to balance out with the
effects of the chosen Boolean operator. Combining output from non-binary
(non-Boolean) classifiers is entirely different. Boolean operators do not apply
and it is necessary to find a formula to bring together several values from the
set of positive real numbers.
The output produced by classifiers with a larger number of classes is usually the distance of the input from individual classes. This series of distances
(the outputs of individual algorithms) needs to be expressed as one value,
which could then be compared to the distances of the same input from the
other classes. This can be achieved in several ways, from simply calculating
the mean to applying complex formulas, depending on the specific algorithms
being used (for more details on how to hybridize the results of different procedures into a unique solution, see: Milošević, 2014; Milošević et al., 2014).

Results of software training on standard
test image databases

The face recognition software based on the hybridization of multiple procedures was tested on four databases of different levels of difficulty collected
in different conditions by Dr. Libor Spacek (Spacek, 2008). Each of the four
test databases contained twenty images of every person in the database. Two
thirds of the data were used as the training set and one third was used as the
test set; this means that in a round of testing thirteen images of each person
were used for model training while seven were used for testing.
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The third database (Faces96) was considered to be a difficult test database. It contained images of 152 persons with different brightly coloured
backgrounds and significant variation in lighting (see Image 5). The faces
were captured in different positions they were of different sizes, with slight
differences in the tilt of the head, etc. As in the previous database, there was
significant variation in the lighting, but there was also some variation in facial
expressions. Although this database was quite complex, the proposed softcamera,
which resulted
in significant
variation in the size of the faces in these images. The background
ware
achieved
an accuracy
of 95%.
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Face recognition software can be used to improve school security in several
ways. One method is to control the entrance of all persons through protected
points so that a person cannot enter the premises without being authorized
by the system (Image 7). This requires a high quality database with a large
number of images in the training set, captured in good conditions. The main
advantage of the face recognition system in securing schools is that is it possible to collect a high quality set of images because all persons seeking entry
are motivated to be accurately classified by the software.
The face and eye detection steps are classifiers with only two categories:
‘belongs’ and ‘does not belong’. In the process of creating classifier models,
the chosen algorithm forms the model using the selected parameters and
training dataset. The training dataset is divided into positive and negative
items; the positive images are those containing the target shape (face or eyes)
and the negative items are random images without the target shapes. The
algorithms (HL and LBP) arrive at the model differently but operate in very
similar ways.
The parameters for model training determine the relationship between
training quality and duration and subsequent executions, as well as the distribution
types
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and
false
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This application of the face recognition software in controlling access to schools requires the
system to have zero tolerance for false positives i.e. it should never grant access to an individual whose
image is not in the database of persons who have been allowed to access the premises. It is possible to
adjust the software parameters to meet this demand, but it increases the likelihood that, as a
consequence of eliminating false positives, persons who have been allowed access will not be
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This application of the face recognition software in controlling access to
schools requires the system to have zero tolerance for false positives i.e. it
should never grant access to an individual whose image is not in the database of persons who have been allowed to access the premises. It is possible
to adjust the software parameters to meet this demand, but it increases the
likelihood that, as a consequence of eliminating false positives, persons who
have been allowed access will not be authenticated (false negatives). In this
case, an additional method should be employed to verify the individuals who
have not been authenticated. However, such cases will be relatively rare if the
model has been built using high quality input.
Other methods for addressing false negatives include having identification documents examined by authorized personnel, entering a unique access
code, and installing fingerprint scanners, which are widely available and highly reliable. We should, nevertheless, point out that face recognition systems
are superior to systems which use fingerprints in terms of their efficiency
because they allow a much higher speed of processing, which is especially
important in schools.
Another approach to using face recognition software in schools is to use
the software as an information-providing tool alone, without restricting access. The software would be used to process the faces of individuals entering the premises and provide information on whether an existing data base
contains their image, but it would not control entry. The parameters settings
in this type of system would be more tolerant of false positives because it
would be intended for information purposes only. Also, it would allow a large
amount of useful data to be collected on persons of interest entering and exiting the premises. In addition, the software could record persons it does not
recognize as well and authorized personnel could later use and analyse these
images.
We should also point out that face recognition software with these settings could be combined with a database that contains data on juvenile delinquents, offenders, drug dealers, as well as persons engaged in terrorism and
organized crime, especially drug trade and human trafficking (Stanimirović,
Trifunović, 2011). If the software detects a face potentially similar to a face
in one of those databases, it could alert the personnel more aggressively and
to enable them to respond quickly. In this application, the number of false
negatives needs to be reduced to a minimum so that persons from such lists
do not go undetected. On the other hand, false positives would not present
a major issue because trained personnel could conduct additional checks to
determine the facts and the consequences would be much less severe than if
unwanted persons gained entry undetected.
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The successful application of face recognition software in improving
school security systems requires a good training dataset i.e. a set of images
of high quality for each person who has access to the school (staff, students,
regular visitors, etc.). If all these conditions are met, the accuracy might come
very close to the theoretical maximum. The collection of high quality data for
securing schools and other property could be conducted in a simple manner.
It is sufficient for a person to pass through the protection point once and the
camera will capture enough images of the person in a very short amount of
time. In order for the images to be of high quality, the lighting needs to be
adequate, potentially confusing backgrounds should be avoided and persons
whose images will be collected for the database should not make facial expressions. It is worth noting that the software will yield good results even
with a training set of lower quality, but ensuring that input images are of high
quality will help the software reach an accuracy of almost 100%.
The collection of images of individuals with permission to access school
premises must be regulated by law and comply with the legislation on the
protection of personal data, which is a particularly delicate issue in the case
of schoolchildren. However, this paper has examined only the technical aspects of face recognition software application in school security and will not
delve into the related legal matters. These issues will be examined in future
research.

Conclusion

From a technical standpoint, face recognition software can be successfully
applied to enhance security in schools and elsewhere. This paper has proposed two ways of applying this software in schools. One option is to control
the entry of persons through protection points so that a person cannot enter
the premises without being authorized by the system (access authorization).
The second option is to use the software as a tool to provide information on
whether a face belongs to one of the existing databases of persons with permission to access the premises, but in this scenario the software would not
control access.
The precondition for the software to be successfully applied is to have a
sufficient number of high quality input images for each person in the training
dataset. This ensures a high reliability of the software and its comparability
with known biometric fingerprint and iris scan methods, which are considered to be almost 100% reliable. In terms of school security, this condition is
technically quite easy to meet but compliance with the relevant legal provi-
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sions is also necessary. The legal aspects of face recognition software application will be examined in future research.
If the input data are not of sufficient quality, this issue could be resolved
by increasing the configurability of the system. In such cases, the user should
be allowed to strike the desired balance between quality and performance.
Depending on the specific application of the software, and type and quality
of input images at the user’s disposal, it is possible to identify the procedures
that produce positive results and those that do not and set the parameters
that affect every component depending of its performance; some components
might even be removed.
The results presented in this paper clearly show that the proposed face
recognition software could be applied in schools and that it could be used as
an additional means to improve school security systems on condition that
these measures comply with the relevant legislation.
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ОБРАЗОВАЊЕ
EDUCATION





ОСНОВНИ ПОКАЗАТЕЉИ
О ШКОЛАМА1)

BASIC INDICATORS
OF EDUCATION 1)

Република Србија

Republic of Serbia

Наставно особље Ученици/студенти
Teaching staff
Pupils / Students
који су
Одељес пуним
завршиња
радним
укупно
укупно ли шкоClasses
времеTotal
Total
ловање
ном
GraduFull-time
ated
1970
1980
1990
2000
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
Основно
образовање
Средње
образовање
Високо
образовање
1)

2)



49 286
56 081
58 959
43 573
43 639
43 606
43 055
42 634
42 570
42 366
40 849
39 250
37 636
37 012
37 016
36 932
36 759

92 075
121 940
96 314
81 325
85 556
87 333
88 643
89 372
94 196
95 611
97 857
98 184
100 137
99 556
100 339
101 063
102 468

67 049
81 454
90 134
67 059
68 333
69 341
69 112
69 014
71 143
71 084
64 974
64 941
64 951
63 790
63 477
63 402
62 984

1 530 906
1 733 362
1 710 178
1 262 934
1 183 816
1 198 028
1 177 225
1 153 782
1 158 774
1 118 133
1 107 215
1 097 780
1 101 172
1 095 750
1 082 433
1 077 044
1 075 110

26 089

55 433

31 626

559 967

10 670

30 755

17 071

253 035

-

16 280

14 287

262 108

Подаци о броју одељења, наставника и
ученика односе се на школску, а остали
подаци на календарску годину.
Oд 1998. без података за АП Косово и
Метохија.

200 333
256 439
254 923
194 194
187 243
189 886
186 108
189 678
198 310
197 738
203 752
198 396
199 120
194 579
190 817
193 128
192 005

1970
1980
1990
2000
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
Primary
69 204
education
Secondary
71 205
education
Tertiary
51 596
education

The data on number of classes, teachers and
students refer to the respective school year, and
other data to the calendar year.
2)
Since 1998 no data for АР Kosovo and Metohija are
available.
1)
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Основно, средње, више и високо образовање
Primary, secondary and tertiary (higher and university) education
Ученици/студенти / Pupils/Students

ШКОЛЕ И УЧЕНИЦИ
С НАСТАВОМ НА
ЈЕЗИКУ НАРОДНОСТИ
Република Србија

школе1)
Schools 1)
Укупно
2012/13
2013/14
2014/15
2015/16
2016/17
Албански
2012/13
2013/14
2014/15
2015/16
2016/17
Босански
2012/13
2013/14
2014/15
2015/16
2016/17





LANGUAGE OF
ETHNICITIES: SCHOOLS
AND STUDENTS/PUPILS

Republic of Serbia
Редовно основно образовање
Regular primary education
одељења
ученици
наставници2)
Classes
Pupils
Teachers 2)

202
205
203
202
270

1 442
1 440
1 437
1 428
1 911

24 641
23 764
23 149
22 552
33 807

3 318
3 213
3 334
3 452
4 515

52
52
51
48
45

320
318
308
283
275

6 435
5 830
5 542
5 001
4 787

719
634
756
748
778

73

501

12 061

1 091

Као јединица рачуна се школа у којој постоје
одељења с наставом на језицима народности.
2)
Код наставника је представљен број појава.
3)
Укључене су и школе с двојезичком наставом
на српском и мађарском језику, као и на
српском и бугарском наставном језику.
1)

Наставно особље / Teaching staff

Schools with classes providing teaching
on language of ethnicities.
Number of appearances.
3)
Included schools with bilingual teaching, in Serbian and Hungarian, and Serbian and
Bulgarian as well.

1)
2)



82


Total
2012/13
2013/14
2014/15
2015/16
2016/17
Albanian
2012/13
2013/14
2014/15
2015/16
2016/17
Bosnian
2012/13
2013/14
2014/15
2015/16
2016/17

¤½¬½´¼½´Âµ´ µ¬¶±¸°¬» £±º¾¶´µ± ¤»´Å± 2019.
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LANGUAGE OF
ETHNICITIES: SCHOOLS
AND STUDENTS/PUPILS,

ШКОЛЕ И УЧЕНИЦИ
С НАСТАВОМ НА
ЈЕЗИКУ НАРОДНОСТИ
(наставак)
Република Србија

школе
Schools 1)
1)

Бугарски3)
2012/13
2013/14
2014/15
2015/16
2016/17
Мађарски3)
2012/13
2013/14
2014/15
2015/16
2016/17
Ромски
2012/13
2013/14
2014/15
2015/16
2016/17
Румунски
2012/13
2013/14
2014/15
2015/16
2016/17
Русински
2012/13
2013/14
2014/15
2015/16
2016/17
Словачки
2012/13
2013/14
2014/15
2015/16
2016/17
Хрватски
2012/13
2013/14
2014/15
2015/16
2016/17

(continued)
Republic of Serbia

Редовно основно образовање
Regular primary education
одељења
ученици
наставници2)
Classes
Pupils
Teachers 2)

1
1
1
1
1

6
3
3
3
3

67
25
25
19
19

24
20
20
18
18

103
106
105
104
100
1
1
1
-

868
870
861
861
855
12
12
12
-

14 467
14 168
13 664
13 440
12 892
187
186
171
-

1 910
1 905
1 925
1 956
1 854
29
24
24
-

25
23
21
23
24

87
82
77
75
75

1 053
991
887
859
837

252
256
221
225
249

2
2
2
3
3

16
16
15
29
29

155
145
134
411
416

39
43
41
72
65

12
12
12
14
16

118
113
111
137
147

2 176
2 149
2 106
2 409
2 556

258
239
217
296
339

7
8
8
8
8

27
26
30
28
26

288
269
243
242
239

116
87
120
113
121

Као јединица рачуна се школа у којој постоје
одељења с наставом на језицима народности.
Код наставника је представљен број појава.
3)
Укључене су и школе с двојезичком наставом
на српском и мађарском језику, као и на
српском и бугарском наставном језику.

Bulgarian 3)
2012/13
2013/14
2014/15
2015/16
2016/17
Hungarian 3)
2012/13
2013/14
2014/15
2015/16
2016/17
Romani
2012/13
2013/14
2014/15
2015/16
2016/17
Romanian
2012/13
2013/14
2014/15
2015/16
2016/17
Ruthenian
2012/13
2013/14
2014/15
2015/16
2016/17
Slovakian
2012/13
2013/14
2014/15
2015/16
2016/17
Croatian
2012/13
2013/14
2014/15
2015/16
2016/17

Schools with classes providing teaching
on language of ethnicities.
Number of appearances.
3)
Included schools with bilingual teaching,
in Serbian and Hungarian, and Serbian and
Bulgarian as well.

1)

1)

2)

2)
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LANGUAGE OF
ETHNICITIES: SCHOOLS
AND STUDENTS/PUPILS,

ШКОЛЕ И УЧЕНИЦИ
С НАСТАВОМ НА
ЈЕЗИКУ НАРОДНОСТИ



(наставак)
Република Србија

(continued)
Republic of Serbia

Остало
образовање
Other education
ученици ученици
у
у
школама школам
ученастав- за специа за
ници
ници2)
јално
обраPupils/
Teach- образо- зовање
Stuers2)
вање3)
одраdents
Special
слих
education Adult

Редовно средње образовање
Regular secondary education

школе1) одељеSchools 1)
ња
Classes

3)

Укупно
2012/13
2013/14
2014/15
2015/16
2016/17
Албански
2012/13
2013/14
2014/15
2015/16
2016/17
Бугарски4)
2012/13
2013/14
2014/15
2015/16
2016/17
Мађарски5)
2012/13
2013/14
2014/15
2015/16
2016/17

53
54
52
52
51

501
496
473
453
459

11 237
10 825
9 977
9 380
9 155

1 722
1 654
1 624
1 629
1 659

449
438
437
437
388

103
60
81
88
50

4
4
4
4
4

129
128
120
118
115

3 545
3 476
3 260
3 044
2 885

330
326
319
322
305

-

-

1
1
1

1
2
4

10
28
41

24
25
25

-

-

40
40
38
38
38

334
328
312
294
304

6 870
6 558
5 914
5 501
5 440

1 185
1 136
1 090
1 079
1 135

434
419
423
417
363

103
60
81
88
50

Као јединица рачуна се школа у којој постоје
одељења с наставом на језицима
народности.
2)
Код наставника је представљен број појава.
3)
Односи се на основно и на средње
образовање.
4)
Без података за АП Косово и Метохија.
5)
Укључене су и школе с двојезичком наставом
на српском и мађарском језику, као и на
српском и бугарском наставном језику.
1)

education

1)

Schools with classes providing teaching on
language of ethnicities.

Number of appearances.
Relative to primary and secondary
education.
4)
No data for АР Kosovo and Мetohia available.
5)
Included schools with bilingual teaching, in
Serbian and Hungarian, and Serbian and
Bulgarian as well.
2)

3)
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Total
2012/13
2013/14
2014/15
2015/16
2016/17
Albanian
2012/13
2013/14
2014/15
2015/16
2016/17
Bulgarian 4)
2012/13
2013/14
2014/15
2015/16
2016/17
Hungarian 5)
2012/13
2013/14
2014/15
2015/16
2016/17

¤½¬½´¼½´Âµ´ µ¬¶±¸°¬» £±º¾¶´µ± ¤»´Å± 2019.
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Appendix

LANGUAGE OF
ETHNICITIES: SCHOOLS
AND STUDENTS/PUPILS,

ШКОЛЕ И УЧЕНИЦИ
С НАСТАВОМ НА
ЈЕЗИКУ НАРОДНОСТИ
(наставак)
Република Србија

(continued)
Republic of Serbia

Редовно средње образовање
Regular secondary education

школе1) одељеSchools 1)
ња
Classes

Румунски
2012/13
2013/14
2014/15
2015/16
2016/17
Русински
2012/13
2013/14
2014/15
2015/16
2016/17
Словачки
2012/13
2013/14
2014/15
2015/16
2016/17
Хрватски
2012/13
2013/14
2014/15
2015/16
2016/17

Остало образовање
Other education
ученици
ученици
у
у
школама
учешколама
настав- за специници
за обраници2)
јално
Pupils/
зовање
Teach- образоStuодра2)
3)
ers
вање
dents
слих
Special
Adult
education
education
3

2
2
2
2
2

8
8
8
8
8

208
189
201
192
190

34
34
34
34
34

-

-

1
1
1
1
1

4
4
4
4
4

60
59
56
61
54

22
17
16
21
22

5
6

-

3
3
3
3
3

15
16
16
16
16

393
392
389
409
383

79
72
65
63
64

15
19
14
15
19

-

3
3
3
3
2

11
12
12
11
8

161
151
147
145
162

72
69
76
85
74

-

-

Као јединица рачуна се школа у којој постоје
одељења с наставом на језицима народности.
2)
Код наставника је представљен број појава.
3)
Односи се на основно и на средње
образовање.
1)

Romanian
2012/13
2013/14
2014/15
2015/16
2016/17
Ruthenian
2012/13
2013/14
2014/15
2015/16
2016/17
Slovakian
2012/13
2013/14
2014/15
2015/16
2016/17
Croatian
2012/13
2013/14
2014/15
2015/16
2016/17

Schools with classes providing teaching on
language of ethnicities.
2)
Teachers: Number of appearances.
3)
Relative to primary and secondary education.
1)
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ĚƵĐĂƟŽŶ͕ϮϬϭϴ
/Ŷ ϮϬϭϴ ƚŚĞ ƚŽƚĂů ŽĨ ϭ Ϯϰϴ ϮϴϬ ƉĞƌƐŽŶƐ ǁĞƌĞ ĐŽǀĞƌĞĚ
ďǇ ĞĚƵĐĂƚŝŽŶĂů ĂĐƚŝǀŝƚǇ ŽŶ ĐĞƌƚĂŝŶ ůĞǀĞů͗ ƉƌĞƐĐŚŽŽů
ĚƵĐĂƟŽŶ͕ϮϬϭϴ
ĞĚƵĐĂƚŝŽŶʹϭϳ͘ϱй͖ƉƌŝŵĂƌǇĞĚƵĐĂƚŝŽŶʹϰϮ͘ϯй͕ƵƉƉĞƌͲƐĞĐŽŶĚĂƌǇ
ĞĚƵĐĂƚŝŽŶʹϮϬ͘Ϯй͕ĂŶĚŚŝŐŚĞƌĞĚƵĐĂƚŝŽŶʹϮϬй͘
/Ŷ ϮϬϭϴ ƚŚĞ ƚŽƚĂů ŽĨ ϭ Ϯϰϴ ϮϴϬ ƉĞƌƐŽŶƐ ǁĞƌĞ ĐŽǀĞƌĞĚ
ďǇ ĞĚƵĐĂƚŝŽŶĂů
ĂĐƚŝǀŝƚǇ
ŽŶ ďǇ
ĐĞƌƚĂŝŶ
ůĞǀĞů͗ ůĞǀĞůƐ͕
ƉƌĞƐĐŚŽŽů

ZĞŐĂƌĚŝŶŐ
ƚŚĞ ŐĞŶĞƌĂƚŝŽŶƐ
ĐŽǀĞƌĞĚ
ĞĚƵĐĂƚŝŽŶĂů
ƚŚĞ
ĞĚƵĐĂƚŝŽŶʹϭϳ͘ϱй͖ƉƌŝŵĂƌǇĞĚƵĐĂƚŝŽŶʹϰϮ͘ϯй͕ƵƉƉĞƌͲƐĞĐŽŶĚĂƌǇ
ĐŽǀĞƌĂŐĞŽĨĐŚŝůĚƌĞŶďǇƉƌĞƐĐŚŽŽůĞĚƵĐĂƚŝŽŶŝƐĂďŽƵƚϰϳй͕ǁŚŝůĞ
ĞĚƵĐĂƚŝŽŶʹϮϬ͘Ϯй͕ĂŶĚŚŝŐŚĞƌĞĚƵĐĂƚŝŽŶʹϮϬй͘
ƚŚĞĐŽǀĞƌĂŐĞďǇĐŽŵƉƵůƐŽƌǇƉƌĞƉĂƌĂƚŽƌǇƉƌĞƐĐŚŽŽůƉƌŽŐƌĂŵŵĞ
ZĞŐĂƌĚŝŶŐ ƚŚĞ ŐĞŶĞƌĂƚŝŽŶƐ ĐŽǀĞƌĞĚ ďǇ ĞĚƵĐĂƚŝŽŶĂů ůĞǀĞůƐ͕ ƚŚĞ
ĞƋƵĂůƐϵϳ͘Ϭϲй͘dŚĞŐĞŶĞƌĂƚŝŽŶĐŽǀĞƌĂŐĞďǇĐŽŵƉƵůƐŽƌǇƉƌŝŵĂƌǇ
ĐŽǀĞƌĂŐĞŽĨĐŚŝůĚƌĞŶďǇƉƌĞƐĐŚŽŽůĞĚƵĐĂƚŝŽŶŝƐĂďŽƵƚϰϳй͕ǁŚŝůĞ
ĞĚƵĐĂƚŝŽŶ
ŝƐ ĂďŽƵƚ ϵϳй͘ dŚĞ ŐĞŶĞƌĂƚŝŽŶ ĐŽǀĞƌĂŐĞ ŝŶ ƵƉƉĞƌͲ
ƚŚĞĐŽǀĞƌĂŐĞďǇĐŽŵƉƵůƐŽƌǇƉƌĞƉĂƌĂƚŽƌǇƉƌĞƐĐŚŽŽůƉƌŽŐƌĂŵŵĞ
ƐĞĐŽŶĚĂƌǇĞĚƵĐĂƚŝŽŶĞƋƵĂůƐϴϵ͘ϯй͕ĂŶĚƚŚĞŐĞŶĞƌĂƚŝŽŶĐŽǀĞƌĂŐĞ
ĞƋƵĂůƐϵϳ͘Ϭϲй͘dŚĞŐĞŶĞƌĂƚŝŽŶĐŽǀĞƌĂŐĞďǇĐŽŵƉƵůƐŽƌǇƉƌŝŵĂƌǇ
ŝŶŚŝŐŚĞƌĞĚƵĐĂƚŝŽŶĞƋƵĂůƐϱϰ͘ϳй͘
ĞĚƵĐĂƚŝŽŶ ŝƐ ĂďŽƵƚ ϵϳй͘ dŚĞ ŐĞŶĞƌĂƚŝŽŶ ĐŽǀĞƌĂŐĞ ŝŶ ƵƉƉĞƌͲ

ƐĞĐŽŶĚĂƌǇĞĚƵĐĂƚŝŽŶĞƋƵĂůƐϴϵ͘ϯй͕ĂŶĚƚŚĞŐĞŶĞƌĂƚŝŽŶĐŽǀĞƌĂŐĞ
dŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞŝŶƐƚŝƚƵƚŝŽŶƐŝŶŚŝŐŚĞƌĞĚƵĐĂƚŝŽŶŝƐϯϯй͕ǁŚŝůĞƚŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞƵƉƉĞƌͲƐĞĐŽŶĚĂƌǇ
ŝŶŚŝŐŚĞƌĞĚƵĐĂƚŝŽŶĞƋƵĂůƐϱϰ͘ϳй͘
ƐĐŚŽŽůƐŝƐĐŽŶƐŝĚĞƌĂďůǇůŽǁĞƌ͕ŝ͘Ğ͘ĂďŽƵƚϭϬй͘ƐƌĞŐĂƌĚƐƉƌŝŵĂƌǇĞĚƵĐĂƚŝŽŶ͕ƚŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞƐĐŚŽŽůƐ
dŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞŝŶƐƚŝƚƵƚŝŽŶƐŝŶŚŝŐŚĞƌĞĚƵĐĂƚŝŽŶŝƐϯϯй͕ǁŚŝůĞƚŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞƵƉƉĞƌͲƐĞĐŽŶĚĂƌǇ
ŝƐŶĞŐůŝŐŝďůĞ;ďĞůŽǁϭйͿ͖ŚŽǁĞǀĞƌƚŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞƉƌĞƐĐŚŽŽůĞĚƵĐĂƚŝŽŶŝŶƐƚŝƚƵƚŝŽŶƐƌĞĂĐŚĞƐƚŽϲϰй͘
ƐĐŚŽŽůƐŝƐĐŽŶƐŝĚĞƌĂďůǇůŽǁĞƌ͕ŝ͘Ğ͘ĂďŽƵƚϭϬй͘ƐƌĞŐĂƌĚƐƉƌŝŵĂƌǇĞĚƵĐĂƚŝŽŶ͕ƚŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞƐĐŚŽŽůƐ
ŝƐŶĞŐůŝŐŝďůĞ;ďĞůŽǁϭйͿ͖ŚŽǁĞǀĞƌƚŚĞƐŚĂƌĞŽĨƉƌŝǀĂƚĞƉƌĞƐĐŚŽŽůĞĚƵĐĂƚŝŽŶŝŶƐƚŝƚƵƚŝŽŶƐƌĞĂĐŚĞƐƚŽϲϰй͘

ZĞŐŝŽŶsŽũǀŽĚŝŶĞ

ĞŽŐƌĂĚƐŬŝƌĞŐŝŽŶ

ZĞŐŝŽŶsŽũǀŽĚŝŶĞ

ĞŽŐƌĂĚƐŬŝƌĞŐŝŽŶ

71 809
71 809
WƌŝŵĂƌǇ 127 811
WƌŝŵĂƌǇ 127 811
WƌĞƐĐŚŽŽů

WƌĞƐĐŚŽŽů

hƉƉĞƌͲ
hƉƉĞƌͲ
726
ƐĞĐŽŶĚĂƌǇ
726
ƐĞĐŽŶĚĂƌǇ6161

142142
183
,ŝŐŚĞƌ
183
,ŝŐŚĞƌ

ZĞŐŝŽŶaƵŵĂĚŝũĞŝ

ZĞŐŝŽŶaƵŵĂĚŝũĞŝ
ĂƉĂĚŶĞ^ƌďŝũĞ
ĂƉĂĚŶĞ^ƌďŝũĞ
WƌĞƐĐŚŽŽů

51 337

51
149337
483
hƉƉĞƌͲ 149 483
WƌŝŵĂƌǇ
ƐĞĐŽŶĚĂƌǇ 73 206
WƌĞƐĐŚŽŽů
WƌŝŵĂƌǇ

hƉƉĞƌͲ
,ŝŐŚĞƌ 24 544
ƐĞĐŽŶĚĂƌǇ 73 206
,ŝŐŚĞƌ 24 544

12

12

60 246

60 246
140 751
WƌŝŵĂƌǇ 140 751

WƌĞƐĐŚŽŽů

WƌĞƐĐŚŽŽů

WƌŝŵĂƌǇ

EƵŵďĞƌ
EƵŵďĞƌ
of
of sƚƵĚĞŶƚs
sƚƵĚĞŶƚs

hƉƉĞƌͲ
hƉƉĞƌͲ
ƐĞĐŽŶĚĂƌǇ
63
ƐĞĐŽŶĚĂƌǇ
63 968

968

55 108
,ŝŐŚĞƌ
55 108
,ŝŐŚĞƌ

ZĞŐŝŽŶ:ƵǎŶĞŝ

ZĞŐŝŽŶ:ƵǎŶĞŝ

WƌĞƐĐŚŽŽů

35 175

WƌĞƐĐŚŽŽů
109 789
35
WƌŝŵĂƌǇ

175

hƉƉĞƌͲ
WƌŝŵĂƌǇ 53109
208 789
ƐĞĐŽŶĚĂƌǇ
hƉƉĞƌͲ
,ŝŐŚĞƌ 27 936 53 208

ƐĞĐŽŶĚĂƌǇ
,ŝŐŚĞƌ 27 936

www.stat.gov.rs

www.stat.gov.rs
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